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1 Executive Summary

Deliverable 8.4 outlines the finaleport of the Repositories developed by the CHIC project,
concerning the Model and Tool Repository, the Clinical Data Repositorin Bikcolrial Repository

and the Metadata Repositoryihe aforementioned Repositories are tailored to the needs and the
clinical scenarios of the CHIC project and aim to provide the community with a collaborative interface
for exchanging knowledge and sharing work in an effective and standardized way. Asedtedi in

this deliverablethe utilization of a number of open source features and taslexpected to enhance
usability and accessibilitythe design and the development of all the CHIC Repositories have been
driven by the guidelines produced by the ethwork packages, especially WP2 (user needs and
requirements) and wp5 (IT Architecturegince both the clinical data and the models stored in the
CHIC Repository environment must conform to the legal and ethical framework developed in WP4,
special attenton has been given to théevelopment of appropriate authentication and authorization
mechanisms so as to ensure that only authorized persons have access to the content of the
Repositories.To this end, as presented in chapter 3, the Repositories makeousige brokered
authentication mechanismthat has been proposed by WB. Both the design and the
implementation of the aforementioned Repositories are covered in this document.

In more detail, documentation regarding the design and the architecture ofMbeel and Tool
Repositoryis included in this documentThe aforementioned architecture is general enough to
support the storage ofmultiscale cancer models, linkers and data transformation tools along with all
the related information (perspectives, paratees, etc.). The documentation of e web user
interface which is built upon th@forementioned architecture serves asreference pointfor all
researchers whanight want tointeract with the Model Repositorywhile the documentation of the
web servicesimsto provide the guidelines for the developers of the other CHIC compor{@RaF,
Hypermodelling Execution Framework, Hypermodelling Editaa} interact with the Repository
through the web interfacesMoreover,in order for the information related to the categorization of
the models based on the 13 perspectitesde stored in the CHIC semantic infrastructure in the form
of triples, the Model and Tool Repository has been integrated with the CHIC triplestore.

Information related to the implementation of the Clinical Data Repository which has been available
to the CHIC users and is running on the CHIC cloud infrastructure is available through this deliverable.
More specifically, the Clinical Data Repository inctudkthe features required to store the different
types of data produced during the clinical workflow, @fhinot only includes patient antleatment
information, but also medical images, generic examination and histology. Just like the Model
Repository, he web serviceshat provide access to the contewff the Clinical Data Repository are

also presented in this document, as well as its user interface which has been developed using
modern web technologies. Furthermoregference is being made to the auditj system and the
integration of the Clinical Data Repository with the CHIC RICORDO framework so as to retrieve
information from the data uploaded on the system and storing the corresponding semantic triples
backinto the CHIC triplestore.

Regarding thdn SilicoTrial Repositorydetailed documentation is being provided concerning the
workflows related to the persistent storagthe retrievalor the updatingof the simulation scenarios
and thein silico predictions, either through the user interface or tugh the web servicedn
addition to this, the architecture of the aforementioned Repositarich is based on a relational
databaseas well as its integration into the whole CHIC platformadse outlined

Finally reference is being made to the CHIC Metadata Repository which constitutesethantic
layer that handles the annotation of the CHIC resources (models, clinicalethmtaded in RDF he
Metadata Repositorywhich consists of the Annotationdofe and theKnowledge Databaselong
with some controlled vocabularigsfacilitates the creation of maching@rocessable metadata
descriptions of the CHIC resourcés. described in this deliverable, the semantically integrated set of

Pagel4 of 195



(p[@) .
v /28
C H I C Grant Agreement nc600841

D8.4¢ Reporton the final system

the aforementioned descriptionsan be interrogatedoy the other CHIC components through the
RDF and OWL ontology servidesorder to produce comparisons and elicit relationship®er
instance,this might be applicable tthe Hypermodelling Editoin order to elicit relationships of
cornsistency and correspondence between the parameters or between the models
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2 Introduction

The documentation is an important part of software engineering, and it includes the following types:

1. Requirements; Statementsthat identify attributes, capabilities, characteristics or qualities
of a system.

2. Architecture/Designg Overviewof software. Includes relations to an environment and
construction principleso be used in design of software components.

3. Technicat Documentation of code, algorithminterfaces and APIs.
4. End usex Manuals for the endiser, system administrators and support staff.
5. Marketing¢ How to market the product and analysis of the market demand.

{AyO0S GKS wSI|jdANBYSyGa INB | RRNBaasSR && Atk S
| NOKAGSOGdz2NE A& | RRNBaaSR o6& 2tp daL¢ ! NOKAGSOD
G5A8aSYAYLFGA2Y | YR 9 Hrio¥th?akldrdssies: tReyTéchnical &nkl the Eha @GdrY Sy i
types of documentation.

Thereafter this deliverable includesome manuals for the endser which describe some features of
the CHIC Repositories and aim at assisting the usealizireg them. Great effort has been made for
the user documentation to be simple, consistent, up to date and not confusimg.Model andlool
Repository user documentatiorwhich is includedin chapter 4.3 intends to give assistance to
researchers for storing their new models, updating their parameters or even filtering the existing
models based on their perspective categorizatidime wdb-based user interface presented in
chapter 5.7 constitutes a comprehensive mantiedt helpsauthorizedusersto master the Clinical
Data Repository and easd#ygcess the stored medical data (imaging, clinical, histological and genetic).
Some user guidelines are also being given in chapter 6.3, concerniimgahaction with theln Silico

Trial Repository (storage and retrieval of all the data concerning a etaniplsilicotrial).

In addition to the documentation related to the user interface of the CHIC Repositories, this
deliverable also includes user guides for accessing the interfaces (APIs). More specifiiaptbrs

4.4, 5.8, 6.4 and 7.4 constitute amplete information guide for the developers of the other CHIC
components in order to programmatically connect to the CHIC Repositories. The web services that
have been documented in the aforementioned chapterpose the contents of the Model, Clinical
Data, In Silicolrial and Metadata Repositoriés the other CHIC components (Hypermodelling Editor,
CRAF, Hypermodelling Execution Framework,.etc.)

Since both the data and the models stored in the CHIC Repaository environment must conform to the
legal aml ethical framework developed bWP4, the authentication and authorization mechanism
which is presented in chapter 3 ensures that only authorized people have access to the content of
the Repositories.

Even though the IT Architecture of the CHIC platform isested by WP5, the authors consider the
design and the internal parts of the Repositories relevant to this deliverable, and theredftgater

4.2 outlines the software architecture of the Model and Tool Repository, chapters 5.3, 5.4 and 5.6
address the dmain model, the data types and some general concepts of the Clinical Data
Repository, chapter 6.2 analyzes the design and the internal components ofntislicoTrial
Repository, and finally, chapter 7.3 presents the semantic components and the RICORDO
architecture.

The deliverable islso complemented with presentation related to the semantic integration with
RICORDO, which is addressed in chapters 4.5 and 5.9 concerning the Model and the Clinical Data
Repository respectivelywhereas the publication foevents from the Model Repository and the
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auditing mechanism of the Clinical Data Repository are described in chapters 4.6 and 5.5
respectively.

Finally, chapter 7 introduces, among others, the annotatiothefCHIC resources whiahmake their

interpretation explicit, the ontology of them and the annotation vocabulary included in CHICRO
schema.
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3 Authentication

¢KS /1 L/ wSLRaAG2NASE YIS dzasS 2F (KS -ZefuftgzNR & 3
guidelinesand YA GA L f G@SNEA2Y 2F &aSOdaNAiGe (22ftaé¢d ¢KSNET
the Repositories (Service Providers) themselves but rather by the CHIC authentication broker
(Identity Provider) to support Single Si@m (SSO). This procedureaied brokered authentication.

The CHIC security framework further distinguishes between brokered authentication for web services
including REST and for web sites. As the CHIC Repositories provide complete access to the features of
their databases with théelp of REST interfaces, the Security Token Service (STS) provided by CHIC is
fully integrated in the authentication process. Before calling a REST interface of the Repositories, the
client needs to send a SOAP (Simple Object Access Protocol) requeatniogntan RST
(RequestSecurityToken) to the STS. The STS then returns the identity assertion as a SAML token,
embedded in a RSTR (RequestSecurityTokenResponse). The SAML token can then be passed to the
REST interface through the HTTP authorization header.

The following procedure is needed in order to supply a SAML token to a CHIC Repository:
1. Getthe SAML token from th@HIC Security Token Service
2. ZLIB (RFC 1950) compress the retrieved SAML token.
3. Base64 (RFC 4648) encode the compressed SAML token.
4

Supply a "Authorization" header with content "SAML auth=" followed by the encoded
string.

The brokered authentication for the web sites of the CHIC Repositories makes use of SAML Web
Browser SSO Profile as suggested by the CHIC security framé&ler8AMLWeb Bowser SSO

Profile is initiated by an end user who vigite protected web siteof the corresponding Repositgry

also called a Service Provider (SP). The SP redirects the user to the assertion provider (also called
Identity Provider (IdP)) passing through authentication request. The IdP will request the user to
authenticate and upon successful authentication the IdP will issue an identity assertion for the user
containing all information on the user needed by the SP to authenticate and authorise him. The
assertion is then sent back to the SP that will use it to determine whether the user is allowed to
access the requested resourceéigure ldepicts the brokered authentication flow vkitthe CHIC
Repositories.

CHIC authentication broker

3. Obtain Ident ity Assertion > Identity Provider
Y
1. Request Resource/Service
Requestor 2. Require Identity Assertion———— Service Provider
4. Request Resource /Service with Ident ity Assertion
CHIC users CHIC repository

Figurel: BrokeredAuthentication Flow wth the CHIC Repositories
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4 Model and Tool Repository

4.1 Introduction

The CHIC Model and Tool Repository permamgehndists multiscale cancenodels that have been
developed in the context of the CHIC project. It also hosts tools such as linkers and data
transformation tools which are needed for the construction of hypermodels. For each model, the
Model Repository contains all the related infloaition, including descriptive information (abstract
and detailed description, references, etc.), input and output parameters (for proper linking with
other models and tools)source files, documentation and executables of the models. Moreover,
information about model authorship, ownership, and access permissions are also stored in the
Model Repository database. In order for the user to be able to interact with the Repository,-a web
based interface has been designed and implemented. Apart from the aforeomewtigraphical
interface, many web services have been developed so as to be able to expose the contents of the
Repository to other tools developed in the CHIC project, such asythermodelling Hitor, the CRAF
(Clinical Research Application Frameworkdl aime Hypermodelling Frameworklp to now, more

than 10 hypomodels, 4 hypermodels and 1 tool have been permanentlysafelystored in the
Repositoryin the context of CHIC project, and all this information is available to the user either
through the userinterface of the Model Repositonhitps://mr.chic-vph.eu), or through the user
interface of the other CHIC components, such as the Hypermodelling Editor and theTG&Aser is

now able to store in an elegant anderfriendly way new models in the Model Repository through a
five-step wizard, or even browse, view, change and delete the content of the Repository. Based on
the new requirements that came into effect during the CHIC project, the Model Repository has
evolved from a simple and functional storage component, to a fully integrated ancdfrisedly web
application that supports theexecution of complex workflows€Even if the current status of the
Model Repository conforms to the user needs and requieeta (WP2), to the legal and ethical
framework (WP4), to the IT Architecture (WP5) and to the integrated platform guidelines (WP10),
the Repository is expected toe constantly updated throughout the remaining period of the CHIC
project.

4.2 Architectureof Model and Tool Repository

As shown in figure,2he Model and Tool Repository consists of four main entities, the models/tools,
the properties, the parameters and the files

Pagel9of 195


https://mr.chic-vph.eu/

g\}o[ﬁ]dp

C H I C Grant Agreement nc600841

D8.4¢ Reporton the final system

p
Model/Tool
(descriptive information)

\ S

- N ~

] s N
Properties
(classification information Parameters Files
including the 13 (input or output (implementations,
perspectives defined in the parameters) manuals, etc)
context of WPB) J /

Figure2: Main entities of Model and Tool Repository

The basic principles of the Model Repository die

T 90K Y2RStki22f KFra oFaAO0 RSAONRLIIAGS AyTF2N
information uniquely defines the model/tool and differentiates it from the other
models/tools.

1 Each model is categorized based on fferspective from which it is viewed in the basic
science context. This metamodeling description of each hypomodel based on the CHIC 13
perspetive approach facilitates its technologynediated linking [2]. A detailed
R20dzySyidtrdAazy 2F (KS Mo LISNRLISOGAGSa éryR GKS
O2YLRYSyil Y2RStay AyAdAlf GSAGSR OSNERA2Y &L O

f ¢KS RSAONALIIAGS AYTF2NXIGA2Y 2F GKS LISNRLISOGA
entity does not contain the value of the perspective (related to a specific model/tool), but
only the description othe perspective. The value that a perspective takes in case of a
ALISOATAO Y2RStkiG22f Aa&a ad2NBR Ay GKS Syidaarde

T ¢KS Y2RSfa IINBE GNBFTGSR |a 3ISYSNAO altdmaxz
ALISOATAOF A2y At ¢ Kis.Cénseljuerns eabnymbdeBoollhas Raridhid A (G LJ
parameters, serving as input parameters or output parameters, which are stored in entity
GYNWLI N YSGSNED® ¢KAAa SydAde FLOAEtAGFGSa (GKS
concrete one. Logical comphiiities between connected parameters must be taken into
account along with the aspect of units, in order to avoid inconsistencies between the
connected models/tools.

1 Each model/tool may be associated with a set of references, stored in the entity
G YNYNBWGES ¢ X gKAOK LINPOARSA RANBOG 2N AYRANBO
this way the knowledge base related to the specific model/tool.

1 Every model/tool can be accompanied by a set of files. The information concerning the
aforementioned filesA & aG2NBR Ay (GKS SydAde aYNPFALSE o
metadata of the file and not its data. The data of the files are stored internally in a file based
repository. If a file is an implementation or a computational representation of a htodé
then a suitable engine is specified for running the file.

According to the aforementioned principles of the Model Repository, the ER#&fgtionship (ER)
diagram of model/tool repsitory is presented in figure:3
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| mr_property v ] mr_parameter v
id INT(11) id INT(11)
name VARCHAR({100) tool_id INT(11)
description MEDIUMTEXT name VARCHAR(100)
comment MEDIUMTEXT uuid VARCHAR(100)
semtype MEDIUMTEXT description MEDIUMTEXT
> data_type VARCHAR(100)
& unit VARCHAR(100)
| flag VARCHAR(100)
I data_range VARCHAR{100)
- _] mr_tool u o ____ _j  defautt_ vaiue VARGHAR(300)
I d INT(11) } is_mandatory TINYINT(1)
* title VARGHAR(100) } is_output TINYINT( 1)

] mr_tool_property v uuid VARCHAR(100) | is_static TINYINT(1)
e description MEDIUMTEXT } somment MEDIUMTEXT
o0l K INT(11) i— ——————— —OH  comment MEDIUMTEXT HO-——————— somiype MEDIUMTEXT
property id INT(11) | version VARCHAR(10) created_on DATETIME
value VARCHAR(100) I strongly_coupled TINVINT(1) created by INT(11)
croated_on DATETIME [ ! sermiype MEDILMTEXT modified_on DATETIME
ereatd by INT(11) created_on DATETIME modified_by INT{11)
modified_on DATETIME m————— | CreateA LY INTUY) HO———= >

modified_on DATETIME

madified_by INT{11})

~ modified_by INT(11)
axtra_parameters VARCHAR([400)
executable_path VARCHAR(400)
>
] mr_file v
i INT(11) id INT(11)
tool_id INT(11) tool_id INT(11)

title VARCHAR(100) title MEDIUMTEXT

description MEDIUMTEXT type VARCHAR(100)

kind VARCHAR({100) creator MEDIUMTEXT

source VARCHAR(250) issued VARCHAR(100)

license MEDIUMTEXT

|

|

|

|

|

|

|

|

|

|

|

I ] mr_reference v
|

|

|

|

|

|

|

|

|

|

| bibliographic_citation VARCHAR({100)
|

shaisum VARCHAR{40) L — — < - is_part_of VARCHAR(200)

comment MEDIUMTEXT source MEDIUMTEXT

engine VARCHAR(40) doi VARCHAR(100)

created_on DATETIME pmid VARCHAR(45)

created_by INT(11} created_on DATETIME

madified_on DATETIME created_by INT{11)

medified_on DATETIME

madified_by INT(11)

madified_by INT(11)

Figure3: Entity Relationship (ER) diagram of Model and Tool Repository

As shown in figre 3 the MySQL database of the Model Repository consists of six entities (tables),
GKAOK NB yIFIYSR aYNPpd22f£3 GYNWLI NF YSGSNEZ aYN
d WIp NB F SNBE y OS ¢ mblecdusinsjofithé afdvemdniidhed ertities are presented below:

Entity mr_tool
T id: Primary key. Used to uniquely identify each table row.
9 title: The name of the model/tool. Each model/tool should have a unique name.
9 uuid: The universally unique identifief each model.
9 description: The (short) textual description of the model/tool.
1

comment: Any comment that the creator/modifier of the model/tool wants to include.
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version: The version of the model/tool.

strongly_coupled: A flag that is being used in ordecharacterize the model as a strongly
couped model or as a nestronglycoupled model. Strongly coupled models are the models
that dynamically exchange information (messages) during their execution:stdongly
coupled models exchange information only before or after their execution. Since the strongly
coupled models depend on a multiscale coupling library and environment in order to run,
such as the Muscle 2 libraris flag has been created based the new WP6 requirements.

semtype: A url representing semantic information about this model.

SEGNI pLIFNF YSGSNEY ¢KA& O2fdzyYy K2fR& GKS adGN
command line argument list.his string isconsisted of flagyalue pairs it remains the same
for every simulation of this model and it is considered to be essential for each running.

1 executable_path: Name of the executable (including relative path) inside the compressed
archive.The value of this column is essential in order W&tHHF component to be able to
allocate the executable of the model.

created_on: The date and time wheiis model has been created.
created_by: The identification of the creator of this model.

modified_on: The date and time when this model has been nexlifi

= = 4 =

modified_by: The identification of the modifier of this model.

Entity mr_parameter
T id: Primary key. Used to uniquely identify each table row.

T tool_id: The id of the model/tool that this parameter is associated with. Linked to the entity
AYNWpiG22t ¢

1 name: The name of the parameter. Parameters that belong to the same model should have
unigue names.

description: The (short) textual description of what this parameter represents.
uuid: The universally unigue identifier of each parameter.

data_type: Theype of the parameter. Possible values can be number, string and file.

= =4 4 -

unit: The units in which the parameter is represented. Only applicable if a parameter is a
number.

f RFOGFYWNI YyISY ¢KS NIy3aIS 27F (KSP LAIYNIY SHILSING AGH £ od
parameter is a number.

9 flag: The flagised in the command line argument list with whitlis parametelis provided
through command lineOnly applicable if the parameter is a static input parameter.

default_value: The value that will be used if a parsan@alue is not provided to the tool.
is_mandatory: True if this is a mandatory parameter.

is_output: True if this parameter is an output parameter.

= =4 -4 -

is_static: True if this parameter is a static parameter. Static parameters are those
parameters that theai values are being exchanged before or after the execution of the
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models. Dynamic parameters are those parameters that their values are being exchanged
during the execution of the models.

comment: Any additional comment concerning this parameter.
semtype: A url representing semantic information about this parameter.
created_on: Te date and time when this parametbas been created.
created_by: The identification of the creator of this parameter.
modified_on: The date and time when this parameter has bmexdlified.

modified_by: The identification of the modifier of this parameter.

mr_reference

T id: Primary key. Used to uniquely identify each table row.
T G22f WARY [AY]1SR G2 (4KS Y2RStki22f GKIFIG GKA& 1
9 title: The name given to the resource.
T eSSy ¢KS GellsS 2F GKS NBaz2dNOSo 9EI YLIX S DI t d
9 creator: The creator(s) of the resource (e.g. authors, etc.).
T issued: The date of formal issuance (e.g. publication) of the resource.
1 bibliographt_citation: The bibliographic citation of the resource.
1 is_part_of: The related resource that this resource is part of.
1 source: The related resource from which the described resource is derived from.
1 (joi: The DOl ,(Digital Qbiect Identifier) of the resourthis field is empty if the resource
R2SayQu KIS | 5hLo®
mr_property
1 id: Primary key. Used to uniquely identify each table row.
1 name:The name of the perspective.
1 description: The (short) textual description of what this property represents.
1 comment: Anyjcomment that the creator of the perspective wants to include.
1 semtype: A url representing semantic information about this perspective

mr_tool_property

)l

1
1
1
1

id: Primary key. Used to uniquely identify each table row.

tool_id: The id of the model/tool. Linke@t G KS Sy GdAdGeé aYNWpiz22f¢éd
property_id: The id of the perspective. Linked to the entity mr_property.

value: The value that the perspective takes in case of a specific model/tool.

created_on: The date and time when the specific model has been assigned with thi
perspective value.
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1 created_by: The identification of the creator who has assigned this perspective value to a
specific model.

1 modified_on: The date and time when this perspective value has been modified for a specific
model.

1 modified_by: The identificatin of the modifier of this perspective value

mr_file
T id: Primary key. Used to uniquely identify each table row.

1 tool_id: Linked to the model/tool that this file is associated with. Linked to the entity
AYNWpiG22t ¢

title: The name of the file.

description:The (short) textual description of what this file represents.

Ki\yRY 5S8FAySa e6KEiG dGKAa FAES rae 9ENYLES gl
O2y FAAdzNI GA2Y TFAESET aGuTFi2ées 02 ¥LINEXNAYSR L
RSAONRLIGIA2YE

source: The location where this file is internally stored.

license: The license associated with this file. It can be the name of &mos¥h license
(Apache, MIT, etc.) or the detailed description of the license.

1 shalsum: The shal checksum of this file (data}. lised in order to check the consistency of
the file.

comment: Any additional comment.

engine: The engine that is suitable for executing this file. Only applicable in case that the file
can be executed/run.

created_on: The date and time when this fileak been uploaded.
created_by: The identification of the creator who has uploaded this file.

modified_on: The date and time when this file has been changed (Actually the metadata of
this file have been changed)

1 modified_by: The identification of the modifief this file.

The entity Relationship diagram (ER) whiels beendepicted in figure 3represents the design of

the relational database of the Model and Tool Repository. This design tes dmcumented in
deliverabled 5y ®mMY 5SaA3dy 2FSEAKS ddzii/ RxSARHRAGRSEI /1 L/ LI
many changebased on the new requirements that came from the other work packages. Most of the
OKIFy3aSa KIF@S 06SSy I LILX A &lich i§ 2he énfySthatShbldsAtiieAbSsic & Y NI
descriptive infomation of the model,l Y R & Y NIp LJ-wWRiEhYi§ &h& Mditity that holds

information about the parameterThe aforementioned changes concerning the aforementioned

entities are presented below:

1 mr_tool: Four more attributes (columns) have been added to émsty.

0 Theduuid¢ attribute which is the universally unique identifiesr each model has
been added taking into account the corresponding WP7 requirement.
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0 ¢KS daidiNpy3IfeypoO2dzld SRé | GGNROdzGS 6KAOK A
exchanges dynamdlly information during its execution, or it exchanges
information only before or after its execution, has been added taking into account
the corresponding WP6 requirement for being able to store in the Model
Repository also strongly coupled models.

0 ¢CKSEd@NI LI NF YSGSNEE | G0NR O dzii Sva&kpaiBK A& |
appended in the mode Q&4 O2 YYl Yy R f hay BeenradtBdiakiSg/into f A & G >
account the corresponding WP6 and WP7 requiremeditsce some models always
include in their cormand line list some predefinedonstant arguments, the
storage of the aforementioned constant arguments in the relational database a
necessity.

AAAAA

0 ¢KS aSESOdziil 6t SyLI (K é¢hathaldd tN\ré@atizé fathdfthe OK A &
model executable insidehe compressed archive, has been added taking into
account the corresponding WP7 requirement. The value of this attribute is
retrieved from the VPHHF component through a web service in order to allocate
the executable of the model inside the compressedédol

1 mr_parameter:Two more attributes have been added to this entity.
0 ¢KS dadzdzA Ré | GUNROdzGS 6KAOK Aa GKS dzyA @SN
has been added taking into account the corresponding WP7 requirement.
o ¢KS aFftl 3¢ | Gailded takizj iBta acdolintithe @@rsponding WP7
requirement.2 A § K G KS I R2 Lia#kriduge, tie ProvisikrSofinpuFtb | 3 ¢
the modelsis handled through flags. Consequently the position of the argument
values in the command line argument list of tm@del does not play any role, since

each argument value is always accomparaed recognized by the corresponding
flag.

Theschema of the relational database of the Model Repository that has hestrreported in this
chapter,has been designed in order to be able to efficiently store within the CHIC platform all the
persistent data that are related to the models. Both the metadata description of the models
(parameters, perspective values, references, basic descriptive infamagind the files that are
related to the models (executables, documentation, configuration files, source code) are stored in
the MySQL database of the Repositddjnce theMySQL database serverti®e component which is
responsible for the persistent stage of the models, it isonsideredthe most sensitive, critical and
vital part of the Model RepositoryNevertheless, the Model Repository consists of many other
components, such as the Apache Application SetkierDjango Web Framework asgemebackend

and frontend libraries and dependencieBloreover some security libraries are also being used in
order to assure the conformity of the Model Repository with the CHIC legal framework and with
internationally recognized security standard#\l the aforemationed components were
incorporated in order to build not just a local relational database, bwkh platform fully integrated

into the CHIC platfornthrough the corresponding web servicemnd also available to the users
through its user interfaceTabk 1 presentsall the components external libraries, applications or
dependencieghat are being used in the Model Repository along with their licenses.
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Tablel: External components (dependencies, libraries, applications) of khedel and Tool Repository

External Componen| License Usage

(Dependency ¢ Library ¢

Application)

Apache HTTP Server Apache license A secure, efficient, an

extensible server that providg
HTTP services in sync with {
current HTTP standards.

MySQL commity edition GPL license The relational database serv,
responsible for persistentl
storing information related tg
models.

Django Rest Framework Copyright (c) 2012016, Tom A powerful and flexible toolk
Christie All rights reserved | for building web AR

djangosaml2 Apache2 license A Dijango application thg
integrates the PySAML2 libra
into the Model Repositor
project in order to be able t
incorporate the SAML fron

end authentication
mechanism.
dm.xmlsec.binding BSD license XML security library used
authenticate web  servic
requests.
XML security library MIT license A C library that supports XM

security  standards (XM
signature, XML encryptio
etc.). It is being used H
djangosaml2 an
dm.xmlsec.binding.

Django BSD liense The Python Web Framewo
that has been used for th
development of the Mode
Repository

jQuery library MIT license A javascript library which
being used by the Modé
Repository for event handlin
animation, and Ajax calls.
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Bootstrap framework MIT license HTML, CSS and JS framew
for developing part of thg
front-end of the Mode
Repository.

As shown in table 1, nine major external components are used in the Model Repository web
application. Some of these components are related to the sec(djgngosaml2, dm.xmisec.binding,

XML security library), some are related to the badkl of the application (Apache HTTP Server,
MySQL Database Server, Django, Django Rest Framexmtrkinally some are related to the front

end (jQuery library, Bootstrap framework).

Figure ARSLIA O a GKS aeadSy TFNRY [Thekedftdrihd podgy afthg S S ND a
software componentsthat have been described in table 1, as well abet physical connections

between those componds are all presented in figure 4

Clinician

CRAF (Clinical ‘.‘ Django Web

Research
Application = Framework
Framework)

HTTPS (web services)

P
HTTPS (tr:::‘e’ y Python WSGI
< _HTTP | Apache HTTP adapter
(USER SSL < >
- server module for
INTERFACE) | certificate

MySQL
Model
Repository
Database

Researcher installed

(Modeller)

HTTPS (web services)

Operating system
VPH-HF level libraries
(Hypermodelli (XML security [€—% | Django and other
ng Framework) library, Python python libraries
interpreter, etc.) (Django Rest

Framework,
djangosaml2, etc.)

Figure4: Topology of the components of the Model Repository

Based on the topology depictead figure 4, some of the components are wrapped by th@miyo

Web FrameworKDjango Rest Framework, djangosaml2 security library, atcl)some others have

been installedn anoperating system level (XML security library, Python interpreter, MySQL driver,
etc.). Moreover, the contents of the Model Repositagn be exposed through web services to other
CHIC components such as the CRAF (Clinical Research Application Fraraedate VPHHF
(Hypermodelling Framework), or they can be exposed through the browser directly to theThser.
protection of the privag and integrity of the exchanged data is ensured by a proxy server which
makes use of HTTPS protocol for outbound connections. This is guaranteed by a SSL certificate that
has been installed by partner CUSTODIX in the virtual machine that accommodat@doXye
Moreover thiscertificate has beemssued from a trusted Certificate Authority.

Even though most of the components that have been presented in table 1 have undergone some
basicconfiguration based on the needs of the Model Repository web application, most of the work
regarding the software development has been done through the Django web framewbsk.
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business logicthe presentation layer, théJRL dispatchinghe object relaional mappingand the
web servicesre all handled by the Django framework.

The Django frameworis a free and open source web application framework, written in Python,

which follows the modeView-controller (MVC) architectural pattern. It encourages idap
development and clean, pragmatic design. It allows d{mgiforming, elegant Web application

0dzZAf RAy3dad 521 y32Q4a LINAYI NE 3I2I f -divén wébRitesSDjaaagds (G KS
SYLKI aA1l Sa NBdzal 6Af AGe | yRddéavelbpaehd and thé gridcplé of 2 T O 2
R2y Qi NBLISIF(G &2d2NASETFT o05w, 0d teiK2y Aad dzZaASR (KNZ

The components and their connections that reside inside the Model Repository Djangcatippli
are presented in Figure 5

Figure5: Components of the Model Repository Django Application

As shown in figure5, the Model Repository Django Application consists of the following
components:

i Object ¢ Relational mapping (ORM)The objectrelational mapjing is a programming
technique for converting data between incompatible type systems in relational databases
and objec2 NASYGSR LINRPINI YYAYy3IA I y3Adzad 3Sad ¢KAa O
RFGFolasSéeé GKIFIG OFy 6S dZ&ASRENRY 6AGKAY (GKS LI
Data Models:The data model defines the data in Python and interacts with it.

Views:The view component consists of many view functions. The view function performs the
requested function, which typically involves reading or writing to the Md&epository
MySQL database. It may include other tasks as well. The business logic of the application is
mostly included in this componen#fter performing any requested tasks, the view returns

an HTTP response object (usually after passing the data thrauggmplate) to the web
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browser. Optionally, the view can save a version of the HTTP response object in the caching
system for a specific length of time.

Templates: Templates typically return HTML pages. The Django template language offers
HTML authors asimpleto-learn syntax while providing all the power needed for
presentation logic. The Model Repository freerid static files (images) and the freend
libraries (jQuery, Bootstrap framework) are included in the templates.

URL DispatcheThe URL dispelher maps the requested URL to a view function and calls it.
If caching is enabled, the view function can check to see if a cached version of the page exists
and bypass all further steps returning the cached version instead.

4.3 The user interface of Model an@iool Repository

The principles of user interface design are intended to improve the quality of user interface design.
According toLarry Constantinend Lucy Lockwood in their usagentered designthese principles
are[15]:

)l

The structure principle: Design should organize the user interface purposefully, in
meaningful and useful ways based on clear, consistent models that are apparent and
recognizable to users, fing related things together and separating unrelated things,
differentiating dissimilar things and making similar things resemble one another. The
structure principle is concerned with overall user interface architecture.

The simplicity principleThe design should make simple, common tasks easy, communicating
Oft SINI & |yR aAvYLieée Ay GKS dzaSNRa 2¢y I y3dz
meaningfully related to longer procedures.

The visibility principleThe design should make all needed options and materials for a given
task visible without distracting the user with extraneous or redundant informat®ood
desgnd R2y Qi @&séSaitisaltednfitives or confuse with unneeded information.

The feedback principleThe design should keep users informed of actions or interpretations,
changes of state or condition, and errors or exceptions that are relevant and of interest to
the user through clear, concise, and unambiguous language familissets.

The tolerance principleThe design should be flexible and tolerant, reducing the cost of
mistakes and misuse by allowing undoing and redoing, while also preventing errors wherever
possible by tolerating varied inputs and sequences and by intergyetii reasonable actions.

The reuse principle:The design should reuse internal and external components and
behaviours, maintainingonsistency with purpose rather than merely arbitrary consistency,
thus reducing the need for users to rethink and remember

The Model Repository, as well as the other CHIC Repositories,sms&eof the aforementioned
principles in order to produce a user interface which makes the interaction with the user (researcher,
clinician, modeller) sekéxplanatory, efficient, enjoyde and useifriendly. It has been given special
emphasisduring the development of the Model Repository to provide a user interface where the
user will need to provide minimal input to achieve the desired output and where the Repository will
minimize undesed outputs to the user.

Figure6 presents the main page of the ModBlepository.As shown in the aforementioned figure,
right after the authentication and authorizatioprocessesthe user is able to store a hew model
through a wizard, or browse the cait of the Repository in order to view or even update the
models that have been storedheworkflows for thestorageof a new modelnd the browsing of
the content of the Repository are being described in the next chapters.
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Figure6: The main page of the Model Repository

4.3.1 Wizard for storing new models

A wizard has been created ftire Model and Tool Repository in order for the user to be able to store
a new model through a single page. More specifically, the user is able through this wizard to store all
the related information of the new model, including:

1 Basic information of the new adlel (title, description, additional comments, etc.).
9 Definition of the input and output parameters of the new model.

i Categorization of the new model based on the 13 Perspectives that have been designed
within CHIG2].

1 References related to the new model (journal articles, conference proceedings, etc.)

This wizard consists of five steps, and in order for the information of the new model to be valid, the
user hasa:

Provide a unique title for the new model.
Provide unique names for all the parameters of the new model.

Provide unique titles regarding the metadata file names. The actual hames of the files that
belong to the same model should also be unique.

1 Provideunique titles for all the references of the new model.

It should be noted that the user is able to skip the 2 last steps of this wizard for later. More
specifically, since the definition of the references of the model and the information about the
categorkation are not so critical for the execution of the model, the aforementioned steps could be
skipped.
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The screenshots of the different steps regarding the aforementioned wizard are preserfigdries
7-11.

Wizard for storing a new model

Parameters Files Model categorization References

Each model/tool has basic descriptive information that uniquely defines it and differentiates it from other models and

tools. This wizard step is about providing basic information related to your new model(title, description, comments, etc.).

Heads up! Please be aware that in this step you have to provide a unique name for your new model.

Title: |Type the name of the model/tool.

Type the textual description of the
model/tool.

Description:

Figure7: The frst step of the wizard. The user provides the basic information of the new model (title,
description, etc.)

Model Files  Model categorization References

This step is about associating each model/tool with a set of parameters. Since the models are treated as generic stubs
which have entry and exit points, each model/tool has various parameters, serving as input or output parameters. Logical

compatibilities between connected parameters must be taken into account along with the aspect of units, in order to
avoid inconsistencies between the connected models/tools.

Heads up! Please be aware that in this step you have to provide a unigque name for each parameter of this model.
Furthermore, the field related to the parameter name should not be empty.

Name: ‘Type the name of the parameter

Type textual description of the parameter.

Description:

Figure8: The £condstep of the wiard. The user providesmformation regarding the parameter®f the new
model (title, deription, units, data rangegtc.)
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Type textual description of what this file
represents.

Description:

Type of file: document
License: [Type the license associated with this file

Comment: [Type any comments for this file

Engine: [Type suitable engine for executing this file

Browse for the file: = Avaitnon... Aesv sniAéxBnke apyeio.

© Add one more file © Remove file

4= Previous Next =

Figure 9: The hird step of the wizard. The user uploads fileselated to the new model (source code,
executables, documentation, etc.)

Figurel0: The burth step of the wizard.The user categorizes the new model based on the 13 Perspectives
that have been defined within CHIC
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