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1 Executive Summary 

Deliverable 8.4 outlines the final report of the Repositories developed by the CHIC project, 
concerning the Model and Tool Repository, the Clinical Data Repository, the In Silico Trial Repository 
and the Metadata Repository. The aforementioned Repositories are tailored to the needs and the 
clinical scenarios of the CHIC project and aim to provide the community with a collaborative interface 
for exchanging knowledge and sharing work in an effective and standardized way. As documented in 
this deliverable, the utilization of a number of open source features and tools is expected to enhance 
usability and accessibility. The design and the development of all the CHIC Repositories have been 
driven by the guidelines produced by the other work packages, especially WP2 (user needs and 
requirements) and wp5 (IT Architecture). Since both the clinical data and the models stored in the 
CHIC Repository environment must conform to the legal and ethical framework developed in WP4, 
special attention has been given to the development of appropriate authentication and authorization 
mechanisms so as to ensure that only authorized persons have access to the content of the 
Repositories. To this end, as presented in chapter 3, the Repositories make use of the brokered 
authentication mechanism that has been proposed by WP 5. Both the design and the 
implementation of the aforementioned Repositories are covered in this document. 

In more detail, documentation regarding the design and the architecture of the Model and Tool 
Repository is included in this document. The aforementioned architecture is general enough to 
support the storage of multiscale cancer models, linkers and data transformation tools along with all 
the related information (perspectives, parameters, etc.). The documentation of the web user 
interface which is built upon the aforementioned architecture serves as a reference point for all 
researchers who might want to interact with the Model Repository, while the documentation of the 
web services aims to provide the guidelines for the developers of the other CHIC components (CRAF, 
Hypermodelling Execution Framework, Hypermodelling Editor) that interact with the Repository 
through the web interfaces. Moreover, in order for the information related to the categorization of 
the models based on the 13 perspectives to be stored in the CHIC semantic infrastructure in the form 
of triples, the Model and Tool Repository has been integrated with the CHIC triplestore.  

Information related to the implementation of the Clinical Data Repository which has been available 
to the CHIC users and is running on the CHIC cloud infrastructure is available through this deliverable. 
More specifically, the Clinical Data Repository includes all the features required to store the different 
types of data produced during the clinical workflow, which not only includes patient and treatment 
information, but also medical images, generic examination and histology. Just like the Model 
Repository, the web services that provide access to the content of the Clinical Data Repository are 
also presented in this document, as well as its user interface which has been developed using 
modern web technologies. Furthermore, reference is being made to the auditing system and the 
integration of the Clinical Data Repository with the CHIC RICORDO framework so as to retrieve 
information from the data uploaded on the system and storing the corresponding semantic triples 
back into the CHIC triplestore. 

Regarding the In Silico Trial Repository, detailed documentation is being provided concerning the 
workflows related to the persistent storage, the retrieval or the updating of the simulation scenarios 
and the in silico predictions, either through the user interface or through the web services. In 
addition to this, the architecture of the aforementioned Repository which is based on a relational 
database, as well as its integration into the whole CHIC platform are also outlined. 

Finally, reference is being made to the CHIC Metadata Repository which constitutes the semantic 
layer that handles the annotation of the CHIC resources (models, clinical data) encoded in RDF. The 
Metadata Repository, which consists of the Annotations Store and the Knowledge Database, along 
with some controlled vocabularies, facilitates the creation of machine-processable metadata 
descriptions of the CHIC resources. As described in this deliverable, the semantically integrated set of 
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the aforementioned descriptions can be interrogated by the other CHIC components through the 
RDF and OWL ontology services in order to produce comparisons and elicit relationships. For 
instance, this might be applicable to the Hypermodelling Editor in order to elicit relationships of 
consistency and correspondence between the parameters or between the models. 
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2 Introduction 

The documentation is an important part of software engineering, and it includes the following types: 

1. Requirements ς Statements that identify attributes, capabilities, characteristics or qualities 
of a system. 

2. Architecture/Design ς Overview of software. Includes relations to an environment and 
construction principles to be used in design of software components. 

3. Technical ς Documentation of code, algorithms, interfaces and APIs. 

4. End user ς Manuals for the end-user, system administrators and support staff. 

5. Marketing ς How to market the product and analysis of the market demand. 

{ƛƴŎŜ ǘƘŜ wŜǉǳƛǊŜƳŜƴǘǎ ŀǊŜ ŀŘŘǊŜǎǎŜŘ ōȅ ²tнΣ ŜƴǘƛǘƭŜŘ ά¦ǎŜǊ bŜŜŘǎ ŀƴŘ wŜǉǳƛǊŜƳŜƴǘǎέΣ ǘƘŜ 
!ǊŎƘƛǘŜŎǘǳǊŜ ƛǎ ŀŘŘǊŜǎǎŜŘ ōȅ ²tр άL¢ !ǊŎƘƛǘŜŎǘǳǊŜέ ŀƴŘ ǘƘŜ aŀǊƪŜǘƛƴƎ ƛǎ ŀŘŘǊŜǎǎŜŘ ōȅ ²tмн 
ά5ƛǎǎŜƳƛƴŀǘƛƻƴ ŀƴŘ 9ȄǇƭƻƛǘŀǘƛƻƴέΣ ǘƘƛǎ ŘƻŎǳƳŜƴǘ mostly addresses the Technical and the End user 
types of documentation.  

Thereafter, this deliverable includes some manuals for the end-user which describe some features of 
the CHIC Repositories and aim at assisting the user in realizing them. Great effort has been made for 
the user documentation to be simple, consistent, up to date and not confusing. The Model and Tool 
Repository user documentation, which is included in chapter 4.3, intends to give assistance to 
researchers for storing their new models, updating their parameters or even filtering the existing 
models based on their perspective categorization. The web-based user interface presented in 
chapter 5.7 constitutes a comprehensive manual that helps authorized users to master the Clinical 
Data Repository and easily access the stored medical data (imaging, clinical, histological and genetic). 
Some user guidelines are also being given in chapter 6.3, concerning the interaction with the In Silico 
Trial Repository (storage and retrieval of all the data concerning a complete in silico trial). 

In addition to the documentation related to the user interface of the CHIC Repositories, this 
deliverable also includes user guides for accessing the interfaces (APIs). More specifically, chapters 
4.4, 5.8, 6.4 and 7.4 constitute a complete information guide for the developers of the other CHIC 
components in order to programmatically connect to the CHIC Repositories. The web services that 
have been documented in the aforementioned chapters expose the contents of the Model, Clinical 
Data, In Silico Trial and Metadata Repositories to the other CHIC components (Hypermodelling Editor, 
CRAF, Hypermodelling Execution Framework, etc.). 

Since both the data and the models stored in the CHIC Repository environment must conform to the 
legal and ethical framework developed by WP4, the authentication and authorization mechanism 
which is presented in chapter 3 ensures that only authorized people have access to the content of 
the Repositories. 

Even though the IT Architecture of the CHIC platform is addressed by WP5, the authors consider the 
design and the internal parts of the Repositories relevant to this deliverable, and thereafter, chapter 
4.2 outlines the software architecture of the Model and Tool Repository, chapters 5.3, 5.4 and 5.6 
address the domain model, the data types and some general concepts of the Clinical Data 
Repository, chapter 6.2 analyzes the design and the internal components of the In Silico Trial 
Repository, and finally, chapter 7.3 presents the semantic components and the RICORDO 
architecture.  

The deliverable is also complemented with presentation related to the semantic integration with 
RICORDO, which is addressed in chapters 4.5 and 5.9 concerning the Model and the Clinical Data 
Repository respectively, whereas the publication of events from the Model Repository and the 
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auditing mechanism of the Clinical Data Repository are described in chapters 4.6 and 5.5 
respectively. 

Finally, chapter 7 introduces, among others, the annotation of the CHIC resources which make their 
interpretation explicit, the ontology of them and the annotation vocabulary included in CHICRO 
schema. 
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3 Authentication 

¢ƘŜ /IL/ wŜǇƻǎƛǘƻǊƛŜǎ ƳŀƪŜ ǳǎŜ ƻŦ ǘƘŜ ǎŜŎǳǊƛǘȅ ŦǊŀƳŜǿƻǊƪ ƛƴǘǊƻŘǳŎŜŘ ƛƴ 5ŜƭƛǾŜǊŀōƭŜ ά5рΦн - Security 
guidelines and ƛƴƛǘƛŀƭ ǾŜǊǎƛƻƴ ƻŦ ǎŜŎǳǊƛǘȅ ǘƻƻƭǎέΦ ¢ƘŜǊŜŦƻǊŜΣ ǘƘŜ ǳǎŜǊǎ ŀǊŜ ƴƻǘ ŘƛǊŜŎǘƭȅ ŀǳǘƘŜƴǘƛŎŀǘŜŘ ōȅ 
the Repositories (Service Providers) themselves but rather by the CHIC authentication broker 
(Identity Provider) to support Single Sign-On (SSO). This procedure is called brokered authentication. 

The CHIC security framework further distinguishes between brokered authentication for web services 
including REST and for web sites. As the CHIC Repositories provide complete access to the features of 
their databases with the help of REST interfaces, the Security Token Service (STS) provided by CHIC is 
fully integrated in the authentication process. Before calling a REST interface of the Repositories, the 
client needs to send a SOAP (Simple Object Access Protocol) request containing an RST 
(RequestSecurityToken) to the STS. The STS then returns the identity assertion as a SAML token, 
embedded in a RSTR (RequestSecurityTokenResponse). The SAML token can then be passed to the 
REST interface through the HTTP authorization header. 

The following procedure is needed in order to supply a SAML token to a CHIC Repository: 

1. Get the SAML token from the CHIC Security Token Service. 

2. ZLIB (RFC 1950) compress the retrieved SAML token. 

3. Base64 (RFC 4648) encode the compressed SAML token. 

4. Supply an "Authorization" header with content "SAML auth=" followed by the encoded 
string. 

The brokered authentication for the web sites of the CHIC Repositories makes use of SAML Web 
Browser SSO Profile as suggested by the CHIC security framework. The SAML Web Browser SSO 
Profile is initiated by an end user who visits the protected web site of the corresponding Repository, 
also called a Service Provider (SP). The SP redirects the user to the assertion provider (also called 
Identity Provider (IdP)) passing through an authentication request. The IdP will request the user to 
authenticate and upon successful authentication the IdP will issue an identity assertion for the user 
containing all information on the user needed by the SP to authenticate and authorise him. The 
assertion is then sent back to the SP that will use it to determine whether the user is allowed to 
access the requested resource. Figure 1 depicts the brokered authentication flow with the CHIC 
Repositories. 

 

Figure 1: Brokered Authentication Flow with the CHIC Repositories 
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4 Model and Tool Repository 

4.1 Introduction 

The CHIC Model and Tool Repository permanently hosts multiscale cancer models that have been 
developed in the context of the CHIC project. It also hosts tools such as linkers and data 
transformation tools which are needed for the construction of hypermodels. For each model, the 
Model Repository contains all the related information, including descriptive information (abstract 
and detailed description, references, etc.), input and output parameters (for proper linking with 
other models and tools), source files, documentation and executables of the models. Moreover, 
information about model authorship, ownership, and access permissions are also stored in the 
Model Repository database. In order for the user to be able to interact with the Repository, a web-
based interface has been designed and implemented. Apart from the aforementioned graphical 
interface, many web services have been developed so as to be able to expose the contents of the 
Repository to other tools developed in the CHIC project, such as the hypermodelling Editor, the CRAF 
(Clinical Research Application Framework) and the Hypermodelling Framework. Up to now, more 
than 10 hypomodels, 4 hypermodels and 1 tool have been permanently and safely stored in the 
Repository in the context of CHIC project, and all this information is available to the user either 
through the user interface of the Model Repository (https://mr.chic-vph.eu ), or through the user 
interface of the other CHIC components, such as the Hypermodelling Editor and the CRAF. The user is 
now able to store in an elegant and user-friendly way new models in the Model Repository through a 
five-step wizard, or even browse, view, change and delete the content of the Repository. Based on 
the new requirements that came into effect during the CHIC project, the Model Repository has 
evolved from a simple and functional storage component, to a fully integrated and user-friendly web 
application that supports the execution of complex workflows. Even if the current status of the 
Model Repository conforms to the user needs and requirements (WP2), to the legal and ethical 
framework (WP4), to the IT Architecture (WP5) and to the integrated platform guidelines (WP10), 
the Repository is expected to be constantly updated throughout the remaining period of the CHIC 
project. 

4.2 Architecture of Model and Tool Repository 

As shown in figure 2, the Model and Tool Repository consists of four main entities, the models/tools, 
the properties, the parameters and the files. 

 

 

https://mr.chic-vph.eu/
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Figure 2: Main entities of Model and Tool Repository 

 The basic principles of the Model Repository are [1]: 

¶ 9ŀŎƘ ƳƻŘŜƭκǘƻƻƭ Ƙŀǎ ōŀǎƛŎ ŘŜǎŎǊƛǇǘƛǾŜ ƛƴŦƻǊƳŀǘƛƻƴΣ ǎǘƻǊŜŘ ƛƴ ǘƘŜ Ŝƴǘƛǘȅ άƳǊψǘƻƻƭέΦ ¢Ƙƛǎ 
information uniquely defines the model/tool and differentiates it from the other 
models/tools. 

¶ Each model is categorized based on the perspective from which it is viewed in the basic 
science context. This metamodeling description of each hypomodel based on the CHIC 13 
perspective approach facilitates its technology mediated linking [2]. A detailed 
ŘƻŎǳƳŜƴǘŀǘƛƻƴ ƻŦ ǘƘŜ мо ǇŜǊǎǇŜŎǘƛǾŜǎ ŀƴŘ ǘƘŜƛǊ ŎŀǘŜƎƻǊƛŜǎ ƛǎ ǇǊŜǎŜƴǘŜŘ ƛƴ ά5сΦн /IL/ ŎŀƴŎer 
ŎƻƳǇƻƴŜƴǘ ƳƻŘŜƭǎΥ ƛƴƛǘƛŀƭ ǘŜǎǘŜŘ ǾŜǊǎƛƻƴǎέΦ  

¶ ¢ƘŜ ŘŜǎŎǊƛǇǘƛǾŜ ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ ǘƘŜ ǇŜǊǎǇŜŎǘƛǾŜǎ ƛǎ ǎǘƻǊŜŘ ƛƴ ǘƘŜ Ŝƴǘƛǘȅ άƳǊψǇǊƻǇŜǊǘȅέΦ ¢Ƙƛǎ 
entity does not contain the value of the perspective (related to a specific model/tool), but 
only the description of the perspective. The value that a perspective takes in case of a 
ǎǇŜŎƛŦƛŎ ƳƻŘŜƭκǘƻƻƭ ƛǎ ǎǘƻǊŜŘ ƛƴ ǘƘŜ Ŝƴǘƛǘȅ άƳǊψǘƻƻƭψǇǊƻǇŜǊǘȅέΦ 

¶ ¢ƘŜ ƳƻŘŜƭǎ ŀǊŜ ǘǊŜŀǘŜŘ ŀǎ ƎŜƴŜǊƛŎ ǎǘǳōǎΣ ŀǎ ŘŜǎŎǊƛōŜŘ ƛƴ ά5тΦмΥ IȅǇŜǊƳƻŘŜƭƭƛƴƎ 
ǎǇŜŎƛŦƛŎŀǘƛƻƴǎέΣ ǿƘƛŎƘ ƘŀǾŜ ŜƴǘǊȅ ŀƴŘ ŜȄƛǘ Ǉƻƛƴts. Consequently, each model/tool has various 
parameters, serving as input parameters or output parameters, which are stored in entity 
άƳǊψǇŀǊŀƳŜǘŜǊέΦ ¢Ƙƛǎ Ŝƴǘƛǘȅ ŦŀŎƛƭƛǘŀǘŜǎ ǘƘŜ ǘǊŀƴǎƛǘƛƻƴ ŦǊƻƳ ŀƴ ŀōǎǘǊŀŎǘ ǊŜǇǊŜǎŜƴǘŀǘƛƻƴ ǘƻ ŀ 
concrete one. Logical compatibilities between connected parameters must be taken into 
account along with the aspect of units, in order to avoid inconsistencies between the 
connected models/tools. 

¶ Each model/tool may be associated with a set of references, stored in the entity 
άƳǊψǊŜŦŜǊŜƴŎŜέΣ ǿƘƛŎƘ ǇǊƻǾƛŘŜǎ ŘƛǊŜŎǘ ƻǊ ƛƴŘƛǊŜŎǘ ƭƛƴƪǎ ǘƻ ŀŘŘƛǘƛƻƴŀƭ ƳŀǘŜǊƛŀƭΣ ŜȄǘŜƴŘƛƴƎ ƛƴ 
this way the knowledge base related to the specific model/tool. 

¶ Every model/tool can be accompanied by a set of files. The information concerning the 
aforementioned files ƛǎ ǎǘƻǊŜŘ ƛƴ ǘƘŜ Ŝƴǘƛǘȅ άƳǊψŦƛƭŜέΦ ¢ƘŜ Ŝƴǘƛǘȅ άƳǊψŦƛƭŜέ ƻƴƭȅ ƘƻƭŘǎ ǘƘŜ 
metadata of the file and not its data. The data of the files are stored internally in a file based 
repository. If a file is an implementation or a computational representation of a model/tool, 
then a suitable engine is specified for running the file. 

According to the aforementioned principles of the Model Repository, the Entity-Relationship (ER) 
diagram of model/tool repository is presented in figure 3: 
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Figure 3: Entity Relationship (ER) diagram of Model and Tool Repository 

As shown in figure 3, the MySQL database of the Model Repository consists of six entities (tables), 
ǿƘƛŎƘ ŀǊŜ ƴŀƳŜŘ άƳǊψǘƻƻƭέΣ άƳǊψǇŀǊŀƳŜǘŜǊέΣ άƳǊψǊŜŦŜǊŜƴŎŜέΣ άƳǊψŦƛƭŜέΣ άƳǊψǇǊƻǇŜǊǘȅέ ŀƴŘ 
άƳǊψǊŜŦŜǊŜƴŎŜέΦ ¢ƘŜ ŀǘǘǊƛōǳǘŜǎ όtable columns) of the aforementioned entities are presented below: 

 

Entity mr_tool    

¶ id: Primary key. Used to uniquely identify each table row. 

¶ title: The name of the model/tool. Each model/tool should have a unique name. 

¶ uuid:  The universally unique identifier of each model.  

¶ description: The (short) textual description of the model/tool.  

¶ comment: Any comment that the creator/modifier of the model/tool wants to include. 
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¶ version: The version of the model/tool. 

¶ strongly_coupled: A flag that is being used in order to characterize the model as a strongly 
coupled model or as a non-strongly coupled model. Strongly coupled models are the models 
that dynamically exchange information (messages) during their execution. Non-strongly 
coupled models exchange information only before or after their execution. Since the strongly 
coupled models depend on a multiscale coupling library and environment in order to run, 
such as the Muscle 2 library, this flag has been created based on the new WP6 requirements. 

¶ semtype: A url representing semantic information about this model. 

¶ ŜȄǘǊŀψǇŀǊŀƳŜǘŜǊǎΥ ¢Ƙƛǎ ŎƻƭǳƳƴ ƘƻƭŘǎ ǘƘŜ ǎǘǊƛƴƎ ǘƘŀǘ ǿƛƭƭ ōŜ ŀǇǇŜƴŘŜŘ ƛƴ ǘƘŜ ƳƻŘŜƭΩǎ 
command line argument list. This string is consisted of flag-value pairs, it remains the same 
for every simulation of this model and it is considered to be essential for each running. 

¶ executable_path: Name of the executable (including relative path) inside the compressed 
archive. The value of this column is essential in order for VPH-HF component to be able to 
allocate the executable of the model. 

¶ created_on: The date and time when this model has been created. 

¶ created_by: The identification of the creator of this model. 

¶ modified_on: The date and time when this model has been modified. 

¶ modified_by: The identification of the modifier of this model. 

 

Entity mr_parameter 

¶ id: Primary key. Used to uniquely identify each table row. 

¶ tool_id: The id of the model/tool that this parameter is associated with. Linked to the entity 
άƳǊψǘƻƻƭέΦ 

¶ name: The name of the parameter. Parameters that belong to the same model should have 
unique names. 

¶ description: The (short) textual description of what this parameter represents. 

¶ uuid: The universally unique identifier of each parameter. 

¶ data_type:   The type of the parameter. Possible values can be number, string and file. 

¶ unit: The units in which the parameter is represented. Only applicable if a parameter is a 
number. 

¶ ŘŀǘŀψǊŀƴƎŜΥ ¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ ǇŀǊŀƳŜǘŜǊ ǾŀƭǳŜǎ ǎŜǇŀǊŀǘŜŘ ōȅ ά-άΦ hƴƭȅ ŀǇǇƭƛŎŀōƭŜ ƛŦ ǘƘŜ 
parameter is a number. 

¶ flag: The flag used in the command line argument list with which this parameter is provided 
through command line. Only applicable if the parameter is a static input parameter.   

¶ default_value: The value that will be used if a parameter value is not provided to the tool. 

¶ is_mandatory: True if this is a mandatory parameter.  

¶ is_output: True if this parameter is an output parameter. 

¶ is_static: True if this parameter is a static parameter. Static parameters are those 
parameters that their values are being exchanged before or after the execution of the 
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models. Dynamic parameters are those parameters that their values are being exchanged 
during the execution of the models. 

¶ comment: Any additional comment concerning this parameter. 

¶ semtype:   A url representing semantic information about this parameter. 

¶ created_on: The date and time when this parameter has been created. 

¶ created_by: The identification of the creator of this parameter. 

¶ modified_on: The date and time when this parameter has been modified. 

¶ modified_by: The identification of the modifier of this parameter. 

 

mr_reference 

¶ id: Primary key. Used to uniquely identify each table row. 

¶ ǘƻƻƭψƛŘΥ [ƛƴƪŜŘ ǘƻ ǘƘŜ ƳƻŘŜƭκǘƻƻƭ ǘƘŀǘ ǘƘƛǎ ǊŜǎƻǳǊŎŜ ǊŜŦŜǊǎ ǘƻΦ [ƛƴƪŜŘ ǘƻ ǘƘŜ Ŝƴǘƛǘȅ άƳǊψǘƻƻƭέΦ 

¶ title: The name given to the resource. 

¶ ǘȅǇŜΥ ¢ƘŜ ǘȅǇŜ ƻŦ ǘƘŜ ǊŜǎƻǳǊŎŜΦ 9ȄŀƳǇƭŜ ǾŀƭǳŜǎΥ άōƻƻƪέΣ άƧƻǳǊƴŀƭ ŀǊǘƛŎƭŜέΣ ŜǘŎΦ 

¶ creator: The creator(s) of the resource (e.g. authors, etc.). 

¶ issued: The date of formal issuance (e.g. publication) of the resource. 

¶ bibliographic_citation: The bibliographic citation of the resource. 

¶ is_part_of: The related resource that this resource is part of. 

¶ source: The related resource from which the described resource is derived from. 

¶ doi: The DOI (Digital Object Identifier) of the resource. This field is empty if the resource 
ŘƻŜǎƴΩǘ ƘŀǾŜ ŀ 5hLΦ 

 

mr_property 

¶ id: Primary key. Used to uniquely identify each table row. 

¶ name: The name of the perspective. 

¶ description: The (short) textual description of what this property represents. 

¶ comment: Any comment that the creator of the perspective wants to include. 

¶ semtype: A url representing semantic information about this perspective  

 

mr_tool_property 

¶ id: Primary key. Used to uniquely identify each table row. 

¶ tool_id: The id of the model/tool. Linked tƻ ǘƘŜ Ŝƴǘƛǘȅ άƳǊψǘƻƻƭέΦ 

¶ property_id: The id of the perspective. Linked to the entity mr_property. 

¶ value: The value that the perspective takes in case of a specific model/tool. 

¶ created_on: The date and time when the specific model has been assigned with this 
perspective value. 
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¶ created_by: The identification of the creator who has assigned this perspective value to a 
specific model. 

¶ modified_on: The date and time when this perspective value has been modified for a specific 
model. 

¶ modified_by: The identification of the modifier of this perspective value 

 

mr_file 

¶ id: Primary key. Used to uniquely identify each table row. 

¶ tool_id: Linked to the model/tool that this file is associated with. Linked to the entity 
άƳǊψǘƻƻƭέΦ 

¶ title: The name of the file. 

¶ description: The (short) textual description of what this file represents. 

¶ kƛƴŘΥ 5ŜŦƛƴŜǎ ǿƘŀǘ ǘƘƛǎ ŦƛƭŜ ƛǎΦ 9ȄŀƳǇƭŜ ǾŀƭǳŜǎΥ άŘƻŎǳƳŜƴǘέΣ άǎƻǳǊŎŜ ŎƻŘŜέΣ άƳǳǎŎƭŜ 
ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜέΣ άǘнŦƭƻǿέΣ άŎƻƳǇǊŜǎǎŜŘ ǇŀŎƪŀƎŜ ǿƛǘƘ ōƛƴŀǊȅ ŀƴŘ ŘŜǇŜƴŘŜƴŎƛŜǎέΣ άȄƳƳƭ 
ŘŜǎŎǊƛǇǘƛƻƴέ. 

¶ source: The location where this file is internally stored. 

¶ license: The license associated with this file. It can be the name of a well-known license 
(Apache, MIT, etc.) or the detailed description of the license. 

¶ sha1sum: The sha1 checksum of this file (data). It is used in order to check the consistency of 
the file. 

¶ comment: Any additional comment. 

¶ engine: The engine that is suitable for executing this file. Only applicable in case that the file 
can be executed/run. 

¶ created_on:  The date and time when this file has been uploaded. 

¶ created_by: The identification of the creator who has uploaded this file. 

¶ modified_on: The date and time when this file has been changed (Actually the metadata of 
this file have been changed) 

¶ modified_by: The identification of the modifier of this file. 

 

The entity Relationship diagram (ER) which has been depicted in figure 3, represents the design of 
the relational database of the Model and Tool Repository. This design has been documented in 
deliverable ά5уΦмΥ 5ŜǎƛƎƴ ƻŦ ǘƘŜ /IL/ wŜǇƻǎƛǘƻǊƛŜǎέΣ ōǳǘ ŘǳǊƛƴƎ ǘƘŜ /IL/ ǇǊƻƧŜŎǘ ƛǘ Ƙŀǎ ǳƴŘŜǊƎƻƴŜ 
many changes based on the new requirements that came from the other work packages. Most of the 
ŎƘŀƴƎŜǎ ƘŀǾŜ ōŜŜƴ ŀǇǇƭƛŜŘ ǘƻ ǘƘŜ ŜƴǘƛǘƛŜǎ άƳǊψǘƻƻƭέ, which is the entity that holds the basic 
descriptive information of the model, ŀƴŘ άƳǊψǇŀǊŀƳŜǘŜǊέ, which is the entity that holds 
information about the parameter. The aforementioned changes concerning the aforementioned 
entities are presented below: 

¶ mr_tool: Four more attributes (columns) have been added to this entity. 

o The άuuidέ attribute which is the universally unique identifier for each model has 
been added taking into account the corresponding WP7 requirement. 
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o ¢ƘŜ άǎǘǊƻƴƎƭȅψŎƻǳǇƭŜŘέ ŀǘǘǊƛōǳǘŜ ǿƘƛŎƘ ƛǎ ŀ ŦƭŀƎ ǘƘŀǘ ƛƴŘƛŎŀǘŜǎ ǿƘŜǘƘŜǊ ǘƘŜ ƳƻŘŜƭ 
exchanges dynamically information during its execution, or it exchanges 
information only before or after its execution, has been added taking into account 
the corresponding WP6 requirement for being able to store in the Model 
Repository also strongly coupled models. 

o ¢ƘŜ άŜȄǘǊŀψǇŀǊŀƳŜǘŜǊǎέ ŀǘǘǊƛōǳǘŜ ǿƘƛŎƘ ƛǎ ŀ ǎǘǊƛƴƎ ǘƘŀǘ Ŏƻƴǎƛǎǘǎ ƻŦ ŦƭŀƎ-value pairs, 
appended in the modeƭΩǎ ŎƻƳƳŀƴŘ ƭƛƴŜ ŀǊƎǳƳŜƴǘ ƭƛǎǘΣhas been added taking into 
account the corresponding WP6 and WP7 requirements. Since some models always 
include in their command line list some predefined constant arguments, the 
storage of the aforementioned constant arguments in the relational database a 
necessity.  

o ¢ƘŜ άŜȄŜŎǳǘŀōƭŜψǇŀǘƘέ ŀǘǘǊƛōǳǘŜ ǿƘƛŎƘ ƛǎ ŀ ǎǘǊƛƴƎ that holds the relative path of the 
model executable inside the compressed archive, has been added taking into 
account the corresponding WP7 requirement. The value of this attribute is 
retrieved from the VPH-HF component through a web service in order to allocate 
the executable of the model inside the compressed folder.  

¶ mr_parameter: Two more attributes have been added to this entity. 

o ¢ƘŜ άǳǳƛŘέ ŀǘǘǊƛōǳǘŜ ǿƘƛŎƘ ƛǎ ǘƘŜ ǳƴƛǾŜǊǎŀƭƭȅ ǳƴƛǉǳŜ ƛŘŜƴǘƛŦƛŜǊ ŦƻǊ ŜŀŎƘ ǇŀǊŀƳŜǘŜǊ 
has been added taking into account the corresponding WP7 requirement. 

o ¢ƘŜ άŦƭŀƎέ ŀǘǘǊƛōǳǘŜΣ Ƙŀǎ ōŜŜƴ added taking into account the corresponding WP7 
requirement. ²ƛǘƘ ǘƘŜ ŀŘƻǇǘƛƻƴ ƻŦ ǘƘŜ άŦƭŀƎέ attribute, the provision of input to 
the models is handled through flags. Consequently the position of the argument 
values in the command line argument list of the model does not play any role, since 
each argument value is always accompanied and recognized by the corresponding 
flag. 

The schema of the relational database of the Model Repository that has been just reported in this 
chapter, has been designed in order to be able to efficiently store within the CHIC platform all the 
persistent data that are related to the models. Both the metadata description of the models 
(parameters, perspective values, references, basic descriptive information) and the files that are 
related to the models (executables, documentation, configuration files, source code) are stored in 
the MySQL database of the Repository. Since the MySQL database server is the component which is 
responsible for the persistent storage of the models, it is considered the most sensitive, critical and 
vital part of the Model Repository. Nevertheless, the Model Repository consists of many other 
components, such as the Apache Application Server, the Django Web Framework and some back-end 
and front-end libraries and dependencies. Moreover some security libraries are also being used in 
order to assure the conformity of the Model Repository with the CHIC legal framework and with 
internationally recognized security standards. All the aforementioned components were 
incorporated in order to build not just a local relational database, but a web platform fully integrated 
into the CHIC platform through the corresponding web services, and also available to the users 
through its user interface. Table 1 presents all the components, external libraries, applications or 
dependencies that are being used in the Model Repository along with their licenses.  
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Table 1: External components (dependencies, libraries, applications) of the Model and Tool Repository 

External Component 
(Dependency ς Library ς 
Application) 

License Usage 

Apache HTTP Server Apache license A secure, efficient, and 
extensible server that provides 
HTTP services in sync with the 
current HTTP standards. 

MySQL community edition GPL license The relational database server 
responsible for persistently 
storing information related to 
models. 

Django Rest Framework Copyright (c) 2011-2016, Tom 
Christie All rights reserved 

A powerful and flexible toolkit 
for building web APIs 

djangosaml2 Apache2 license A Django application that 
integrates the PySAML2 library 
into the Model Repository 
project in order to be able to 
incorporate the SAML front-
end authentication 
mechanism. 

dm.xmlsec.binding BSD license XML security library used to 
authenticate web service 
requests. 

XML security library MIT license A C library that supports XML 
security standards (XML 
signature, XML encryption, 
etc.). It is being used by 
djangosaml2 and 
dm.xmlsec.binding. 

Django BSD license  The Python Web Framework 
that has been used for the 
development of the Model 
Repository 

jQuery library MIT license A javascript library which is 
being used by the Model 
Repository for event handling, 
animation, and Ajax calls.  
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Bootstrap framework MIT license HTML, CSS and JS framework 
for developing part of the 
front-end of the Model 
Repository. 

As shown in table 1, nine major external components are used in the Model Repository web 
application. Some of these components are related to the security (djangosaml2, dm.xmlsec.binding, 
XML security library), some are related to the back-end of the application (Apache HTTP Server, 
MySQL Database Server, Django, Django Rest Framework) and finally some are related to the front-
end (jQuery library, Bootstrap framework).  

Figure 4 ŘŜǇƛŎǘǎ ǘƘŜ ǎȅǎǘŜƳ ŦǊƻƳ ŀ ǎȅǎǘŜƳ ŜƴƎƛƴŜŜǊΩǎ Ǉƻƛƴǘ ƻŦ ǾƛŜǿΦ Thereafter, the topology of the 
software components that have been described in table 1, as well as the physical connections 
between those components are all presented in figure 4. 

 

 

Figure 4: Topology of the components of the Model Repository 

Based on the topology depicted in figure 4, some of the components are wrapped by the Django 
Web Framework (Django Rest Framework, djangosaml2 security library, etc.) and some others have 
been installed in an operating system level (XML security library, Python interpreter, MySQL driver, 
etc.). Moreover, the contents of the Model Repository can be exposed through web services to other 
CHIC components such as the CRAF (Clinical Research Application Framework) and the VPH-HF 
(Hypermodelling Framework), or they can be exposed through the browser directly to the user. The 
protection of the privacy and integrity of the exchanged data is ensured by a proxy server which 
makes use of HTTPS protocol for outbound connections. This is guaranteed by a SSL certificate that 
has been installed by partner CUSTODIX in the virtual machine that accommodated the proxy. 
Moreover this certificate has been issued from a trusted Certificate Authority.  

Even though most of the components that have been presented in table 1 have undergone some 
basic configuration based on the needs of the Model Repository web application, most of the work 
regarding the software development has been done through the Django web framework. The 
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business logic, the presentation layer, the URL dispatching, the object relational mapping and the 
web services are all handled by the Django framework.  

The Django framework is a free and open source web application framework, written in Python, 
which follows the model-view-controller (MVC) architectural pattern. It encourages rapid 
development and clean, pragmatic design. It allows high-performing, elegant Web application 
ōǳƛƭŘƛƴƎΦ 5ƧŀƴƎƻΩǎ ǇǊƛƳŀǊȅ Ǝƻŀƭ ƛǎ ǘƻ ŜŀǎŜ ǘƘŜ ŎǊŜŀǘƛƻƴ ƻŦ ŎƻƳǇƭŜȄΣ ŘŀǘŀōŀǎŜ-driven websites. Django 
ŜƳǇƘŀǎƛȊŜǎ ǊŜǳǎŀōƛƭƛǘȅ ŀƴŘ άǇƭǳƎƎŀōƛƭƛǘȅέ ƻŦ ŎƻƳǇƻƴŜƴǘǎΣ ǊŀǇid development, and the principle of 
ŘƻƴΩǘ ǊŜǇŜŀǘ ȅƻǳǊǎŜƭŦ ό5w¸ύΦ tȅǘƘƻƴ ƛǎ ǳǎŜŘ ǘƘǊƻǳƎƘƻǳǘΣ ŜǾŜƴ ŦƻǊ ǎŜǘǘƛƴƎǎΣ ŦƛƭŜǎ ŀƴŘ Řŀǘŀ ƳƻŘŜƭǎΦ 

The components and their connections that reside inside the Model Repository Django application 
are presented in Figure 5: 

 

Figure 5: Components of the Model Repository Django Application 

 As shown in figure 5, the Model Repository Django Application consists of the following 
components:  

¶ Object ς Relational mapping (ORM): The object-relational mapping is a programming 
technique for converting data between incompatible type systems in relational databases 
and object-ƻǊƛŜƴǘŜŘ ǇǊƻƎǊŀƳƳƛƴƎ ƭŀƴƎǳŀƎŜǎΦ ¢Ƙƛǎ ŎǊŜŀǘŜǎΣ ƛƴ ŜŦŦŜŎǘΣ ŀ άǾƛǊǘǳŀƭ ƻōƧŜŎǘ 
ŘŀǘŀōŀǎŜέ ǘƘŀǘ Ŏŀƴ ōŜ ǳǎŜŘ ŦǊƻƳ ǿƛǘƘƛƴ ǘƘŜ ǇǊƻƎǊŀƳƳƛƴƎ ƭŀƴƎǳŀge. 

¶ Data Models: The data model defines the data in Python and interacts with it. 

¶ Views: The view component consists of many view functions. The view function performs the 
requested function, which typically involves reading or writing to the Model Repository 
MySQL database. It may include other tasks as well. The business logic of the application is 
mostly included in this component. After performing any requested tasks, the view returns 
an HTTP response object (usually after passing the data through a template) to the web 
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browser. Optionally, the view can save a version of the HTTP response object in the caching 
system for a specific length of time. 

¶ Templates: Templates typically return HTML pages. The Django template language offers 
HTML authors a simple-to-learn syntax while providing all the power needed for 
presentation logic. The Model Repository front-end static files (images) and the front-end 
libraries (jQuery, Bootstrap framework) are included in the templates. 

¶ URL Dispatcher: The URL dispatcher maps the requested URL to a view function and calls it. 
If caching is enabled, the view function can check to see if a cached version of the page exists 
and bypass all further steps returning the cached version instead. 

4.3 The user interface of Model and Tool Repository 

The principles of user interface design are intended to improve the quality of user interface design. 
According to Larry Constantine and Lucy Lockwood in their usage-centered design, these principles 
are [15]: 

¶ The structure principle: Design should organize the user interface purposefully, in 
meaningful and useful ways based on clear, consistent models that are apparent and 
recognizable to users, putting related things together and separating unrelated things, 
differentiating dissimilar things and making similar things resemble one another. The 
structure principle is concerned with overall user interface architecture. 

¶ The simplicity principle: The design should make simple, common tasks easy, communicating 
ŎƭŜŀǊƭȅ ŀƴŘ ǎƛƳǇƭȅ ƛƴ ǘƘŜ ǳǎŜǊΩǎ ƻǿƴ ƭŀƴƎǳŀƎŜΣ ŀƴŘ ǇǊƻǾƛŘƛƴƎ ƎƻƻŘ ǎƘƻǊǘŎǳǘǎ ǘƘŀǘ ŀǊŜ 
meaningfully related to longer procedures. 

¶ The visibility principle: The design should make all needed options and materials for a given 
task visible without distracting the user with extraneous or redundant information. Good 
designǎ ŘƻƴΩǘ ƻǾŜǊǿƘŜƭƳ users with alternatives or confuse with unneeded information. 

¶ The feedback principle: The design should keep users informed of actions or interpretations, 
changes of state or condition, and errors or exceptions that are relevant and of interest to 
the user through clear, concise, and unambiguous language familiar to users. 

¶ The tolerance principle: The design should be flexible and tolerant, reducing the cost of 
mistakes and misuse by allowing undoing and redoing, while also preventing errors wherever 
possible by tolerating varied inputs and sequences and by interpreting all reasonable actions. 

¶ The reuse principle: The design should reuse internal and external components and 
behaviours, maintaining consistency with purpose rather than merely arbitrary consistency, 
thus reducing the need for users to rethink and remember. 

The Model Repository, as well as the other CHIC Repositories, makes use of the aforementioned 
principles in order to produce a user interface which makes the interaction with the user (researcher, 
clinician, modeller) self-explanatory, efficient, enjoyable and user-friendly. It has been given special 
emphasis during the development of the Model Repository to provide a user interface where the 
user will need to provide minimal input to achieve the desired output and where the Repository will 
minimize undesired outputs to the user. 

Figure 6 presents the main page of the Model Repository. As shown in the aforementioned figure, 
right after the authentication and authorization processes, the user is able to store a new model 
through a wizard, or browse the content of the Repository in order to view or even update the 
models that have been stored. The workflows for the storage of a new model and the browsing of 
the content of the Repository are being described in the next chapters. 
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Figure 6: The main page of the Model Repository 

4.3.1 Wizard for storing new models 

A wizard has been created for the Model and Tool Repository in order for the user to be able to store 
a new model through a single page. More specifically, the user is able through this wizard to store all 
the related information of the new model, including: 

¶ Basic information of the new model (title, description, additional comments, etc.). 

¶ Definition of the input and output parameters of the new model.  

¶ Categorization of the new model based on the 13 Perspectives that have been designed 
within CHIC [2]. 

¶ References related to the new model (journal articles, conference proceedings, etc.) 

This wizard consists of five steps, and in order for the information of the new model to be valid, the 
user has to:  

¶ Provide a unique title for the new model. 

¶ Provide unique names for all the parameters of the new model. 

¶ Provide unique titles regarding the metadata file names. The actual names of the files that 
belong to the same model should also be unique. 

¶ Provide unique titles for all the references of the new model. 

It should be noted that the user is able to skip the 2 last steps of this wizard for later. More 
specifically, since the definition of the references of the model and the information about the 
categorization are not so critical for the execution of the model, the aforementioned steps could be 
skipped. 
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The screenshots of the different steps regarding the aforementioned wizard are presented in Figures 
7-11. 

 

Figure 7: The first step of the wizard. The user provides the basic information of the new model (title, 
description, etc.) 

 

 

Figure 8: The second step of the wizard. The user provides information regarding the parameters of the new 
model (title, description, units, data range, etc.) 
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Figure 9: The third step of the wizard. The user uploads files related to the new model (source code, 
executables, documentation, etc.) 

 

 

Figure 10: The fourth step of the wizard. The user categorizes the new model based on the 13 Perspectives 
that have been defined within CHIC 

 






































































































































































































































































































































