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1 Executive Summary

Deliverable 8.4 outlines the finaleport of the Repositories developed by the CHIC project,
concerning the Model and Tool Repository, the Clinical Data Repositorin Bikcolrial Repository

and the Metadata Repositoryihe aforementioned Repositories are tailored to the needs and the
clinical scenarios of the CHIC project and aim to provide the community with a collaborative interface
for exchanging knowledge and sharing work in an effective and standardized way. Asedtedi in

this deliverablethe utilization of a number of open source features and taslexpected to enhance
usability and accessibilitythe design and the development of all the CHIC Repositories have been
driven by the guidelines produced by the ethwork packages, especially WP2 (user needs and
requirements) and wp5 (IT Architecturegince both the clinical data and the models stored in the
CHIC Repository environment must conform to the legal and ethical framework developed in WP4,
special attenton has been given to théevelopment of appropriate authentication and authorization
mechanisms so as to ensure that only authorized persons have access to the content of the
Repositories.To this end, as presented in chapter 3, the Repositories makeousige brokered
authentication mechanismthat has been proposed by WB. Both the design and the
implementation of the aforementioned Repositories are covered in this document.

In more detail, documentation regarding the design and the architecture ofMbeel and Tool
Repositoryis included in this documentThe aforementioned architecture is general enough to
support the storage ofmultiscale cancer models, linkers and data transformation tools along with all
the related information (perspectives, paratees, etc.). The documentation of e web user
interface which is built upon th@forementioned architecture serves asreference pointfor all
researchers whanight want tointeract with the Model Repositorywhile the documentation of the
web servicesimsto provide the guidelines for the developers of the other CHIC compor{@RaF,
Hypermodelling Execution Framework, Hypermodelling Editaa} interact with the Repository
through the web interfacesMoreover,in order for the information related to the categorization of
the models based on the 13 perspectitesde stored in the CHIC semantic infrastructure in the form
of triples, the Model and Tool Repository has been integrated with the CHIC triplestore.

Information related to the implementation of the Clinical Data Repository which has been available
to the CHIC users and is running on the CHIC cloud infrastructure is available through this deliverable.
More specifically, the Clinical Data Repository inctudkthe features required to store the different
types of data produced during the clinical workflow, @fhinot only includes patient antleatment
information, but also medical images, generic examination and histology. Just like the Model
Repository, he web serviceshat provide access to the contewff the Clinical Data Repository are

also presented in this document, as well as its user interface which has been developed using
modern web technologies. Furthermoregference is being made to the auditj system and the
integration of the Clinical Data Repository with the CHIC RICORDO framework so as to retrieve
information from the data uploaded on the system and storing the corresponding semantic triples
backinto the CHIC triplestore.

Regarding thdn SilicoTrial Repositorydetailed documentation is being provided concerning the
workflows related to the persistent storagthe retrievalor the updatingof the simulation scenarios
and thein silico predictions, either through the user interface or tugh the web servicedn
addition to this, the architecture of the aforementioned Repositarich is based on a relational
databaseas well as its integration into the whole CHIC platformadse outlined

Finally reference is being made to the CHIC Metadata Repository which constitutesethantic
layer that handles the annotation of the CHIC resources (models, clinicalethmtaded in RDF he
Metadata Repositorywhich consists of the Annotationdofe and theKnowledge Databaselong
with some controlled vocabularigsfacilitates the creation of maching@rocessable metadata
descriptions of the CHIC resourcés. described in this deliverable, the semantically integrated set of
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the aforementioned descriptionsan be interrogatedoy the other CHIC components through the
RDF and OWL ontology servidesorder to produce comparisons and elicit relationship®er
instance,this might be applicable tthe Hypermodelling Editoin order to elicit relationships of
cornsistency and correspondence between the parameters or between the models
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2 Introduction

The documentation is an important part of software engineering, and it includes the following types:

1. Requirements; Statementsthat identify attributes, capabilities, characteristics or qualities
of a system.

2. Architecture/Designg Overviewof software. Includes relations to an environment and
construction principleso be used in design of software components.

3. Technicat Documentation of code, algorithminterfaces and APIs.
4. End usex Manuals for the endiser, system administrators and support staff.
5. Marketing¢ How to market the product and analysis of the market demand.

{AyO0S GKS wSI|jdANBYSyGa INB | RRNBaasSR && Atk S
| NOKAGSOGdz2NE A& | RRNBaaSR o6& 2tp daL¢ ! NOKAGSOD
G5A8aSYAYLFGA2Y | YR 9 Hrio¥th?akldrdssies: tReyTéchnical &nkl the Eha @GdrY Sy i
types of documentation.

Thereafter this deliverable includesome manuals for the endser which describe some features of
the CHIC Repositories and aim at assisting the usealizireg them. Great effort has been made for
the user documentation to be simple, consistent, up to date and not confusimg.Model andlool
Repository user documentatiorwhich is includedin chapter 4.3 intends to give assistance to
researchers for storing their new models, updating their parameters or even filtering the existing
models based on their perspective categorizatidime wdb-based user interface presented in
chapter 5.7 constitutes a comprehensive mantiedt helpsauthorizedusersto master the Clinical
Data Repository and easd#ygcess the stored medical data (imaging, clinical, histological and genetic).
Some user guidelines are also being given in chapter 6.3, concerniimgahaction with theln Silico

Trial Repository (storage and retrieval of all the data concerning a etaniplsilicotrial).

In addition to the documentation related to the user interface of the CHIC Repositories, this
deliverable also includes user guides for accessing the interfaces (APIs). More specifiiaptbrs

4.4, 5.8, 6.4 and 7.4 constitute amplete information guide for the developers of the other CHIC
components in order to programmatically connect to the CHIC Repositories. The web services that
have been documented in the aforementioned chapterpose the contents of the Model, Clinical
Data, In Silicolrial and Metadata Repositoriés the other CHIC components (Hypermodelling Editor,
CRAF, Hypermodelling Execution Framework,.etc.)

Since both the data and the models stored in the CHIC Repaository environment must conform to the
legal aml ethical framework developed bWP4, the authentication and authorization mechanism
which is presented in chapter 3 ensures that only authorized people have access to the content of
the Repositories.

Even though the IT Architecture of the CHIC platform isested by WP5, the authors consider the
design and the internal parts of the Repositories relevant to this deliverable, and theredftgater

4.2 outlines the software architecture of the Model and Tool Repository, chapters 5.3, 5.4 and 5.6
address the dmain model, the data types and some general concepts of the Clinical Data
Repository, chapter 6.2 analyzes the design and the internal components ofntislicoTrial
Repository, and finally, chapter 7.3 presents the semantic components and the RICORDO
architecture.

The deliverable islso complemented with presentation related to the semantic integration with
RICORDO, which is addressed in chapters 4.5 and 5.9 concerning the Model and the Clinical Data
Repository respectivelywhereas the publication foevents from the Model Repository and the
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auditing mechanism of the Clinical Data Repository are described in chapters 4.6 and 5.5
respectively.

Finally, chapter 7 introduces, among others, the annotatiothefCHIC resources whiahmake their

interpretation explicit, the ontology of them and the annotation vocabulary included in CHICRO
schema.
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3 Authentication

¢KS /1 L/ wSLRaAG2NASE YIS dzasS 2F (KS -ZefuftgzNR & 3
guidelinesand YA GA L f G@SNEA2Y 2F &aSOdaNAiGe (22ftaé¢d ¢KSNET
the Repositories (Service Providers) themselves but rather by the CHIC authentication broker
(Identity Provider) to support Single Si@m (SSO). This procedureaied brokered authentication.

The CHIC security framework further distinguishes between brokered authentication for web services
including REST and for web sites. As the CHIC Repositories provide complete access to the features of
their databases with théelp of REST interfaces, the Security Token Service (STS) provided by CHIC is
fully integrated in the authentication process. Before calling a REST interface of the Repositories, the
client needs to send a SOAP (Simple Object Access Protocol) requeatniogntan RST
(RequestSecurityToken) to the STS. The STS then returns the identity assertion as a SAML token,
embedded in a RSTR (RequestSecurityTokenResponse). The SAML token can then be passed to the
REST interface through the HTTP authorization header.

The following procedure is needed in order to supply a SAML token to a CHIC Repository:
1. Getthe SAML token from th@HIC Security Token Service
2. ZLIB (RFC 1950) compress the retrieved SAML token.
3. Base64 (RFC 4648) encode the compressed SAML token.
4

Supply a "Authorization" header with content "SAML auth=" followed by the encoded
string.

The brokered authentication for the web sites of the CHIC Repositories makes use of SAML Web
Browser SSO Profile as suggested by the CHIC security framé&ler8AMLWeb Bowser SSO

Profile is initiated by an end user who vigite protected web siteof the corresponding Repositgry

also called a Service Provider (SP). The SP redirects the user to the assertion provider (also called
Identity Provider (IdP)) passing through authentication request. The IdP will request the user to
authenticate and upon successful authentication the IdP will issue an identity assertion for the user
containing all information on the user needed by the SP to authenticate and authorise him. The
assertion is then sent back to the SP that will use it to determine whether the user is allowed to
access the requested resourceéigure ldepicts the brokered authentication flow vkitthe CHIC
Repositories.

CHIC authentication broker

3. Obtain Ident ity Assertion > Identity Provider
Y
1. Request Resource/Service
Requestor 2. Require Identity Assertion———— Service Provider
4. Request Resource /Service with Ident ity Assertion
CHIC users CHIC repository

Figurel: BrokeredAuthentication Flow wth the CHIC Repositories
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4 Model and Tool Repository

4.1 Introduction

The CHIC Model and Tool Repository permamgehndists multiscale cancenodels that have been
developed in the context of the CHIC project. It also hosts tools such as linkers and data
transformation tools which are needed for the construction of hypermodels. For each model, the
Model Repository contains all the related infloaition, including descriptive information (abstract
and detailed description, references, etc.), input and output parameters (for proper linking with
other models and tools)source files, documentation and executables of the models. Moreover,
information about model authorship, ownership, and access permissions are also stored in the
Model Repository database. In order for the user to be able to interact with the Repository,-a web
based interface has been designed and implemented. Apart from the aforeomewtigraphical
interface, many web services have been developed so as to be able to expose the contents of the
Repository to other tools developed in the CHIC project, such asythermodelling Hitor, the CRAF
(Clinical Research Application Frameworkdl aime Hypermodelling Frameworklp to now, more

than 10 hypomodels, 4 hypermodels and 1 tool have been permanentlysafelystored in the
Repositoryin the context of CHIC project, and all this information is available to the user either
through the userinterface of the Model Repositonhitps://mr.chic-vph.eu), or through the user
interface of the other CHIC components, such as the Hypermodelling Editor and theTG&Aser is

now able to store in an elegant anderfriendly way new models in the Model Repository through a
five-step wizard, or even browse, view, change and delete the content of the Repository. Based on
the new requirements that came into effect during the CHIC project, the Model Repository has
evolved from a simple and functional storage component, to a fully integrated ancdfrisedly web
application that supports theexecution of complex workflows€Even if the current status of the
Model Repository conforms to the user needs and requieeta (WP2), to the legal and ethical
framework (WP4), to the IT Architecture (WP5) and to the integrated platform guidelines (WP10),
the Repository is expected toe constantly updated throughout the remaining period of the CHIC
project.

4.2 Architectureof Model and Tool Repository

As shown in figure,2he Model and Tool Repository consists of four main entities, the models/tools,
the properties, the parameters and the files
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including the 13 (input or output (implementations,
perspectives defined in the parameters) manuals, etc)
context of WPB) J /

Figure2: Main entities of Model and Tool Repository

The basic principles of the Model Repository die

T 90K Y2RStki22f KFra oFaAO0 RSAONRLIIAGS AyTF2N
information uniquely defines the model/tool and differentiates it from the other
models/tools.

1 Each model is categorized based on fferspective from which it is viewed in the basic
science context. This metamodeling description of each hypomodel based on the CHIC 13
perspetive approach facilitates its technologynediated linking [2]. A detailed
R20dzySyidtrdAazy 2F (KS Mo LISNRLISOGAGSa éryR GKS
O2YLRYSyil Y2RStay AyAdAlf GSAGSR OSNERA2Y &L O

f ¢KS RSAONALIIAGS AYTF2NXIGA2Y 2F GKS LISNRLISOGA
entity does not contain the value of the perspective (related to a specific model/tool), but
only the description othe perspective. The value that a perspective takes in case of a
ALISOATAO Y2RStkiG22f Aa&a ad2NBR Ay GKS Syidaarde

T ¢KS Y2RSfa IINBE GNBFTGSR |a 3ISYSNAO altdmaxz
ALISOATAOF A2y At ¢ Kis.Cénseljuerns eabnymbdeBoollhas Raridhid A (G LJ
parameters, serving as input parameters or output parameters, which are stored in entity
GYNWLI N YSGSNED® ¢KAAa SydAde FLOAEtAGFGSa (GKS
concrete one. Logical comphiiities between connected parameters must be taken into
account along with the aspect of units, in order to avoid inconsistencies between the
connected models/tools.

1 Each model/tool may be associated with a set of references, stored in the entity
G YNYNBWGES ¢ X gKAOK LINPOARSA RANBOG 2N AYRANBO
this way the knowledge base related to the specific model/tool.

1 Every model/tool can be accompanied by a set of files. The information concerning the
aforementioned filesA & aG2NBR Ay (GKS SydAde aYNPFALSE o
metadata of the file and not its data. The data of the files are stored internally in a file based
repository. If a file is an implementation or a computational representation of a htodé
then a suitable engine is specified for running the file.

According to the aforementioned principles of the Model Repository, the ER#&fgtionship (ER)
diagram of model/tool repsitory is presented in figure:3
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| mr_property v ] mr_parameter v
id INT(11) id INT(11)
name VARCHAR({100) tool_id INT(11)
description MEDIUMTEXT name VARCHAR(100)
comment MEDIUMTEXT uuid VARCHAR(100)
semtype MEDIUMTEXT description MEDIUMTEXT
> data_type VARCHAR(100)
& unit VARCHAR(100)
| flag VARCHAR(100)
I data_range VARCHAR{100)
- _] mr_tool u o ____ _j  defautt_ vaiue VARGHAR(300)
I d INT(11) } is_mandatory TINYINT(1)
* title VARGHAR(100) } is_output TINYINT( 1)

] mr_tool_property v uuid VARCHAR(100) | is_static TINYINT(1)
e description MEDIUMTEXT } somment MEDIUMTEXT
o0l K INT(11) i— ——————— —OH  comment MEDIUMTEXT HO-——————— somiype MEDIUMTEXT
property id INT(11) | version VARCHAR(10) created_on DATETIME
value VARCHAR(100) I strongly_coupled TINVINT(1) created by INT(11)
croated_on DATETIME [ ! sermiype MEDILMTEXT modified_on DATETIME
ereatd by INT(11) created_on DATETIME modified_by INT{11)
modified_on DATETIME m————— | CreateA LY INTUY) HO———= >

modified_on DATETIME

madified_by INT{11})

~ modified_by INT(11)
axtra_parameters VARCHAR([400)
executable_path VARCHAR(400)
>
] mr_file v
i INT(11) id INT(11)
tool_id INT(11) tool_id INT(11)

title VARCHAR(100) title MEDIUMTEXT

description MEDIUMTEXT type VARCHAR(100)

kind VARCHAR({100) creator MEDIUMTEXT

source VARCHAR(250) issued VARCHAR(100)

license MEDIUMTEXT

|

|

|

|

|

|

|

|

|

|

|

I ] mr_reference v
|

|

|

|

|

|

|

|

|

|

| bibliographic_citation VARCHAR({100)
|

shaisum VARCHAR{40) L — — < - is_part_of VARCHAR(200)

comment MEDIUMTEXT source MEDIUMTEXT

engine VARCHAR(40) doi VARCHAR(100)

created_on DATETIME pmid VARCHAR(45)

created_by INT(11} created_on DATETIME

madified_on DATETIME created_by INT{11)

medified_on DATETIME

madified_by INT(11)

madified_by INT(11)

Figure3: Entity Relationship (ER) diagram of Model and Tool Repository

As shown in figre 3 the MySQL database of the Model Repository consists of six entities (tables),
GKAOK NB yIFIYSR aYNPpd22f£3 GYNWLI NF YSGSNEZ aYN
d WIp NB F SNBE y OS ¢ mblecdusinsjofithé afdvemdniidhed ertities are presented below:

Entity mr_tool
T id: Primary key. Used to uniquely identify each table row.
9 title: The name of the model/tool. Each model/tool should have a unique name.
9 uuid: The universally unique identifief each model.
9 description: The (short) textual description of the model/tool.
1

comment: Any comment that the creator/modifier of the model/tool wants to include.
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version: The version of the model/tool.

strongly_coupled: A flag that is being used in ordecharacterize the model as a strongly
couped model or as a nestronglycoupled model. Strongly coupled models are the models
that dynamically exchange information (messages) during their execution:stdongly
coupled models exchange information only before or after their execution. Since the strongly
coupled models depend on a multiscale coupling library and environment in order to run,
such as the Muscle 2 libraris flag has been created based the new WP6 requirements.

semtype: A url representing semantic information about this model.

SEGNI pLIFNF YSGSNEY ¢KA& O2fdzyYy K2fR& GKS adGN
command line argument list.his string isconsisted of flagyalue pairs it remains the same
for every simulation of this model and it is considered to be essential for each running.

1 executable_path: Name of the executable (including relative path) inside the compressed
archive.The value of this column is essential in order W&tHHF component to be able to
allocate the executable of the model.

created_on: The date and time wheiis model has been created.
created_by: The identification of the creator of this model.

modified_on: The date and time when this model has been nexlifi

= = 4 =

modified_by: The identification of the modifier of this model.

Entity mr_parameter
T id: Primary key. Used to uniquely identify each table row.

T tool_id: The id of the model/tool that this parameter is associated with. Linked to the entity
AYNWpiG22t ¢

1 name: The name of the parameter. Parameters that belong to the same model should have
unigue names.

description: The (short) textual description of what this parameter represents.
uuid: The universally unigue identifier of each parameter.

data_type: Theype of the parameter. Possible values can be number, string and file.

= =4 4 -

unit: The units in which the parameter is represented. Only applicable if a parameter is a
number.

f RFOGFYWNI YyISY ¢KS NIy3aIS 27F (KSP LAIYNIY SHILSING AGH £ od
parameter is a number.

9 flag: The flagised in the command line argument list with whitlis parametelis provided
through command lineOnly applicable if the parameter is a static input parameter.

default_value: The value that will be used if a parsan@alue is not provided to the tool.
is_mandatory: True if this is a mandatory parameter.

is_output: True if this parameter is an output parameter.

= =4 -4 -

is_static: True if this parameter is a static parameter. Static parameters are those
parameters that theai values are being exchanged before or after the execution of the
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models. Dynamic parameters are those parameters that their values are being exchanged
during the execution of the models.

comment: Any additional comment concerning this parameter.
semtype: A url representing semantic information about this parameter.
created_on: Te date and time when this parametbas been created.
created_by: The identification of the creator of this parameter.
modified_on: The date and time when this parameter has bmexdlified.

modified_by: The identification of the modifier of this parameter.

mr_reference

T id: Primary key. Used to uniquely identify each table row.
T G22f WARY [AY]1SR G2 (4KS Y2RStki22f GKIFIG GKA& 1
9 title: The name given to the resource.
T eSSy ¢KS GellsS 2F GKS NBaz2dNOSo 9EI YLIX S DI t d
9 creator: The creator(s) of the resource (e.g. authors, etc.).
T issued: The date of formal issuance (e.g. publication) of the resource.
1 bibliographt_citation: The bibliographic citation of the resource.
1 is_part_of: The related resource that this resource is part of.
1 source: The related resource from which the described resource is derived from.
1 (joi: The DOl ,(Digital Qbiect Identifier) of the resourthis field is empty if the resource
R2SayQu KIS | 5hLo®
mr_property
1 id: Primary key. Used to uniquely identify each table row.
1 name:The name of the perspective.
1 description: The (short) textual description of what this property represents.
1 comment: Anyjcomment that the creator of the perspective wants to include.
1 semtype: A url representing semantic information about this perspective

mr_tool_property

)l

1
1
1
1

id: Primary key. Used to uniquely identify each table row.

tool_id: The id of the model/tool. Linke@t G KS Sy GdAdGeé aYNWpiz22f¢éd
property_id: The id of the perspective. Linked to the entity mr_property.

value: The value that the perspective takes in case of a specific model/tool.

created_on: The date and time when the specific model has been assigned with thi
perspective value.
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1 created_by: The identification of the creator who has assigned this perspective value to a
specific model.

1 modified_on: The date and time when this perspective value has been modified for a specific
model.

1 modified_by: The identificatin of the modifier of this perspective value

mr_file
T id: Primary key. Used to uniquely identify each table row.

1 tool_id: Linked to the model/tool that this file is associated with. Linked to the entity
AYNWpiG22t ¢

title: The name of the file.

description:The (short) textual description of what this file represents.

Ki\yRY 5S8FAySa e6KEiG dGKAa FAES rae 9ENYLES gl
O2y FAAdzNI GA2Y TFAESET aGuTFi2ées 02 ¥LINEXNAYSR L
RSAONRLIGIA2YE

source: The location where this file is internally stored.

license: The license associated with this file. It can be the name of &mos¥h license
(Apache, MIT, etc.) or the detailed description of the license.

1 shalsum: The shal checksum of this file (data}. lised in order to check the consistency of
the file.

comment: Any additional comment.

engine: The engine that is suitable for executing this file. Only applicable in case that the file
can be executed/run.

created_on: The date and time when this fileak been uploaded.
created_by: The identification of the creator who has uploaded this file.

modified_on: The date and time when this file has been changed (Actually the metadata of
this file have been changed)

1 modified_by: The identification of the modifief this file.

The entity Relationship diagram (ER) whiels beendepicted in figure 3represents the design of

the relational database of the Model and Tool Repository. This design tes dmcumented in
deliverabled 5y ®mMY 5SaA3dy 2FSEAKS ddzii/ RxSARHRAGRSEI /1 L/ LI
many changebased on the new requirements that came from the other work packages. Most of the
OKIFy3aSa KIF@S 06SSy I LILX A &lich i§ 2he énfySthatShbldsAtiieAbSsic & Y NI
descriptive infomation of the model,l Y R & Y NIp LJ-wWRiEhYi§ &h& Mditity that holds

information about the parameterThe aforementioned changes concerning the aforementioned

entities are presented below:

1 mr_tool: Four more attributes (columns) have been added to émsty.

0 Theduuid¢ attribute which is the universally unique identifiesr each model has
been added taking into account the corresponding WP7 requirement.
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0 ¢KS daidiNpy3IfeypoO2dzld SRé | GGNROdzGS 6KAOK A
exchanges dynamdlly information during its execution, or it exchanges
information only before or after its execution, has been added taking into account
the corresponding WP6 requirement for being able to store in the Model
Repository also strongly coupled models.

0 ¢CKSEd@NI LI NF YSGSNEE | G0NR O dzii Sva&kpaiBK A& |
appended in the mode Q&4 O2 YYl Yy R f hay BeenradtBdiakiSg/into f A & G >
account the corresponding WP6 and WP7 requiremeditsce some models always
include in their cormand line list some predefinedonstant arguments, the
storage of the aforementioned constant arguments in the relational database a
necessity.

AAAAA

0 ¢KS aSESOdziil 6t SyLI (K é¢hathaldd tN\ré@atizé fathdfthe OK A &
model executable insidehe compressed archive, has been added taking into
account the corresponding WP7 requirement. The value of this attribute is
retrieved from the VPHHF component through a web service in order to allocate
the executable of the model inside the compressedédol

1 mr_parameter:Two more attributes have been added to this entity.
0 ¢KS dadzdzA Ré | GUNROdzGS 6KAOK Aa GKS dzyA @SN
has been added taking into account the corresponding WP7 requirement.
o ¢KS aFftl 3¢ | Gailded takizj iBta acdolintithe @@rsponding WP7
requirement.2 A § K G KS I R2 Lia#kriduge, tie ProvisikrSofinpuFtb | 3 ¢
the modelsis handled through flags. Consequently the position of the argument
values in the command line argument list of tm@del does not play any role, since

each argument value is always accomparaed recognized by the corresponding
flag.

Theschema of the relational database of the Model Repository that has hestrreported in this
chapter,has been designed in order to be able to efficiently store within the CHIC platform all the
persistent data that are related to the models. Both the metadata description of the models
(parameters, perspective values, references, basic descriptive infamagind the files that are
related to the models (executables, documentation, configuration files, source code) are stored in
the MySQL database of the Repositddjnce theMySQL database serverti®e component which is
responsible for the persistent stage of the models, it isonsideredthe most sensitive, critical and
vital part of the Model RepositoryNevertheless, the Model Repository consists of many other
components, such as the Apache Application SetkierDjango Web Framework asgemebackend

and frontend libraries and dependencieBloreover some security libraries are also being used in
order to assure the conformity of the Model Repository with the CHIC legal framework and with
internationally recognized security standard#\l the aforemationed components were
incorporated in order to build not just a local relational database, bwkh platform fully integrated

into the CHIC platfornthrough the corresponding web servicemnd also available to the users
through its user interfaceTabk 1 presentsall the components external libraries, applications or
dependencieghat are being used in the Model Repository along with their licenses.
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Tablel: External components (dependencies, libraries, applications) of khedel and Tool Repository

External Componen| License Usage

(Dependency ¢ Library ¢

Application)

Apache HTTP Server Apache license A secure, efficient, an

extensible server that providg
HTTP services in sync with {
current HTTP standards.

MySQL commity edition GPL license The relational database serv,
responsible for persistentl
storing information related tg
models.

Django Rest Framework Copyright (c) 2012016, Tom A powerful and flexible toolk
Christie All rights reserved | for building web AR

djangosaml2 Apache2 license A Dijango application thg
integrates the PySAML2 libra
into the Model Repositor
project in order to be able t
incorporate the SAML fron

end authentication
mechanism.
dm.xmlsec.binding BSD license XML security library used
authenticate web  servic
requests.
XML security library MIT license A C library that supports XM

security  standards (XM
signature, XML encryptio
etc.). It is being used H
djangosaml2 an
dm.xmlsec.binding.

Django BSD liense The Python Web Framewo
that has been used for th
development of the Mode
Repository

jQuery library MIT license A javascript library which
being used by the Modé
Repository for event handlin
animation, and Ajax calls.
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Bootstrap framework MIT license HTML, CSS and JS framew
for developing part of thg
front-end of the Mode
Repository.

As shown in table 1, nine major external components are used in the Model Repository web
application. Some of these components are related to the sec(djgngosaml2, dm.xmisec.binding,

XML security library), some are related to the badkl of the application (Apache HTTP Server,
MySQL Database Server, Django, Django Rest Framexmtrkinally some are related to the front

end (jQuery library, Bootstrap framework).

Figure ARSLIA O a GKS aeadSy TFNRY [Thekedftdrihd podgy afthg S S ND a
software componentsthat have been described in table 1, as well abet physical connections

between those componds are all presented in figure 4

Clinician

CRAF (Clinical ‘.‘ Django Web

Research
Application = Framework
Framework)

HTTPS (web services)

P
HTTPS (tr:::‘e’ y Python WSGI
< _HTTP | Apache HTTP adapter
(USER SSL < >
- server module for
INTERFACE) | certificate

MySQL
Model
Repository
Database

Researcher installed

(Modeller)

HTTPS (web services)

Operating system
VPH-HF level libraries
(Hypermodelli (XML security [€—% | Django and other
ng Framework) library, Python python libraries
interpreter, etc.) (Django Rest

Framework,
djangosaml2, etc.)

Figure4: Topology of the components of the Model Repository

Based on the topology depictead figure 4, some of the components are wrapped by th@miyo

Web FrameworKDjango Rest Framework, djangosaml2 security library, atcl)some others have

been installedn anoperating system level (XML security library, Python interpreter, MySQL driver,
etc.). Moreover, the contents of the Model Repositagn be exposed through web services to other
CHIC components such as the CRAF (Clinical Research Application Fraraedate VPHHF
(Hypermodelling Framework), or they can be exposed through the browser directly to theThser.
protection of the privag and integrity of the exchanged data is ensured by a proxy server which
makes use of HTTPS protocol for outbound connections. This is guaranteed by a SSL certificate that
has been installed by partner CUSTODIX in the virtual machine that accommodat@doXye
Moreover thiscertificate has beemssued from a trusted Certificate Authority.

Even though most of the components that have been presented in table 1 have undergone some
basicconfiguration based on the needs of the Model Repository web application, most of the work
regarding the software development has been done through the Django web framewbsk.
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business logicthe presentation layer, théJRL dispatchinghe object relaional mappingand the
web servicesre all handled by the Django framework.

The Django frameworis a free and open source web application framework, written in Python,

which follows the modeView-controller (MVC) architectural pattern. It encourages idap
development and clean, pragmatic design. It allows d{mgiforming, elegant Web application

0dzZAf RAy3dad 521 y32Q4a LINAYI NE 3I2I f -divén wébRitesSDjaaagds (G KS
SYLKI aA1l Sa NBdzal 6Af AGe | yRddéavelbpaehd and thé gridcplé of 2 T O 2
R2y Qi NBLISIF(G &2d2NASETFT o05w, 0d teiK2y Aad dzZaASR (KNZ

The components and their connections that reside inside the Model Repository Djangcatippli
are presented in Figure 5

Figure5: Components of the Model Repository Django Application

As shown in figure5, the Model Repository Django Application consists of the following
components:

i Object ¢ Relational mapping (ORM)The objectrelational mapjing is a programming
technique for converting data between incompatible type systems in relational databases
and objec2 NASYGSR LINRPINI YYAYy3IA I y3Adzad 3Sad ¢KAa O
RFGFolasSéeé GKIFIG OFy 6S dZ&ASRENRY 6AGKAY (GKS LI
Data Models:The data model defines the data in Python and interacts with it.

Views:The view component consists of many view functions. The view function performs the
requested function, which typically involves reading or writing to the Md&epository
MySQL database. It may include other tasks as well. The business logic of the application is
mostly included in this componen#fter performing any requested tasks, the view returns

an HTTP response object (usually after passing the data thrauggmplate) to the web
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browser. Optionally, the view can save a version of the HTTP response object in the caching
system for a specific length of time.

Templates: Templates typically return HTML pages. The Django template language offers
HTML authors asimpleto-learn syntax while providing all the power needed for
presentation logic. The Model Repository freerid static files (images) and the freend
libraries (jQuery, Bootstrap framework) are included in the templates.

URL DispatcheThe URL dispelher maps the requested URL to a view function and calls it.
If caching is enabled, the view function can check to see if a cached version of the page exists
and bypass all further steps returning the cached version instead.

4.3 The user interface of Model an@iool Repository

The principles of user interface design are intended to improve the quality of user interface design.
According toLarry Constantinend Lucy Lockwood in their usagentered designthese principles
are[15]:

)l

The structure principle: Design should organize the user interface purposefully, in
meaningful and useful ways based on clear, consistent models that are apparent and
recognizable to users, fing related things together and separating unrelated things,
differentiating dissimilar things and making similar things resemble one another. The
structure principle is concerned with overall user interface architecture.

The simplicity principleThe design should make simple, common tasks easy, communicating
Oft SINI & |yR aAvYLieée Ay GKS dzaSNRa 2¢y I y3dz
meaningfully related to longer procedures.

The visibility principleThe design should make all needed options and materials for a given
task visible without distracting the user with extraneous or redundant informat®ood
desgnd R2y Qi @&séSaitisaltednfitives or confuse with unneeded information.

The feedback principleThe design should keep users informed of actions or interpretations,
changes of state or condition, and errors or exceptions that are relevant and of interest to
the user through clear, concise, and unambiguous language familissets.

The tolerance principleThe design should be flexible and tolerant, reducing the cost of
mistakes and misuse by allowing undoing and redoing, while also preventing errors wherever
possible by tolerating varied inputs and sequences and by intergyetii reasonable actions.

The reuse principle:The design should reuse internal and external components and
behaviours, maintainingonsistency with purpose rather than merely arbitrary consistency,
thus reducing the need for users to rethink and remember

The Model Repository, as well as the other CHIC Repositories,sms&eof the aforementioned
principles in order to produce a user interface which makes the interaction with the user (researcher,
clinician, modeller) sekéxplanatory, efficient, enjoyde and useifriendly. It has been given special
emphasisduring the development of the Model Repository to provide a user interface where the
user will need to provide minimal input to achieve the desired output and where the Repository will
minimize undesed outputs to the user.

Figure6 presents the main page of the ModBlepository.As shown in the aforementioned figure,
right after the authentication and authorizatioprocessesthe user is able to store a hew model
through a wizard, or browse the cait of the Repository in order to view or even update the
models that have been storedheworkflows for thestorageof a new modelnd the browsing of
the content of the Repository are being described in the next chapters.
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Figure6: The main page of the Model Repository

4.3.1 Wizard for storing new models

A wizard has been created ftire Model and Tool Repository in order for the user to be able to store
a new model through a single page. More specifically, the user is able through this wizard to store all
the related information of the new model, including:

1 Basic information of the new adlel (title, description, additional comments, etc.).
9 Definition of the input and output parameters of the new model.

i Categorization of the new model based on the 13 Perspectives that have been designed
within CHIG2].

1 References related to the new model (journal articles, conference proceedings, etc.)

This wizard consists of five steps, and in order for the information of the new model to be valid, the
user hasa:

Provide a unique title for the new model.
Provide unique names for all the parameters of the new model.

Provide unique titles regarding the metadata file names. The actual hames of the files that
belong to the same model should also be unique.

1 Provideunique titles for all the references of the new model.

It should be noted that the user is able to skip the 2 last steps of this wizard for later. More
specifically, since the definition of the references of the model and the information about the
categorkation are not so critical for the execution of the model, the aforementioned steps could be
skipped.
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The screenshots of the different steps regarding the aforementioned wizard are preserfigdries
7-11.

Wizard for storing a new model

Parameters Files Model categorization References

Each model/tool has basic descriptive information that uniquely defines it and differentiates it from other models and

tools. This wizard step is about providing basic information related to your new model(title, description, comments, etc.).

Heads up! Please be aware that in this step you have to provide a unique name for your new model.

Title: |Type the name of the model/tool.

Type the textual description of the
model/tool.

Description:

Figure7: The frst step of the wizard. The user provides the basic information of the new model (title,
description, etc.)

Model Files  Model categorization References

This step is about associating each model/tool with a set of parameters. Since the models are treated as generic stubs
which have entry and exit points, each model/tool has various parameters, serving as input or output parameters. Logical

compatibilities between connected parameters must be taken into account along with the aspect of units, in order to
avoid inconsistencies between the connected models/tools.

Heads up! Please be aware that in this step you have to provide a unigque name for each parameter of this model.
Furthermore, the field related to the parameter name should not be empty.

Name: ‘Type the name of the parameter

Type textual description of the parameter.

Description:

Figure8: The £condstep of the wiard. The user providesmformation regarding the parameter®f the new
model (title, deription, units, data rangegtc.)
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Type textual description of what this file
represents.

Description:

Type of file: document

License: [Type the license associated with this file

Comment: [Type any comments for this file

Engine: [Type suitable engine for executing this file

Browse for the file: = Avaitnon... Aesv sniAéxBnke apyeio.

© Add one more file © Remove file

4= Previous Next =

Figure 9: The hird step of the wizard. The user uploads fileselated to the new model (source code,
executables, documentation, etc.)

Perspective VII is about the generic cancer biology - clinically driven character of the modelling approach.
@ I want right now to categorize my new model based on Perspective VII.

Choose a category for Perspective VII: generic cancer biology -

Perspective VIII is about the order of addressing different spatial scales.
g I want right now to categorize my new model based on Perspective VIII.

o bottom-up

Choose categories for Perspective VIII: o middle-out
O top-down

Perspective IX is about the order of addressing different temporal scales.
o I want right now to categorize my new model based on Perspective IX.

Perspective X is about the mechanistic - statistical character of the modelling approach.

o I want riaht now to cateaorize mv new model based on Perspective X.
Figurel0: The burth step of the wizard.The user categorizes the new model based on the 13 Perspectives
that have been defined within CHIC
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Each model/tool may be associated with a set of references which provide direct or indirect links to additional material,
extending in this way the knowledge base related to the specific model/tool.

= Skip this step

Heads up! You can skip this step if you want. But if you want to link your model with references, please be aware
that the "Title" fields should be unique and not empty.

Title: |Type the name given to the resource

Type: | book v

Creator: |Type the creator of the resource (author)

Date of formal issuance: |--- \ --- - |--- \

Bibliographic citation: |Type the bibliographic citation of the resource.

Is part of: |Type the related resource that this resource is part of.

|Type the related resource from which this

Figurell: The ffth step of the wizard: The user provides information about the references that are related
to the new model (journal articles, conference proceedings, etc.)

As shownin figures 711, all the information regarding the new model can be provided through a
single page which consists of different tabs (one tab for each wizard step). After theigmayfisall

the data of the new model, the corresponding information will be stored in the MySQL database of
the Model Repository. The information related to the categorization of the new model will be stored
both in the relational MySQL database and to @idIC triplestore in the form of triples, as described

in chapter 4.5As shownin figure 12,m case of invalidity concerning the input data of themghe
Model Repository notifiethe user accordingly with error messages in the corresponding taldseof t
page.

Wizard for storing a new model

Invalid input data! The data you submitted is invalid! Please check each tab to see the errors and then resubmit the
form.

Model Parameters Files Model categorization

Each model/tool may be associated with a set of references which provide direct or indirect links to additional material,
extending in this way the knowledge base related to the specific model/tool.

= Skip this step

Invalid input data! The data you submitted for the references is invalid, because you have not provided a title for
all references..

Title: [Type the name given to the resource

Figurel2: The wizard informs the user about the invalidity of the data when submitting the form
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4.3.2 Browsing and filtering the content of Model and Tool Repository

Apart from the wiard thathas been developed in order facilitate the storing procedure of a new
model, the user is also able through the Model Repository to browse or even update the available
models and their related information (parameters, categorization, references, files, etc.). Based on
the feedback reeived mainly from some modelling partners (WP6), the user interface of the Model
Repository has been improved and now the user is able to view the content of the Repository in a
more elegant wayln addition to the advance concerning the graphics andillustration of the
corresponding web pages, the new desams to facilitate the interactions between the Repository
and the userin a way thatcommon tasks and activities can be accomplished easily and efficiently.
For instance, if required, the userable to view in the same page all the information related to a
specific model (parameters, categorization, etc.). Moreover, sincdilteeing of the models based

on their categorization is now feasible through the Reposittrg,user can easily and tastly view

the models of his choice without browsing the full content of the database.

A screenshot of the content of the Model Repository is presentetigire 13.As shownn the
aforementioned figure, theavailable models are rendered by using tab#&®l panels The basic
information of each moddunique identifier, name of the executable, description, eigavailable in

the corresponding tabland pagination is being used in order to browse all the modesshown in

the screenshot of figure 13he Model Repository displays the descriptive information of the models
named Wilms Oncosimulator, Nephroblastoma phenomenological hypermodel and Lung
Oncosimulator. Detailed information concerning the aforementioned models can be found in the

deliverables5 c ®o aLYyAGALf {GFYyRIBIRATI SR /FyOSNI |1 &@LISNY¥2RS
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ICCS Wilms Oncosimulator

Choose action for this model ~

String
consisted
of
flag-value Name of the Strongly Semantic Created Modified
ID UUID Description Comments Version pairs executable coupled information URL on on
50 04e3c5aa- The model ./wilms_oncosimulator Yes https://mr.chic-vph.eu Dec. 28, Jan. 22,
ad45-11e5- simulates the /binfoncosimulator /metadata#04e3c5aa- 2015, 2016,
bd32-fal63e092aac spatiotemporal ad45-11e5- 11:26 11:56
response of bd32-fal63e092aac a.m. p.m.
wilms cancer to
combinated
chemotherapy

treatment with
the regimens
Vincristine and
Actinomycin.
Based on
discrete time
and space
stochastic
cellular
automata

Nephroblastoma phenomenological hypermodel

Choose action for this model

String
consisted
of Name of
flag-value the Strongly Semantic information Created Modified
ID UUID Description Comments Version pairs executable coupled URL on on
60 42acaal8- Phenomenological No https://mr.chic-vph.eu Jan. 21, Jan. 21,
c052-11e5- hypermodel /metadata#42acaal8- 2016, 2016,
bafa-fal63e092aac c052-11e5- 5:18 6:36 p.m.
bafa-falé3e092aac p.m.
ICCS: Lung Oncosimulator
Choose action for this model ~
String
consisted
of Name of
flag-value the Strongly Semantic information Created Modified
ID UUuIiD Description Comments Version pairs executable coupled URL on on
16 db6d173c- Simulation model of None None None https://mr.chic-vph.eu July 2, July 7,
ad7c-11e5-8761- lung tumor growth /metadata#db6d173c- 2015, 2015,
fal63e092aac and response to ad7c-11e5-8761- 4:34 2:10 a.m.
treatment(chemo + fal63e092aac p.m.

radio)

Figurel3: Ascreenshot ofpart of the content of the ModelRepository

Apart frombrowsing the available models, the user is also able through the same page to perform
some actions on the desired model. For instance, they are able to delete the model, view the
parameters of the model, view the categorization of tim@del, update the parametersetc. Figure
14 presents all the available actions that can be applied to a model, after pressing the button
G/ K22a$S | O0A 2 dndfig@edspiekehshowir#oRn@tior related tothe parameters of

the model namedit: I & Odzf | G dzZNBE a2 RSt ¢ Oly 6S NBYRSNBR Ay

user requestJust like the parameters of a model, different types of information (Perspective values,
files, model basic description, etc.) may be displayed below the tableahbdel.

Page35of 195



g\}u[ajdp

CHIC

Computational Horizons i

Grant Agreement nd500841

D8.4¢ Reporton the final system

Choose action for this model »

Crear the additional information below model's table

ICCS: Lung Oncosimulator

String
Delete this model consisted
of Name of
Clone this model . fla_g-value the Strongly Semantic information Created Modified
nts Version pairs executable coupled URL on on
Show me the parameters of this model None None None https://mr.chic-vph.eu July 2, July 7,
Show me the references of this model J/metadata#db6d173c- 2015, 2015,
Show me the files of this model ad7c-11e5-8761- 4:34 2:10 a.m.
. fal63e092aac p.m.
Show me the values of the perspectives for this model
Update model's basic information
Figurel4: The user can applspnanyactions to a mode(view the parameters, view the files, etc.)
UOXF: Vasculature Model
Choose action for this model -
String
consisted of Name of the Strongly Created Modified
ID UUID Description C Version flag-value pairs bl led ic i ion URL on on
17 dbed1a6f- Model for transport None None None https://mr.chic-vph.eu July 3, None
ad7c-11e5-8761- and growth in the /metadata#db6d1a6f- 2015, 5:01
fal63e092aac vasculature. ad7c-11e5-8761-fal63e092aac p.m.
Parameters of the model: UOXF: Vasculature Model
© Add one more parameter for this model
Flag used
to read
static
Data input Data Default Is Is Is
Action ID UUID Name Description type Unit parameter range value mandatory output static

160 1b7a7952-
ad7d-11e5-8761-
fa163e092aac

Action ~ run_standalone

Whether to
run the
model in
standalone
mode or
coupled using
muscle. 1:
standalone 0:
coupled

number none None

0,1 1 Yes Ne Yes

Figurel5: The parameters of the model named "UOXFL: Vasculature Model" are being displagiedvithe
model, after the corresponding user request

In addition to thedepiction of the database content in a udeiendly way, the Model Repository also

facilitatesthe updatingprocessof the information related to modelsThisworkflow is depicted in

figures 16 and 1More ecifically, as shown in figure 1fhe user is able to update a parameter of

i KS andab ia 2eyulthéy! wilDBRd- rédBectéd Ko &
the corresponding submissionage, which is depicted in figure 10f course, the exact same
procedure can be applied for the updating of the information related to Perspective values,

I Y2RSf oeé

references, files, etc.

LINBaaAy3
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ICCS: Lung Oncosimulator

Choose action for this model ~

String

consisted of
flag-value Name of the Strongly Created Modified
ID UUID Description Comments Version pairs executable coupled Semantic information URL on on
16 dbédi73c- Simulation model of lung None None None https://mr.chic-vph.eu July 2, July 7,
ad7c-11e5-8761- tumor growth and response /metadata#db6d173c- 2015, 4:34 2015, 2:10
fal63e092aac to treatment(chemo + ad7c-11e5-8761-fal63e092aac p.m. a.m.
radio)
Parameters of the model: ICCS: Lung Oncosimulator
© Add one more parameter for this model
Data Flag used to read static
Action ID UUID Name Description type Unit input parameter Data range Default vi
Action 47 1b79efd2- cell_cycle_time Cell cycle number h --cell_cycle_time 18-134 40
ad7d-11e5-8761- duration of
Update this parameter 2092aac stem and LIMP
Delete this parameter 3D
phase not
included)
Action « 49 1b79f29¢- GO_time Dormant (GO)  number h --G0_time 90-1200 168
ad7d-11e5-8761- phase duration
fal63e092aac of stem and
LIMP cells

Figure16: The user is going to update the paraater "cell_cycle_time" which belongs to the model "Lung
Oncosimulator"

PO,

CHIC

Computational Horizons in Cancer

Choose the name of the model with which this parameter is associated: 1CCS: Lung Oncosimulator

Choose the name of the parameter: cell_cycle_time -
Name: cell_cycle_time
Universally unique identifier of the parameter: 1b79efd2-ad7d-11e5-8761-fal63e092aac

Cell cycle duration of stem and LIMP cells
(G0 phase not included)

Description:

Data type: number ~
Unit: h
Flag used to read static input parameter: --cell_cycle_time
18-134 |

Figure17: The user is redirected to a submission page, in order to update the information related to the
parameter "cell_cycle time"

Finally, since theaumber of the available models stored in the Model Repository mpgn fromtens
to thousands, the filtering of the models is a necessity. In respect to figisre 18 presents a
screenshot of the page related to the filtering of the models based on their categorizat®n.
RSAONAROSR Ay (i K&HICR aricer @&@ripdneént Bodeds:Simitidd iTested Vetsidins
aforementioned categorization constitutes a metamdidg description of the corresponding model
based on the CHIC 13 perspective appro@chshown irl8, the filtering of the models is based on
the different categories selected by the user for each Perspedtgeinstance, the selection of the
OF 6 SAILNBrA®E F2NJ t SNALISOUAGPS LL ¢gAft NBadz
the manifestation of life is of kind atomic.
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You can filter the available models based on the 13 perspectives that have been defined within the CHIC project.

= I want to filter the models.

Perspective I is about the Tumour-affected normal tissue modelling.
o I want to filter the available models based on Perspective I.

Perspective II is about the spatial scale(s) of the manifestation of life.

= I want to filter the available models based on Perspective II.

0 atomic

O molecular

O cellular

O tissue
Choose categories for Perspective II:

0 organ

O body system

O organism

U population

Figure18: The user is able to filter the available models based on their categorizatiod their Perspective
values

4.4 Model and Tool Repository web services

The Model and Tooldpository makes use of RESTful web services which are based on the entity
relationship diagram depicted in figure @hapter 3.2) The web services of the Model Reposjt are

mainly based orthe interffal0Sa RSaAONAK O SR A DdRifrt of & Nithéstrebion & 5 mn
LI FGF2NXT NBfFGSR O02YLRySyida YR AYGSNFIFOSaséod ¢
information which is essential in order for the client t@®Saa GKS Y2RStkdG22t NJ
services. The description of the web service, the HTTP method used, the parameters of the service,

the URL and the returned object of the service are all described in the following tables. Each table is
related to a spcific RESTful web servidéven though the documentation of most of these web
ASNPAOSa Kla I|tNBFRe 0SSy LINBaSyaSR Ay da5ydoY
wWSLR2aAG2NASEaEs Al KI athenSrbtyis dRigehldRiScRthisiddcunentds2 A y Of
considered to be the final report of the CHIC repositoriesrddwoer,this chapter incorporateall the

changes andhe updatesthat took placeregarding the Model Repository web services, since the
submission of the deliverable D8.3. Tinest significant change that took place is the replacement of

external IP of the Model Reposito(§39.91.21027p A 1 K (G KS R2 Yl ALIKYISYHE & KNID
has beerreserved from partner Euricét must be noted that the progress of the CHIC project, the

evolution of its individual components as well as the eventual overall expansion of the CHIC platform

may pose new requirements for the creation of supplementary web services that will make the

Model Repository more comprehensive.

Model/Tool

The following web services (tables 2 7) should be used whenever the client needs to store,
retrieve or delete descriptive information (title, description, comments) of the model/tool.
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Table2: Information for calling storeTool web service

storeTool n

Description This method stores the basic descriptive information of
model/tool and returns the id

URL https://mr.chic-vph.eumodel_app/storeTool
Encoding application/xwww-form-urlencoded
HTTP Method POST
Parameters passed through title= Required - Title of the
request body model/tool
description= Not required ¢ Description of

the model/tool

comment= Not required ¢ Comments o
the model/tool

version= Required ¢ version of the
model/tool (version should b
in the format X.Xvhere X is ai

integer)
semtype= Not required¢ url representing
semantic information about thi
model/tool
extra_parameters= Not required ¢ string consisteq

of flagvalue pairs that shoul
be included in the comman
line argument list of the model

executable_path= Not requiredg The relative path
of the executable inside th
compressed package

Returns 200 OK & JSON object

400 http status code if bad request

401 http status code If no SAML token inside HTTP heade
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403 http status code if SAMbken not verified

500 http status code if internal server error

HTTP Header

Name: Authorization Value: SAML auth=<Base {
encoded compressed SAN
token>

Example Response

The JSON object returned by method storeTool has one key, named id, and one value which i
associated with this key.

Table3: Information for calling getAllTools web service

getAllTools n

Description

This method returns all thenodels/tools and the correspondir
descriptive information stored id, wuuid, title, description,
comment, version, semtypeexecutable_path, extra_paramete
strongly_coupledl It returns null when no model/tool stored in th
repository.

URL

https://mr.chic-vph.euUmodel_app/getAllTools

Encoding

application/xwww-form-urlencoded

HTTP Method

GET

Parameters

No parameters required

Returns

200 OK & JSON object

400 http status code if bad request

401 http status code if no SAML token inside HTTP heade

403 http status code if SAML token not verified

500 http status code if internal server error

HTTP Header

Name:Authorization Value: SAML auth=<Base ¢
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encoded
token>

compressed  SAN

Json Response

The keys of the JSON object returned by metlgetAllTools are as many as the differs
models/tools stored in the model/tool repository. Each value associated with a specific
represented by a nested JSON object. Each key of the aforemenii@stéed JSON objeakepresents
the column nameof mr_tool entity (see figure Band each value of thisested objectrepresents thg

information of thecorrespondingcolumn

Table4: Information for calling getToolByld web service

getToolByld n
Description This method returns thelescriptive information stored under th
id (uuid, title, description, comment, version, semtyg
strongly_coupled, executable path, extra_parameleend null
when not existing
URL https://mr.chic-vph.edmodel_app/getToolByld
Encoding application/xwww-form-urlencoded

HTTP Method

GET

Parameter (parameter shoul
be passed through the URL
query string parameter)

id=

Requiredc Id of the model/tool

Returns

200 OK & JSON object

400 http status code if bad request

401 http status code if no SAMidken inside HTTP header

403 http status code if SAML token not verified

500 http status code if internal server error

HTTP Header

Name:Authorization

Value: SAML auth=<Base ¢
encoded compressed SAN
token>
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Json Response

The JSON object returnday method getToolByld has thirtedteys named titlepyuid, description,
comment, version,strongly_coupled, extra_parameters, executable_patbmtype, created_on,
created_by, modified_onrad modified_by, and thirteemalues associated with those keys.

Table5: Information for calling getToolByParameterideb service

getToolByParameterld n

Description This method returns the descriptive information of the model/t
(mr_tool table) to which the given parameter belongs.

URL https://mr.chic-vph.eu/model_app/getToolByParameterld
Encoding application/xwww-form-urlencoded
HTTP Method GET
Parameter (parameter shoul id= Required ¢ id of the giver
be passed through the URL parameter
query string parameter)

Returns 200 OK &JISON object

400 http status code if bad request

401 http status code if no SAML token inside HTTP heade

403 http status code if SAML token not verified

500 http status code if internal server error

HTTP Header Name:Authorization Value: SAML auth=<Base {
encoded compressed SAN
token>

Json Response

The JSON object returndny method getToolByParameterkas fourteenkeys namedd, uuid, title
description, comment, versionstrongly coupled, extra_parameters, executable pasemtype,
created_on, created by, modified_oma& modified_by, and fourteemalues associated with thos
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keys.

Table6: Information for calling getToolByUuidveb service

getToolByUuid

Description This method returns the descriptive information stored under
uuid (id, title, description, comment, version, semtyg
strongly_coupled, executable path, extra_parameleend null
when not existing

URL https://mr.chic-vph.eu/model_app/getToolByUuid

Encoding application/xwww-form-urlencoded

HTTP Method GET
Parameter (parameter shoul uuid= Required ¢ uuid of the
be passed through the URL model/tool

query string parameter)

Returns

200 OK & JSON object

400 http status code if bad request

401 http status code if no SAML token inside HTTP header

403 http status code if SAML token not verified

500 http status code if internal server error

HTTP Header

Name:Authorization

Value: SAML auth=<Base ¢
encoded compressed SAN
token>

Json Response

The JSON object returndsy method getToolByUuid has thirtedeys namedd, title, description,
comment, version,strongly_coupled, extra_parameters, executable_patbmtype, created_on,
created_by, modified_onrad modified_by, and thirteemalues asociated with those keys.
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Table7: Information for calling deleteToolByld web service

deleteToolByld n

Description This method deletes the descriptive information, the files,
parameters, and property values of a model/tool.

URL https://mr.chic-vph.edUmodel_app/deleteToolByld
Encoding application/xwww-form-urlencoded
HTTP Method DELETE
PARAMETER (parameter sho id= Requiredg id of model/tool

be passed through the URL
query string parameter)

Returns 200 OK ifmodel/tool has been deleted

400 http status code if bad request

401 http status code if no SAML token inside HTTP heade

403 http status code if SAML token not verified

500 http status code if internal server error

HTTP Header Name:Authorization Value: SAML auth=<Base ¢
encoded compressed SAN
token>

Parameter

The following web services (tables-83) should be used whenever the client needs to store,
retrieve or delete information related to parameters (name, description, data_type, datange,
etc.).

Table8: Information for calling storeParameter web service

storeParameter n

Description This method stores the parameter information of a tool 4
returns the id
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URL

https://mr.chic-vph.edUmodel_app/storeParameter

Encoding

application/xwww-form-urlencoded

HTTP Method

PARAMETERS (paramet
passed through request body)

POST
tool_id= Required- id of the tool to which
the parameter belongs
name= Required ¢ name of the
parameter
description= Not Required¢ description of
the parameter
data_type= Required ¢ the type of the
parameter (number, string, file)
unit= Not Required ¢ the units in
which  the  parameter i
represented (only applicable
the parameter is a number)
data_range= Required ¢ Data rangeof the

parameter

9 Discrete values exampl
valuel,value2,value3

T Min value example: -3

1 Max value example:10

T Min max values
example 3-5

default_value=

Requiredg the value that will be
used if a parameter value is n
provided to the tool

is_mandatory=

Requiredg 1 if the parameter is
mandatory, O if it is optional

is_output= Required¢ 1 if the parameter is
output, 0 if it is input
is_static= Requiredq 1if the parameter is
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static, 0O if it is dynamic

comment= Not Required; commentson the
parameter
semtype= Not required ¢ url representing
semantic information about thi
parameter
flag= Not required ¢ the flag which

accompanies the parameter
the command line argument list

Returns

200 OK & JSON object *

400 http status codé bad request

401 http status code if no SAML token inside HTTP heade

403 http status code if SAML token not verified

500 http status code if internal server error

HTTP Header

Name:Authorization

Value: SAML auth=Base 64
encoded compressed SAN
token>

Json Response

The JSON object returned by method storeParameter has one key, named id, and one veliues
associated with this key.

Table9: Information for calling deleteParameter webervice

deleteParameter

Description This method deletes a certain parameter
URL https://mr.chic-vph.edUmodel_app/deleteParameter
Encoding application/xwww-form-urlencoded

Page46 of 195



g\}o[ﬁ]dp

C H I C Grant Agreement nc600841

D8.4¢ Reporton the final system

HTTP method

Delete

PARAMETER (parameter sho
be passed through the URL
query string parameter)

id= Requiredc id of the parameter

Returns

200 OK if parameter has been deleted

400 http status code if bad request

401 http status code if no SAML token inside HTTP heade

403 http status code if SAML token not verified

500 http status code if internal server error

HTTP Header

Name:Authorization Value: SAML auth=<Base ¢
encoded compressed SAN
token>

Table10: Information for calling getParametersByToolld web service

getParametersByToolld n
Description This method returns the information of all the parameters o
given tool
URL https://mr.chic-vph.edUmodel_app/getParametersByToolld
Encoding application/xwww-form-urlencoded
HTTP Method GET
PARAMETER (parame tool_id= Requiredg the id of the tool to

should be passed througthe
URLg query string parameter

which the parameters belong

Returns

200 OK & JSON object

400 http status code if bad request

401 http status code if no SAML token inside HTTP heade
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403 http status code IBAML token not verified

500 http status code if internal server error

HTTP Header

Name:Authorization Value: SAML auth=<Base {
encoded compressed SAN
token>

Json Response

The keys of the JSON obiject returned by method getParametersByToolldraemass the differen
parameters belonging to the tool. Each value associated with a specific key is representd
nested JSON object. Each key of the aforementioned nested JSON object represents the
name of the m_parameter entity (sedigure 3 and each value of the nested JSON object repres
the information of thecorrespondingcolumn.

getParameteByld n
Description This method returns the descriptive information of the parame
stored under the given id (mr_parameter table).
URL https://mr.chic-vph.eu/model_app/getParamet@&yld
Encoding application/xwww-form-urlencoded

HTTP Method

GET

Parameter (parameter shoul
be passed through the URL
query string parameter)

id= Required ¢ id of the given

parameter

Returns

200 OK & JSOdbject

400 http status code if bad request

401 http status code if no SAML token inside HTTP heade

403 http status code if SAML token not verified

500 http status code if internal server error

HTTP Header

Name:Authorization Value: SAML auth=Base 64
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encoded
token>

compressed SAN

Json Response

The Json object returned by method getParameterByld has eighteen keys named tool,
description, data_type, unit, flag, uuid, data_range, default_value, is_mandatory, is_output, is |
comment, semtype, created_on, created_by, modified_on, modified_by and eighteen v

associated with those keys.

Tablell: Information for calling getMandatoryParametersByToolld web service

getMandatoryParametersByToolld

Description This method returns the information of the mandatory parameter;
a given tool
URL https://mr.chic-
vph.eUmodel_app/getMandatoryParametersByToolld
Encoding application/xwww-form-urlencoded

HTTP Method

GET

PARAMETER (parame
should be passed throug
the URL ¢ query string
parameter

tool_id=

Required- the id of the tool to
which the mandatory parameter
belong

Returns

200 OK & JSON object

400 http status code if bad request

401 http status code if no SAML token inside HTTP header

403 httpstatus code if SAML token not verified

500 http status code if internal server error

HTTP Header

Name:Authorization

Value: SAML auth=<Base ¢
encoded compressed  SAN
token>
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Json Response

The keys of the JSON object returned by methgetMandatoryParametersByToolld are as many
the different mandatory parameters belonging to the tool. Each value associated with a spec

is represented by a nested

represents the colum name of the m_parameter entity (see figure)3and each value of the nest¢
JSON object represents the information of tegrespondingcolumn.

JSON object. Each key of the aforementioned nested JSO

Table12: Information for calling getinputParametersByToolld web service

getinputParametersByToolld

Description This method returns the information of the input parameters g
given tool
URL https://mr.chic-vph.edUmodel_app/getinputParametersByToolld
Encoding application/xwww-form-urlencoded

HTTP Method

PARAMETER  (parameter
should be passed through th
URLg query string parameter

GET
tool_id= Requiredg the id of the tool to
which the input parameter
belong

Returns

200 OK & JSON object

400 http status code if bad request

401 http status code if no SAML tokside HTTP header

403 http status code if SAML token not verified

500 http status code if internal server error

HTTP Header

Name:Authorization Value: SAML auth=<Base ¢
encoded compressed SAN
token>

Json Response

The keys of the JSON object returned by method getinputParametersByToolld are as man
different input parameters belonging to the tool. Each value associated with a specific
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represented by a nested JSON object. Each key of the aforementi@séed JSON object represe

the column name of the m parameer entity (see figure Band each value of the nested JSON ol
represents the information of theorrespondingcolumn.

Table13: Information for callinggetOutputParametersByToolld web service

getOutputParametersByToolld n
Description This method returns the information of the output parameters @
given tool
URL https://mr.chic-vph.edUmodel_app/getOutputParametersByTooll
Encoding application/xwww-form-urlencoded
HTTP Method GET
PARAMETER (parame tool_id= Requiredg the id of the tool to
should be passed through th which the output parameter
URL¢ query string parameter belong

Returns

200 OK & JSON object

400 http status code if bad request

401 http status code if no SAML token inside HTTP header

403 http status code if SAML token not verified

500 http status code if internal server error

HTTP Header

Name:Authorization Value: SAML auth=<Base {
encoded compressed SAN
token>

JsonResponse

The keys of the JSON object returned by method getOutputParametersByToolld are as man
different output parameters belonging to the tool. Each value associated with a specific
represented by a nested JSON object. Each key of theraémtioned nested JSON object repress
the column name of the m parameer entity (see figure Band each value of the nested JSON ol
represents the information of theorrespondingcolumn.
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Property

The following web services (tab$e1420) should be used whenever the client needs to store,
retrieve or delete information related to propertiegperspectives)property hame, property value,

property description, property comments).

Table14: Information for calling storePropdy web service

storeProperty

Description This method stores the basic descriptive information of a prop
(perspectivelnd returns the id
URL https://mr.chic-vph.eUmodel_app/storeProperty
Encoding application/xwww-form-urlencoded

HTTP Method

POST

PARAMETERS (paramet name= Required ¢ the name of thg
passed through request body) property
description= Not required ¢ description off
the property
comment= Not required ¢ comments on
the property
semtype= Not required¢ url representing

semantic information about thi
property

Returns

200 OK & JSON object

400 http status code if bad request

401 http status code if no SAML token inside HTTP heade

403 http status code if SAML token not verified

500 http status code if internaerver error

HTTP Header

Name:Authorization

Value: SAML auth=<Base ¢
encoded compressed SAN
token>
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Json Response

The JSON object returned by method storeProperty has one key, named id, and one value
associated with this key.

Table15: Information for calling getAllProperties web service

getAllProperties n
Description This method returns all the propertie§perspectives)and the
corresponding descriptive information stored (id, nan
description, comment, setyipe)
URL https://mr.chic-vph.edmodel_app/getAllProperties
Encoding application/ xwww-form-urlencoded

HTTP Method

GET

PARAMETERS

No parameters required

Returns

200 OK & JSON object

400 http status code if bad request

401 http status code if n8AML token inside HTTP header

403 http status code if SAML token not verified

500 http status code if internal server error

HTTP Header

Name:Authorization Value: SAML auth=<Base {
encoded compressed SAN
token>

Json Response

The keys of the JSOdbject returned by method getAllProperties are as many as the diffe
properties (perspective} stored in the model/tool repository. Each value associated with a sps
key is represented by a nested JSON object. Each key of the aforementioned r&Stddljec
represents the column name of the mr_property entity (see iig8) and each value of the nests
JSON object represents the information of ttwrespondingcolumn.
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Tablel6: Information for calling getPropertyByld webervice

getPropertyByld

Description This method returns the descriptive information stored under
property (perspective)d (hame, description, comment)
URL https://mr.chic-vph.eumodel_app/getPropertyByld
Encoding application/xwww-form-urlencoded

HTTP Method

GET

PARAMETER (parameter shqg
be passed through the URL
query string parameter)

id= Required ¢ the

property

id of the

Returns

200 OK & JSON object

400 http status code if bad request

401 http status code if no SAML token insiiIETP header

403 http status code if SAML token not verified

500 http status code if internal server error

HTTP Header

Name:Authorization Value: SAML auth=<Base {
encoded compressed SAN
token>

Json Response

The JSON object returned by methgétPropertyByld has four keys named name, descrip
comment, semtype, and four values associated with those keys.

Tablel7: Information for calling storePropertyValue web service

storePropertyValue

Description

This method stores the value of a property for a tool and rety
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the id
URL https://mr.chic-vph.edUmodel_app/storePropertyValue
Encoding application/xwww-form-urlencoded
HTTP Method POST
PARAMETERS (paramet tool_id= Reyuired ¢ the id of the tool
passed through request body
property_id= Required ¢ the id of the
property
value= Required ¢ the value of theg
property
Returns 200 OK & JSON object

400 http status code if bad request

401 http status code if no SAML token inside HTTP heade

403 http status code if SAML token not verified

500 http status code if internal server error

HTTP Header Name:Authorization

Value: SAML auth=<Base ¢
encoded compressed SAN
token>

Json Response

The JSON object returned by method storePropertyValue has one key, named id, and on

which is associated with this key.

Table18: Information for calling deletePropertyValue web service

deletePropertyValue

Description This method deletes the property value for a certain tool

URL https://mr.chic-vph.edUmodel_app/deletePropertyValue
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Encoding

application/xwww-form-urlencoded

HTTP Method

DELETE

PARAMETER (parame
should be passed through tt
URLg query stringparameter)

id=

Requiredg the id of the recorg
which holds the property value]

Returns

200 OK if property value has been deleted

400 http status code if bad request

401 http status code if no SAML token inside HTTP headet

403 http status code if SAMbken not verified

500 http status code if internal server error

HTTP Header

Name:Authorization

Value: SAML auth=<Base ¢
encoded compressed SAN
token>

Tablel9: Information for calling getPropertyValuesByToolld web service

getPropertyValuesByToolld

Description This method retrieves all the proper{perspective); value pairs fo
a given tool
URL https://mr.chic-vph.eumodel_app/getPropertyValuesByToolld
Encoding application/xwww-form-urlencoded

HTTP Method

GET

PARAMETER (parame
should be passed through th
URLg query string parameter)

tool_id=

Required¢ the id of the tool
with which the propertyg value
pairs are associated

Returns

200 OK & JSON object

400 http status code if bad request
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401 httpstatus code if no SAML token inside HTTP header

403 http status code if SAML token not verified

500 http status code if internal server error

HTTP Header

Name:Authorization Value: SAML auth=<Base ¢
encoded compressed SAN
token>

Json Response

The keys of the JSON object returned by method getPropertyValuesByToolld are as many
different properties(perspectivesjhat describe or/and classify the given tool. Each value assoq
with a specific key is represented by a nested JSON objeckeliseof the aforementioned nestg
JSON object are named name, description, comment, value, semtype.

Table20: Information for calling deletePropertyByld web service

deletePropertyByld

Description This method deletes thproperty (perspective) which is associat
with the given id and the corresponding values
URL https://mr.chic-vph.edUmodel_app/deletePropertyByld
Encoding application/ xwww-form-urlencoded

HTTP Method

DELETE

PARAMETER (parame]
should be passedhrough the
URL¢ query string parameter)

id= Required¢ the id of the recorg
g KA OK K2f Ra
descriptive information

Returns

200 OK if property has been deleted

400 http status code if bad request

401 http status code if no SAML token insiiETP header

403 http status code if SAML token not verified
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500 http status code if internal server error

HTTP Header Name:Authorization Value: SAML auth=<Base {
encoded compressed SAN
token>

Reference

The Dllowing web services (tables 223) should be used whenever the client needs to store,
retrieve or delete information related to references (reference title, reference authors, reference
type, etc.).

Table21: Information for calling storeReference web service

storeReference n
Description This method stores information of the reference. The refere
should be associated with a model/tool.
URL https://mr.chic-vph.eUmodel_app/storeReference
Encoding application/xwww-form-urlencoded
HTTP Method POST
PARAMETERS (parameters tool_id= Required¢ the id of the tool
passed through request body) with which the reference i
associated
title= Required ¢ the title of the
reference
type= Required ¢ the type of the
reference (book, journal articlg
etc.)
creator= Requiredg the creator(s) of the
resource
issued= Required- the date of forma
issuance
bibliographic_citation= Not requiredg the bibliographig

Page58of 195



g\}o[ﬁ]dp

C H I C Grant Agreement nc600841

D8.4¢ Reporton the final system

citation of the resource

is_part_of=

Not required ¢ the related
resource that this resource
part of

source=

Not required ¢ the related
resource from which the
described resource is derivd
from

doi=

Not required ¢ digital object
identifier of the resource

pmid=

Not required ¢ the pubmed
identifier

Returns

200 OK & JSON object

400 http statuscode if bad request

401 http status code if no SAML token inside HTTP heade

403 http status code if SAML token not verified

500 http status code if internal server error

HTTP Header

Name:Authorization

Value: SAML auth=Base 64
encoded compressed SAN
token>

Json Response

The JSON object returned by method storeReference has one key, named id, and one value v
associated with this key.

Table22: Information for calling deleteReferenceByldeb service

deleteReferenceByld

Description

This method deletes a specific reference

URL

https://mr.chic-vph.edUmodel_app/deleteReferenceByld
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Encoding application/xwww-form-urlencoded
HTTP Method DELETE
PARAMETER (parame] id= Required ¢ the id of the

should be passethrough the
URLg query string parameter)

reference

Returns 200 OK if reference has been deleted

400 http status code if bad request

401 http status code if no SAML token inside HTTP headet

403 http status code if SAMbken not verified

500 http status code if internal server error

HTTP Header Name:Authorization

Value: SAML auth=<Base ¢
encoded compressed SAN
token>

Table23: Information for calling getReferencesByToolld web service

getReferencesByToolld

Description This method returns all the references of a given tool
URL https://mr.chic-vph.edUmodel_app/getReferencesByToolld
Encoding application/xwww-form-urlencoded
HTTP Method GET
PARAMETER (parame tool_id= Required¢ the id of the tool

should be passethrough the
URLg query string parameter)

with which the references ar
associated

Returns 200 OK & JSON object

400 http status code if bad request
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401 http status code if no SAML token inside HTTP header

403 http status code if SAML token not verified

500 http status code if internal server error

HTTP Header Name:Authorization Value: SAML auth=<Base 64
encoded compressed SAML
token>

Json Response

The keys of the JSON object returned by metgetReferencesByToolld are as many as the diffe
references which are associated with the given tool. Each value associated with a specifi
represented by a nested JSON object. Each key of the aforementioned nested JSON object rg
the columm name of the m _reference entity (see figure)3and each value of the nested JSON ol
represents the information of theorrespondingcolumn.

File

The Dllowing web services (tables 229) should be used whenever the client needs to store,
retrieve or delete information related to files (title of file, description of file, the file itself, etc.).

Table24: Information for calling storeFile web service

storeFile n
Description This method stores the file information and returnhe id
URL https://mr.chic-vph.edmodel_app/storeFile
Encoding Multipart/form -data
HTTP Method POST

PARAMETERS (paramet tool_id= Required¢ the id of the tool|
passed through request body) with which the file is associate

title= Requiredg the title of the file
description= Not required ¢ description of

the file
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kind= Not requiredc defines what this
file is (document, source cod

binary, etc.)
license= Not required ¢ the license

associated with this file

Shalsum= Not required ¢ the shal
checksum of the file

comment= Not required ¢ comments on
the file
engine= Not required¢ the engine that

is suitable for executing this filg

file= Requiredg the actual file (blob

Returns 200 OK & JSON object

400 http status code if bagkquest

401 http status code if no SAML token inside HTTP heade

403 http status code if SAML token not verified

500 http status code if internal server error

HTTP Header Name:Authorization Value: SAML auth=<Base ¢
encoded compressed SAN
token>

Json Response

The JSON object returned by method storeFile has one key, named id, and one value which is
associated with this key.

Table25: Information for calling deleteFile web service

deleteFile n

Description This methoddeletes a certain file
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URL https://mr.chic-vph.edUmodel_app/deleteFile
Encoding application/xwww-form-urlencoded
HTTP Method DELETE
PARAMETER (parameter sho id= Requiredg the id of the file

be passed through the UR{
query string parameter)

Returns

200 OK if file has been deleted

400 http status code if bad request

401 http status code if no SAML token inside HTTP heade

403 http status code if SAML token not verified

500 http status code if internal server error

HTTP Header

Name:Authorization Value: SAML auth=<Base ¢
encoded compressed SAN
token>

Table26: Information for calling getFileByld web service

getFileByld n
Description This method returns the given file (attachment)
URL https://mr.chic-vph.eumodel_app/getFileByld
Encoding application/xwww-form-urlencoded
HTTP Method GET
PARAMETER (parameter sho id= Requiredg the id of the file

be passed through the UR{
query string parameter)

Returns

200 OK & attachment

Page63of 195



g\}o[ﬁ]dp

Computational Horizons in Cancer

Grant Agreement nd500841

D8.4¢ Reporton the final system

(ContentType:
application/forcedownload

400 http status code if bad request

ContentDisposition:
attachment)

401 http status code if no SAML token inside HTTP heade

403 http status code if SAML token not verified

500 http status code ihternal server error

HTTP Header

Name:Authorization

Value: SAML auth=<Base ¢
encoded compressed SAN
token>

Table27: Information for callng getPackageByToolldeb service

getPackageByToolld

Description This method returns the file (attachment)which is of king
"compressed package with binary and dependencies" and be
to the model with id=tool id. This method returns 200 O.K
attachment.
URL https://mr.chic-vph.eu/model_app/getPackageByToolld
Encoding appliation/x-www-form-urlencoded

HTTP Method

GET

PARAMETER (parameter sho
be passed through the UR{
query string parameter)

tool _id=

id of the
which the

Required ¢ the
model/tool to

ocompressed package wi
binary and dependencies
belongs

Returns

200 OK & attachment

(ContentType:
application/forcedownload

400 http status code if bad request

ContentDisposition:
attachment)

401 http status code if no SAML token inside HTTP heade

403 http status code if SAML token not verified

500 httpstatus code if internal server error
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HTTP Header

Name:Authorization

Value: SAML auth=<Base ¢
encoded compressed SAN
token>

Table28: Information for calling getFilesOfKind web service

getFilesOfKind

Description This methodreturns the information of all the files of a speci
kind of a given tool
URL https://mr.chic-vph.eumodel_app/getFilesOfKind
Encoding application/xwww-form-urlencoded

HTTP Method

PARAMETERS (paramet
should be passed through tf

URL¢ querystring parameter)

GET
tool_id= Requiredg the id of the tool
kind= Required - kind of file

(document, source code, binan
etc.)

Returns

200 OK & JSON object

400 http status code if bad request

401 http status code if no SAML token inside HTTP heade

403 http status code if SAML token not verified

500 http status code if internal server error

HTTP Header

Name:Authorization

Value: SAML auth=<Base ¢
encoded compressed SAN
token>

Json Response

The keys of the JSON obiject returned by method getFilesOfKind are as many as the different
specific kind which are associated with the given tool. Each value associated with a specifi
represented by a nested JSON object. Each key afftrementioned nested JSON object repress
the column name othe mr_file entity (see figure)3and each value of the nested JSON ol
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represents the information of theorrespondingcolumn.

Table29: Information for callinggetFilesByToolldveb service

getFilesByToolld n

Description This method returns information (only metadata, not attachme
for all the files that are associated with the given model/tool.

URL https://mr.chic-vph.eumodel_app/getFilesByToolld
Encoding application/xwww-form-urlencoded
HTTP Method GET
PARAMETERS (paramet tool_id= Required¢ the id of the tool|
should be passed through tf with  which the files are
URLc query string parameter) associated
Returns 200 OK & JSON object

400 httpstatus code if bad request

401 http status code if no SAML token inside HTTP heade

403 http status code if SAML token not verified

500 http status code if internal server error

HTTP Header Name:Authorization Value: SAML auth=Base 64
encoded compressed SAN
token>

Json Response

The keys of the JSON object returned by method getFilesByToolld are as many as the diffe
that are associated with the given model/tool. Each value associated with a specific
represental by a nested JSON object. The keys of the aforementioned nested JSON object ars
id, title, description, kind, source, license, shalsum, comment, engine, created on, creat
modified_on, modified_by and 13 values associated with those keys.
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4.5 Integration of Model and Tool Repository with CHIC triplestore

As discussed in chaptedd ! NOKAGSOGdzNE 2F az2RSf FyR ¢22f v
makes use of a MySQL relational database for the persistent storage of information related to
modek. Even though there are many reasons for using a relational datalsasee ofthe meta
information related to models and tools will be converted to RDF triples so as to be stored in the
CHIC triplestore. RDF triples can be applied equally to all stragtusemistructured and
unstructured content. By defining new types and predicates, it is possible to create more expressive
vocabularies within RDF in order to describe information related to models. This expressiveness
enables RDF to define controlled abalaries with exact semanticdzurthermore, triplestores have

the ability to ingest diverse data, providing flexibility with respect to schema changes and mappings.
They also allow for greater freedom, efficient handling of powerful queries and sermfngeseen
information needs. Moreover, they employ intelligent data management solutions which combine

full text search with graph analytics and logical reasoning to produce deep, rich results. The cost for
data integration, management and query definitiss much lower than other approaches. It must be

also noted that these databases (also known as RDF, OWL, or Graph databases) are now widely used
to manage unstructured and structured data in media and publishing, life sciences and financial
services.

Corsequently, the Model and Tool repository has been updated in order to be able to automatically

store into the CHIC RDF triplestore, information related to the categorization of the models. As
ailrGSR Ay GKS 5StA@BSNIofS c¢ ®mling stiatgge$ hidd KidalJ2 Y2 RS
O2YLRYSYyilG Y2RSt&a¢z YIOGKSYFGAOFE FyR O2YLlzil GAZ2Yl
on the perspective from which they are viewed in the basic science context. The definition of the
thirteen perspectives and their inchtive values is included in the aforementioned deliverable.
Consequently, the Model and Tool repository and the CHIC semantics infrastructure make use of a
common RDF mapping configuration file so as to produce a model (a set of RDF triples) based on the
already locally stored relational data. The aforementioned cuméition file maps some of the Model
RSLIZaAl2NEQa RIEGFolasS dFrofSa FyR O2ftdzyya G2 /1L
mapping defines the virtual RDF graph that contains some ofrifeemation from the Model and

¢22f NBLIRaAG2NERQA aé{v[ RIFGFOIFI&S G6KAOK Aa NBfLIl (S
of integration between thevMlodel Repository and the CHIC triplestore, the user is able to categorize

their model by visitig only a single CHIC component. After the submissionf thiza SN & RIF G =
Model B L2 aA (i 2NE QA& NBalLlRyairoAftAade (2 ad2NB GKS Ay¥F?2
020K G2 GKS NBLRaAAG2NERQA NBf Iré Nieypage whire ihe wmdéra S |y
categorizegheir model is shown in figure 19
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pley,,

CHIC

Computational Horizons in Cancer

Choose the name of the model that you want to categorize: \ICCS Wilms Oncosimulator v

Choose the name of the perspective to categorize the model: Perspective V v

Tumour type(s) addressed

Perspective description:

O lung cancer

O glioblastoma
Choose categories for Perspective V: nephroblastoma

U colon cancer

U prostate cancer

Would you like to include your own categories for this perspective?

Categorize the chosen model

Figurel9: The web page where the user categorizes their model

Asshowninfigure ® (KS dzaSNJ OF 1S32NART Sa (GKS Y2RSt aL//{
YIEYSR dac¢dzy2dzNJ G8LJS60a0 FRRNBaaSReéd {AyOS GKS aL/
treatment support system modelling the growth of nephroblastoma tumours, the okecks the

02E AGySLKNRoOoflIad2YFéd | FOSNI LAKAY3I GKS odzidz
corresponding information of this categorization is goiage stored both in the Model épository

and the CHIC semantics infrastructure. The topology of @Ccomponents that handlehe
semantic annotation of the categorization of the models based on the 13 perspectives that have
been defined vithin CHIC, is shown in figure.20
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~——Model and Tool Repository ~

Models =
Ca:egcc::"eza:'cn _EEE ContrO"er % Loader

(ORI

API

CHIC Metadata Store
And
Knowledge Base

User

RDF mapping
configuration
file

- J

Figure20: Topology of theCHIC compeents that hande the semantic annotation of the models

As shown in figure 2Qhe following modules are used for the use case of the semantic annotation of

the models categorization:

T Controller: The controller is the central module of the model repository that consists
many other submodules. It opens the local relational database connection and it handles
web requests and presentation details that the user will see. It also calls the Loader module.

1 Loader: The Loader is in charge of converting MySQL data into RIpErpr values that will
be provided to the CHIC semantics infrastructure web services. It also loads the RDF mapping
configuration file and calls the application programming interfaces of the CHIC metadata
store.

1 RDF mapping configuration fileThis fileincludes the necessary information for mapping
MySQL table and columns of the CHIC model repository to RDF properties, vocabularies and
OWL ontologies of the CHIC metadata store.

1 API: This module consists of all the web annotation services that are eggosm the CHIC
metadata store and are being used, among others, for the semantic annotation of the

Y2RStaQ OFGSIA2NAT A2y D

Table 30presents the result of the semantic annotation of the categorization of the model named
aL//{ 2AfYa hy Ogpeéctiverdzinlthé Bitkof siibfeptadicdgoldect expressions.

The subject denotes the resource, and the predicate denotes traits or aspects of the resource and
expresses a relationship between the subject and the object. The RDF stasciim&t are inalded in

table 30represent the following knowledge base:
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1 The CHIC resource with the URtps://mr.chic-vph.eu/metadata#04e3c5aad4511e5
bd32-fal63e092aac represents a CHIC hypomodel.

1 ¢KS I F2NBYSYG2ySR /1 L/ KeLhYDRSEM YK & (2MNE Yy I Y
1 The aforementioned CHIC hypomodel has the unique identifiée3c5aaad4511e5bd32-
fal63e092aac"

T ¢KS FF2NBYSYGA2ySR /1 L/ KeLRY2RSf | RRNB&aasa
As stated in the fifthow and third column of Table 36K S a b SLIKNR2of Fad2Yl ¢
' WIK G @ LIY K kK LJdZNI ©2 0 2 f A 0 NWhidtEhd2biddh keived fkom tthey humanH ¢ ¢ T @
phenotype ontology.

Table30: The RDF statements that represent the semantic annotation of the categorization of the model

YIEYSR €L/ /{ 2AtYa hyO2airydzZ I G2NE F2NJ LISNBRLISOGA GBS =+
Subject Predicate Object

<https://mr.chic <http://www.chic- "04e3ch5aaad4511e5bd32-

vph.eu/metadata#04e | vph.eu/ontologies/resource#has( fal63e092aac"

3chaaad4511es
bd32fal63e092aac>

HICuuid>

<https://mr.chic
vph.eu/metadata#04e
3c5aaad4511es
bd32fal63e092aac>

<http://www.w3.0rg/1999/02/22-
rdf-syntaxns#type>

<http://www.chic-
vph.eu/ontologies/resource#Model
ChicHypomodel>

<https://mr.chic
vph.eu/metadata#04e
3c5aaad4511es>
bd32fal63e092aac>

<http://www.chic-
vph.eu/ontologies/resource#hasN
ame>

"ICCS Wilms Oncosimulator"

<https://mr.chic-
vph.eu/metadata#04e
3chaaad4511es
bd32fal63e092aac>

<http://www.chic-
vph.eu/ontologies/resource#hasP
ositionIn5>

<http://purl.obolibrary.org/obo/HP_
0002667>

The semantic knowledge baseathhas been described in table ,3Bas been prduced from the

Model Repository and has been stored in the CHIC triplestore in order for the other CHIC client
components, like the editor or the CRAF (Clinical Research Application Framework), to be able to
NEO23yAl S GKS Y2RSt yIYERNEAL/E {IY FYARYEA hKIOR aad Nz
nephroblastoma tumour, and more specifically, according to the human phenotype ontology, the

growth of the neoplasm of the kidney that primarily affects children.

The same procedure can be applied for the setitaannotation of the categorization of any new
model, through the model repository. Nonetheless, since neWlC RDF vocabularies and OWL
ontologies may be incorporated in the future in order to represent new perspective values, the
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upgrade and the maintance of the Model Repository and the CHIC semantics infrastructure is

SaaSyidAalrt Ay 2NRSNI (2 SyadaNBE GKS O2NNBOG YI LILAY 3

and the CHIC RDF schema.

4.6 The Model Repository publishes events to other CHIC compisne
through AMQP Protocol

The Model Repository web services that have been presented in chapter 4.4 can be invoked over the
HTTP protocol by the other CHIC components in order for the Repository content to be accessible by
them. But the aforementioned welservices are not the only way of interaction between the Model
Repository and the other CHIC componempart from waiting for client requests, the Model
Repository publishes events to the other CHIC components whenever its content changesh&
modification of the Model Repository database may have a huge impact on the workflows and the
processes of the other CHIC compongfitgpermodelling Editor, CRAF, VIRF) it has been decided

to always publish events related to Model Repository database changes.

C2NJ GKAaAa O2YYdzyAOlIGA2y>s (GKS a2RSt wSLBthohi 2 NB
implementation of the AMQP protocol (Advanced Message Queuing Protdt@)AMQP protocol
develgped by the oasis open standarasnsortium, provides a platforragnostic method for
ensuring information is safely transported between applications, among organizations, within mobile
infrastructures, and across the Cloud. AMQP ssduin areas as varied as financial, frofftce

trading, ocean observation, transportation, smagtid, computergenerated animation and online
gaming. Many operating systems include AMQP implementations, and many application frameworks
are AMQPaware. MQPcan also bembedded in virtualization infrastructuf@4].

In order for the CHIC components to asynchronously connect to each other through the AMQP
protocol, CHIC makes use of RabbitMQ. With RabbitMQ, messages in CHIC are routed through
exchanges before arriving at queues. In order for the Model Repository to interact with RabbitMQ,
Pika library provides a wrappwahich implements the methods and behaviors éar AMQP Channel.

After the construction of the channel, the Model Repository publishes to the channel with the given
6exchangé,  NR dzi Ay 3y Seé | yR ao02Reé¢d ¢KS aSEOKI y3aSs
that the message was originally published the routing_key is used for routing messages

3

RSLISYRAYI 2y GKS SEOKFY3IS O2yFAIANI GA2Y YR FAYy
messageTable 31 presentd KS & SEOKIF y3S¢ 3¢ NP dzii Koy évanj eSehtéthatlisy R & 0 2

published whenevethe content of the Model Repository changes.
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Table31: Exchange, Routing Key and Body values for events published by the Model Repository

Repository Change Exchange Value Rouring Key Body
Addition of new a Y NE AY2RSt & dluuid of the new
model/tool model/tool
Addition/change/deletion a Y NE GY2RSt & dO|uuid of the model td
of model/tool parameter which the paramete

belongs
Addition/change/deletion a Y NE dAY2RSt & ®O|uuid of the model td
of model/tool reference which the reference i

linked
Addition/deletion of a Y NE dY2RSt & ®O|uuid of the model td
model/tool file which the file belongs
Addition/change/deletion G Y NE Y2 RSt &dO|uuid of the model with
of model perspective which  the  givern
value perspective ig

associated
Deletion of model/tool a Y NE d Y2 RSt & ®R|uuid of the model that

has been deleted
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5 The Clinical data Repository

5.1 Introduction

The clinical data repository will permanently host all the medical data producedli@cted by the

CHIC project. The data provided by the clinical environment will pass througlekification and
(pseudojanonymization processes, as described in the following chapter. Additionally, interfaces
that will allow to import and export theontents of the clinical data repository will be developed. In
GKAa ogle& GKS RIFEGFE OFy 06S adzadlrAySR FFGSNI GKS
exploited continuously within the limits allowed by the legal framework of the project. Therexpo
services that will be created will also assist in this direction, as many of the data sets to be gathered
by the CHIC project will be reusable by future projects. The clinical data repository will contain for
each patient all the relevant medical dateciuding imaging data, clinical data, histological data and
genetic data.

5.2 Data flow and interaction

The intention of the data dw described (Figurel2is to limit the additional workload on the clinical
side, while providing all the relevant informatiomith the data. The trial data collection on the
clinical side is not covered. Once the data is uploaded to the CHIC infrastructure it must b
impossible to know the origirof the data nor any of the patient information without being
authorized to translatehe used pseudonyms by the TTP. A good example for this workflow is a
cryptographic hash functionA cryptographic hash functiois considered pactically impossible to
invert if only the hash value is knowHowever, the same input data will result alvgaiyn the same
hash codeThis one-way concept can be applied to the general workflow for data upload in the CHIC
context.

With this concept in mind, it is straightforward to understand the problems and limitations of the
data upload pipeline. A critical geirement to meet igo keep track of the patient throughout the
anonymization processlherefore, it is necessary that the same pseudonym is used for the same
patient across different file formats. A unique patient identifier will ensure that the repgsito
receiving the data is able to keep the links between datasets obtained from the same patient, even if
the data are uploaded at different time points. The information is critical for the Clatfomph, since

the (hyper)modelsand the other services relon all the information collected on each individual
patient. Another important aspect is the fact that datasets cannot be properly annotated once
uploaded to the CHIC infrastructure, because the data uploader does not know where the dataset is
actually stoed. Due to the pseudonymization requirement, it is necessary to perform the annotation
prior to data upload and to transfer this information together with the data file.

Therefore, the system must find a compromise between the requirements associatdw tdata
protection, limited time available by the clinician to process the data and the informaggassary

to run thein silicotrials in the CHIC infrastructure. The analysis of these constraints resulted in the
following proposition for the data uplabworkflow:

1 A special triapatient-identifier will be used across all the datasets collected on each patient.

1 The datasets will be annotated before upload in a way that ensures a reliable extraction of
the metainformation by the repositories.

1 The semant annotations will be stored in a triplestore (providing generalized search
functionalities) only after retrieval of the meta information by the clinical data repository.
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The general workflow for data upload involves 6 distinct pamibgch are briefly dscribed in Table
32and the geeral workflow is illustrated in Figure 21.

Trial Partner Trial Center Data Manager Trusted Third Party

Related data:

Raw Clinical Data

(CSV, etc) —Transfer— ObTiMA (Pseiz:):fn;?;)tlion) —Upload— Pseudonymization
Export "\
+- Import: T
| \J/ Upload
Imaging Data CRF Import ‘
(DICOM) (CDISC ODM) T ] Clinical Data Repository
Import——— ] Import
Clinical Data, Imaging
(_Eenetic Data Annotations N Data and Genetic Data
(Microarray, etc.) (XmL) linked and annotated
using Ontology Terms

Ontology Terms

Ontology Terms, | RICORDO
|

Ontoloy Service Provide
-LOLS RDF Store Annotatio
_ OWLKB Triplets

Figure21: The general workflow for data upload

The steps required to store clinical data in the CHIC environment, including the related semantic
annotation is the following:

1. The trial partner enters the patient in the trial center which generates the special trial
patient-identifier.

2. The trial partner provides the data to the trial center.

a. The trial partner enters the clinical study data availableaw format into the tool
provided by the trial center (e.g. ObTIMA).

b. The trial partner provides the imaging data to the trial center.
c. The trial partner provides the genetic data to the trial center.
3. The trial center makes sure that the trgdtient-identifier is used accordingly.

a. The trial center exports the study data in standardized for(eag. ObTiMA to CDISC
ODM)

b. The trial center adds the triglatient-identifier to the imaging data and creates the
annotation file.

c. The trial center adds the trigdatient-identifier to the genetic data and creates the
annotation file.

The trial center creates the special file containing annotations and other metadata.
The trial center imports the data in the upload tool.
The upload tool applies the first pseudonyatinn round.

The upload tool uploads the data to the trusted third party.

© N o 0 &

The trusted third party applies the second pseudonymization round.
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9. The trusted third party uploads the data to the data repository.
10. The data repository extracts the annotations andyides them to the triplestore.

Table32: Parties involved in the general workflow for data upload

Party Description

Trial Partner The trial partner conducts the clinical trial and gathers all dat
be stored in the CHIi@frastructure.

Trial Center The trial center coordinates the clinical trial and ensures that
unique triatpatient-identifier is used across all supported 1
formats accordingly.

Data Manager The data manager is responsible to upload compliant gat&ided
by the trial center to the trusted third party after a fir
pseudonymization round.

Trusted Third Party The trusted third party accepts data uploaded by the data man
and uploads it to the data repository after a secd
pseudonymization routh

Data Repository The data repository stores clinical, imaging and genetic (
Related data is linked and annotated with ontology terms.

RICORDO RICRODO provides services to search ontology terms, to
annotation triples, to conducsemantically diven search querie
and to perform automated semantic reasoning.

5.3 Data types and standards

In order to provide efficient anonymization/pseudonymization of the data, standard file format
should be used. This standardization is also important to enatdper extraction of the metadata
information from the files by the clinical data repository and storage of this information in searchable
GFrofSad LY RSSAFINI @FS (KDBy oM L/ NI LR dlrdady2oneRyS 4 ¢
described. InTable 33 the various types of clinical data are listed in combination with the standard
file format used during the general workflow for data upload. The agreement on the file format used
for data exchange clinical information will simplify the developmentpss for all involved parties.

Table33: Data types and standards

Data type Standard
Clinical data (pathological and also outcome) CDISC ODM
Imaging data (posprocessed, segmented, etc.) DICOM, Metalmage, Nifti, Analyz¢
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Genett / Molecular data MINIML

For better understanding it is also important to knowhere the data comes from. In Table B
different sources of the data types are listed. This insight is especially useful for parties not involved
in the workflow prior b the data upload.

Table34: The different sources of the data types

Data type Source

Clinical data ObTiMA éntology-based clinical trial management systgem

Imaging data Local PAC®icture Archiving and Communication System

Genetic / Molecular data Platform specific (e.g. Affymetrix) files as generated by
appropriate equipment

5.4 General Concepts

The clinical data repository is built around the concept of data objeOtgettVersiofy which
constitute the basic componenif the system. These data objects can be any type of image file,
processed data, study data etc. This approach provides a large flexibility to the system in terms of
data formats, datarganization and data exchan{s.

The system has been designed to support versioning. Data uploaded to the system are never deleted,
but multiple versions of an object can be stored in the database. This approach limits problems
associated with accidental deletion of data, while maintaining the flexibility to keep updating data
files. For example, the initial data of the clinical study concerning a patient can be uploaded before
the final examinations. Once the last examinatiors teeen performed, a new version of the file is
uploaded to the system, which enables modellers to have access to the latest information while
keeping the ability to see the history of the modifications.

5.4.1 Linking

Each new dataset can be linked with any objakeady present in the repository. For example
anatomical structures can be segmented out of one or multiple medical images. Linking mechanisms
SyadaNS GKFG |y dzLX 2F RSR aS3avySyidlidAaz2y FAES Aa y2i
also thd the original images used to perform the segmentation task can be identified by the users of

the system. In the case of multimodal image segmentation, this implies that multiple links are
created to relate the segmentation file with each of the mutiddd original images. If available, the

system makes use of the meilaformation stored in the files to automatically generate this linking.

Manual linking is supported as well.
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MR Flair

Figure22: Example of the linking to relate data objés in the clinical data repository for a mukinodal brain
segmentation. In this case, four different MRl image datasets are used for the segmentation of brain
tumours

5.4.2 Annotation and Search

In addition to the imaging and clinical data, each data object lmanannotated with multiple
ontology terms. Initial investigations have been made to integrate an anatomical ontology; the
Foundational Model of Anatomy (FMA®]. The FMA is a symbolic representation of the canonical,
phenotypic structure of an organism; a spas#iuctural ontology of anatomical entities and
relations which form the physical organization of an organism at all salient levels of granularity. The
ontology relies on a triplestore storage system and not in relations or tables. Therefore, a separate
system is used to store the semantic information. Wielsed queries based on SPARRlare used

to retrieve the information from the ontology for annotation and semantic search. The approach is
very flexible and allows to easily include multiple ontologies. In addition to the FMA, additional
ontologies can be includedith the help of the RICORDO system. Based on these annotations it is
possible to conduct semantically driven search queries to find datasets containing the required
anatomical structures or other properties. A detailed description of the semantiotation is
provided in section 5.8f this deliverable.

5.4.3 Validation and Versioning

To ensure a high level of quality to the data stored in the repository, the system supports a multi
step validation process. During the validation process the user can reviemdlexlata extracted

from the data, include additional relevant information and finally publish the data object. Once
published, the new data object is accessible by the other users of the system having the appropriate
permissions.

The objects stored in thdatabase cannot be changed or modified once the validation step has been
completed. However, the modifications to the objects are shown as a new version of the data.
Versioning makes use of &enericObjecta new version of a dataset will have the same
GerericObjectas the ancestor. An example where a new version of the object will be generated
corresponds to the modification in the definition of a clinical study. In case new questions or time
points have been added to the study, a new version of the filehe generated. The clinical study

will have the same unique identifier as the original object, and based on this identifier a new version
can be created. With this approach, the users will still have access to the original data if needed by
their models but the new version will be shown as the current version of the data.
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5.4.4 Data Organization

The system also allows the user to freely organize the data that they are using. To this aim, the user
interface allows the creation of virtual folders to organibe tdatasets. This functionality provides

the user with the flexibility to freely create and organize their personal workspace. Hereby, data
objects are not physically moved or duplicated, but the system creates a reference to the data
object, retaining theoriginal file permission and ownership. For collaborations or other purposes, the
user can share parts of his workspace by changing the permission of his folder accordingly. To
simplify the collaboration within a group, the system provides a default shgreup folder, which is
accessible and manageable by all members of the group.

B Places

& MyData

swieor  CHIC_WPS

W CHIC_WPE
B CHIC_WP9

R MyProjects + Newfolder | (& Rename folder [EVEECYHILE Actions~ Manage selected ~ Display selected =

@sharedFolders CDR.Brain.045Y.M.CT.14.000.dcm @ Eal % Bism el P P 1/2/2016 2:58:24 PM
P niklrl
X Page Navigation

4 Page-Top

“ Page-Bottom

Figure23: The clinical data repository allows each user to freely organize the data into his desired folder
structure for easy access to the data eéed for his research. The structure created by one user can be
directly shared to other ceworkers. Modificationsmade by one user are immediatelyisible in the folder of

the other collaborators. The mechanism should allow efficient collaboration between modellers working on
the same tumour model.

5.5 Auditing

Auditing is an examination of the managemt controls within an riformation technology (IT)
infrastructure. The evaluation of obtained evidence determines if the information systems are
safeguarding assets, maintaining data integrity, and operating effectively to achiedeghied goals

or objectives. In order to track activities by individuabple, systems, accounts or other entities so
called audit trails are required\n audit trail (also called audit log) is a securé@ievant chronological
record, set of records, and/or destination and source of records that provide documentary evidence
of the sequence of activities that have affected at any time a spagifcation, procedure, or event.

5.5.1 Data Model

The clinical data repository makes use of the updatedit data model called XDASM} introduced
in deliverable D5.2. An implementation in C# of the audit data model has been published as open
sourceon the GitHub platform under the MITcénse[9].
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XDASvZEvent
-Source: String
-Initiator: Initiator
-Target: Target
-Observer. Observer K>—
-Action: Action
Initiator Target Observer Action
-Account: Account -Account: Account [ ~~|-Account: Account P _Event Event
-Entity: Enfity -Entity: Entity -Entity: Enfity —=<_4 -SubEvent: SubEvent
-Assertions: Object -Data: Object —< -Log: Log
-Time: Time [
-Qutcome: String
-ExtendedCutcome: String
Account Entity
-Domain: String -SysAddr: String
-Name: String -SysName: String
-ld: Integer -SvcName: String
-SvcComp: String
Event SubEvent Log Time
-Id: String -Name: String -Severity: Integer -Offset: Integer
-Name: String -Priority: Integer -Sequence: Integer
-Carrelationld: String -Facility: Integer -Tolerance: Integer
-Certainty: Integer

-Source: String
-Zone: String

Figure24: The audit data model XDASV2 used by the clinical data repository for auditing.

5.5.2 Architecture

The architecture of the auditing within the clinical data repository has been designed to support
different and multiple audit systems at the same time. As illustrateBigure 25the clinical data
repository relies on the elastic stack. The elasticlstamsists of Filebeat, Logstash, Elasticsearch and
Kibana. All previously listed components are licensed under the Apache License Version 2.0. This
ensures the legal compliance with other dependencies of the clinical data repository.

Development

Clinical Data Repository
CHIC audit system

_ Audit parser
Logstash "] (HTTP endpoint) g

Audit viewer

MongoDB -

Production

Clinical Data Repository
Alternative audit system

Logstash F—— Elasticsearch F—— Kibana

Fil Logstash

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Figure25: The components of the audit systems and the interactions with the clinical data repository

Filebeatis a lightweight, opersource shipper for log file data. As the ngeneration Logstash
Forwarder, Filebeat tails logs and ckly sends this information to Logstash for further parsing and
enrichment or to Elasticsearch for centralized storage and analysis.

Logstashs an opersource data collection engine with refhe pipelining capabilities. Logstash can
dynamically unify da from disparate sources and normalize theadato destinations of choice.
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Elasticsearclis a highly scalable opesource fullitext search and analytics engine. It allows to store,
search, and analyze big volumes of data quickly and in near real ltirsegenerally used as the
underlying engine/technology that powers applications that have complex search features and
requirements.

Kibanais an opersource analytics and visualization platform designed to work with Elasticsdarch.
can be usedo seart, view, and interact with data stored in Elasticsearch indig#gszana makes it
easy toperform advanced data analysis atodvisualize data in a variety of charts, tables, and maps.

5.5.3 Setup on the CDR

The website and API of the clinical data repositony lsa configured independently. For this purpose
the log4net.config files located in the respective bin folder illustrate&igure 26can be modified
according to given requirements and conditions. It is possible to define the location of the log file
which will be processed by Filebeat. Furthermore, the configuration file offers the possibility to
specify the maximum file size and the amount of file backups before starting rotating the log files.

<?xml version ="1.0" encoding ="utf -8" ?>
<configuration>
<configSections>
<section = name="log4net" type ="log4net.Config.Log4NetConfigurationSectionHandler, log4net” />
</configSections>
<log4net>
<appender name="XDASv2RollingFileAppender" type ="log4net.Appender.RollingFileAppender” >
<threshold value ="XDASv2" />
<file  value ="C: \ www VSD Data\ Logs\ Audit \ xdas .txt" />
<appendToFile  value ="true" />
<rollingStyle value ="Size" />
<maxSizeRollBackups value ="10" />
<maximumFileSize = value ="250KB" />

<staticLogFileName value ="true" />
<layout type ="log4net.Layout.PatternLayout" >
<conversionPattern value ="%message%newline" />
</layout>
</appender>
<level>

<name value ="XDASv2" />
<value value ="50000" />

</level>

<root>
<level value ="ALL" />
<appender -ref ref ="XDASv2RollingFileAppender" />

</root>

</log4net>
</configuration>

Figure26: The log4net.config file to configure the clinical data repository auditing

Filebeat can belownloaded from ke official website of elastid 0]. After extracting the content to a
permanent location on the filesystem, Filebeat needs to be configured astdlled as a Windows
service. Filebeat is configured with the help of the filebeat.yml file partly listdeigare 27.The
PowerShell script to install Filebeat as a Windows sersitisteéd in Figure 28.
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Jiii Ht Filebeat #it#tit
filebeat
# List of prospectors to fetch data.
prospectors
# Each - is a prospector. Below are the prospector specific configurations
paths :

- C:\www VSD Data \ Logs\ Audit \ *

document_type : XDASv2

force_close_files : true
HEHHEHHHEHIEHEEHHEH A OUtpUt ST T R
# Configure what outputs to use when sending the data collected by the beat.
# Multiple outputs may be used.
output :

logstash :
hosts : ["localhost:5044"]

Figure27: An excerpt of the file filebeat.yml to configure Filebeat on the clinical data repository

# delete service if it already exists
if (Get-Service filebeat_audit_xdasv2 - ErrorAction SilentlyContinue ) {
$service = Get- WmiObject - Class Win32_Service - Filter "name='filebeat_audit_xdasv2"
$service . StopService ()
Start -Sleep -s
$service . delete ()

}
$workdir = Split - Path $Mylnvocation . MyCommandPath

# create new service
New Service - name filebeat_audit_xdasv2 *
- displayName filebeat_audit_xdasv2 °
- binaryPathName """ $workdir \filebeat .exe” " -c ™ $workdir \filebeat .yml ™

Figure28: The PowerShell script to install Filebeat as a Windows seroigehe clinical data repository

Logstash can be downloaded frofmet official website of elastid0]. After extracting the content to

a permanent location on theléisystem, Logstash needs to be configured and installed as a Windows

service. Logstash is configured with the helph#f bbgstash.conf file listed in Figure 29.

input  {
beats {
port =>
ssl => false
codec => "json"

}

}
filter {
if [type ] == "XDASv2" {
json {
source => "message”
}

}

output  {

http  {
http_method  => "post"
url = " "

}

}

Figure29: The logstash.conf file to configure Logstash on the clinical data repository

In order to install Logstash as a Windows service an additional tool called NSSM is needets &ISSM

service helper which handddailure of the application running as a servittemonitors the running
serviceand will restart it if it diesSNSSM can be configuréd absolve alfesponsibility for restarting
an applicationand let Windowstake care of recovery actions. Tipeogressis listed inthe system
Event Lodo help understand why aapplicaton isn't behaving as it should.
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N NSSM service installer - N NSSM service installer -
Application l Details] Lag on] Dependencies] F‘rocess] Shutdown] ExitLIL Log Dn] Dependencies] Process] Shutdown] Exit actions 140 ]FileLIL
Application 10 redirection
Path: |C:\www\VSD\Data\Apps'\Logstash\bin\logstash.b- J Input [stdin): | J
Startup directon: |EI:\www\VSD\Data\Apps'\Logstash\bin J Output [stdout]: |C:\www\VSD\Data\Apps\Logstash\logs\stdout_Iog J
Arguments; |-f C: it 'SDAD atabppsiLogstashibintlogstash. conf Error [stderr): |E:\www'\VSD\Data\Apps\Logstash'\logs\stden.Iod J

Cemvice name: |Iogstash_audit_xdasv2 | Eance|| Service name: |Iogstash_audit_xdasv2 | Install service | Eanc:e||

Figure30: Installing Logstash as a Windows service on the clinical data repository using NSSM

Both services Filebeat and Logstash should now appear in the Services tab of the Computer
Management tool as illustrated in Figure 31.

A Computer Management =10 -
File Action View Help
@ ¥ 6= H [ NI
& Computer Management (Local) Name - Description Status Startup Type Log On As ~ || Actions
a [l System Toals (% DNS Client TheDNS Cli.. Running  Automatic (T... Metwork Service Services N
b @ Task Scheduler i Encrypting File System (EFS)  Provides th.. Manual (Trig... Local System n
b {3 Event Viewer *_ Extensible Authentication P..._The Extensi... Manual Local System More Actions ’
b | Shared Folders * filebeat_audit_xdasv2 Running  Automatic Lacal System ||
b &/ Local Users and Groups " Function Discovery Provide.. The FDPHO... Mangal Tocal Service
b () Performance % Function Discovery Resourc... Publishes th.., Manual Local Service
. J‘iri:ca Manager ; Google Update Service (gup... Keepsyour ... Automatic (D... Local System
‘—"g Dick Management = Google Update Service (gup... Keepsyour... Manual Local System -
4 B Services and Applications +; Group Policy Client ) The ?E!’VI(E... Running  Autematic (T.. Local System
_l> W) Internet Information Services (IIS) Manager i Health Key and Certificate ...  Provides X.5... Manual Local System
@ Routing and Remote Access S Human Interface Device Ac...  Enables gen... Manual (Trig... Local System
oo i Hyper-V Data Exchange Ser.. Providesa ... Manual (Trig... Local System
ﬂf‘i WMI Control i Hyper-V Guest Shutdown 5...  Providesa ... Manual (Trig... Local System
b @ SOL Server Configuration Manager i Hyper-V Heartbeat Service Monitors th... Manual (Trig... Local System
i Hyper-¥ Remote Desktop Vi... Providesa p... Manual (Trig... Local System
i Hyper-¥ Time Synchronizat... Synchronize... Manual (Trig... Local Service
S Hyper-¥ Volume Shadow C...  Coordinates... Manual (Trig... Local System
S 15 Admin Service Enables this... Running  Automatic Local System
% IKE and AuthIP IPsec Keying... The IKEEXT ... Manual (Trig... Local System
4 Interactive Services Detection  Enables use... Manual Local System
5 Internet Connection Sharin...  Provides ne.. Disabled Local System
% IP Helper Providestu.. Running  Automatic Local System
4 IPsec Policy Agent Internet Pro...  Running  Manual (Trig... Metwork Service
5 KDC Proxy Server service (K. KDC Proxy S... Manual Metwork Service
% KtmRm for Distributed Tran... Coordinates... Manual (Trig... Metwork Service
4 Link-Layer Topology Discov... Createsa N... Manual Local Service
“ Local Session Manaser Core Windo... Running Automitic Local System
“; logstash_audit_xdasv2 logstash_au.. Running  Automatic Local System I
s Microsoft FTP Service Enables this... Running  Automatic Local System -
Extended }\Standard

Figure31: Filebeat and Logstash running as Windows services on the clinical data repository

The setup of the CHIC audit system (audit parser, MongoDB, audit viewer) and the alternative audit
system (Elasticsearch and Kibana) is not rilesd in detail here (see D5.2.2) but an example of the
Kibana ger interface is illustrated in Figure 32 sample audit record using tdDASv2 data model is
listed in Figure 33.
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_oEN

Il Discover - Kibana x

<« C' | i bws:// /app/kibana#/discover?_g=(refreshinterval:(display:Off,pause:'f,value:0),time:(from:now%2FM,mode:quick,to: ¥ 77| () (%) & =
I . ana Discaver Visualize DEELLLEG] Setfings @ This month
= =
32 hits
Selected Fields August 152016, 00:00:00.000 - August 31st 2016, 23:59:59.999 — by 12 hours
10 ¢
Available Fields a 8
timestam § ¢
@ p S .
@version _ I
ol Ln.ln
o 2016-08-03 02:00 2016-08-07 02:00 2016-08-11 02:00 2016-08-15 02:00 2016-08-19 2016-08-23 02:00 2016-08-27 02:00
- @timestamp per 12 hours
_score
~
_type .
Time _source
action eventid
action.eventname »  August 8th 2018, 10:52:50.596  jnitiator.account.domain: www.smir.ch initiator.account.name: barall initiator.account.id: 95
T T target.entity.sysAddr: 192.168.122.20 target.entity.sysName: vsd-Tocall target.data.affected
bjects: { “"objectId”: 122294, “"objectUr1": “https://www.smir.ch/api/objects/122294" }
action.outcome
observer.entity.sysAddr: 192.168.122.20 observer.entity.sysName: vsd-locall action.event.id: 0.0.
action.subEventname I . AERY MATR TTEN ATraTRIE P e — e Aen
action time.certainty
AT »  August 8th 2016, 10:11:35.395  jnitiator.account.domain: www.smir.ch initiator.account.name: barall initiator.account.id: 95 .

Figure32: An example of the Kibana usénterface displaying audit records using XDASv2
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{
"_index" : "filebeat -2016.08.08" ,
"_type" : "XDASv2",
"id" @ "AVZpWuwxUt2j4qrrTnul”
" score” : null ,
"_source" : {
"initiator" |
"account" : {
"domain” : "cdr -dev - chic.ics.forth.gr" ,
"name" : "niklrl" s
“idt o 7
}
h
"target” @ {
"entity" @ {
"sysAddr" : "10.1.2.57" s
"sysName" : "cdr - dev- chic"
h
"data" : {
"affectedObjects" L
"objectld" o 12,
"objectUrl" ;" https://cdr - dev - chic.ics.forth.gr/api/objects/12
}
|
}
h
"observer" : {
"entity" 1 {
"sysAddr* : "10.1.2.57" ,
"sysName" : "cdr - dev- chic"
}
"action” @ {
"event" @ {
“id* : "0.0.2.2"
"name" : "QUERY_DATA_ITEM_ATTRIBUTE"
"subEvent" : {
"name" : "DOWNLOAD_OBJECT"
b
"time"
"offset” : 1470646363 ,
"certainty" : 100
h
"outcome" : "0" ,
"extendedOutcome” : "0"
h
"@version" : "1",
"@timestamp" : "2016 - 08- 08T08:52:50.596Z" s
"type" : "XDASv2",
"input_type" : log"
"count" : 1,
"beat" : {
"hostname" : "cdr -dev-chic" ,
"name" : "cdr - dev - chic"
h
"source” : "C:\\www\VSD\ Data\\Logs\\ Audit \\ xdas.txt" s
"offset" T 41179,
"fields" conull o,
"host" : "cdr -dev-chic" ,
"tags" : [
"beats_input_codec_json_applied"
1
"fields" |
"@timestamp" : [
1470646370596
1
h
"sort" i [
1470646370596
1

}

Figure33: A sample audit record in JSON format using the XDASv2 data model generated by the clinical data
repository and processed by Filebeat and Logstash
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5.6 DomainModel

The domain model of the clinical data repository, which has been introduced iredsile D8.1, is
illustrated in Figure 34or the sake of completeness. Apart from the following modifications, the
domain model stays the same as describedaliverables D8.1 and D8.3:

1 The Triplestore entity has been added in order to support multiple triplestores in the export
process of triples.

1 AnnotationTripleLog has been added to track the progress of the triple export process. It
stores information abouthe triple to be exported, the action to be performed (insert or
delete), the status of the export process, the retry count, etc.

1 TripleSubjectType has been added in order to support different types of triple subjects such
as object, user, file, etc.

1 The AnnotationTriple entity has been added to track modifications of a specific subject
having multiple triples. Only the differences will be processed by the internal export
mechanisms.

¥  Segmentation X Raw £ Study ¥ Patient ¥ StudyData ¥  studyDefinition

Figure 34: The domain model of the clinical ata repository with domain classes (blue), domain
enumerations (brown) and their relationships represented as connecting lines.
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5.7 Web-based user interface

The implementation of the webased user interface offers a main view illustratedrigure 35vhich

serves as entry point for almost all functionalities described throughout the user guide introduced in
the previous deliverable D8.2. On top, an input field enables theused to search for datasets (1).

On the left side, the folder explorer enablesthser to organize data (2). MyData is tbedtion of

the dz2a SN & RI G T eféud babrrdiion folder acdesibleR@ml group members;
MyProjects aredlders to orgarde data into personal project§haredFolder arediders of othes

which ae shared to the usein the middle of the main view, the toolbox enables the user to initiate
batch commands for multiple objects or folders (3). A preview image assists the user to identify
datasets (4). Several icons enable the user to display additinformation about the corresponding
dataset as requested (5). The file name introduced by the clinical data repository is based on a
constructed template (6). The template is updated if the information is available otherwise XX is used
as a placeholder.

= © Browse/Results - CHICCI %

« C' 8 https://cdr.chic-vph.eu =

cHic Browse 0 lyRepository~ Time u o (i) ©Help & nikir1 L =
& Places °
&MyData

® & MyGroups Browse/ResuItS
® &M
@sharedFolders Actions~ Manage selected ~ Display selected~  Q
¥ Page Navigation anatomical region \Eender\ ’/CDR id
CDR.Head.012Y.0.0T.17.000.mha QiR =®ad o 1/8/2 49 P —
niklr1 -

4 Page-Top 3
Osr . /'o'\ modaly
CDR.Brain. XA 16.000.hdr 05%‘5’1-‘ = . /82016 25326 PH
Legend niklrl

1 Full text search _
CDR.Brain.Xx.0.0T.15.000.hdr @GRS 1 1/8/2016 2:58:25 PM

2 Folder explorer nikird

3 Toolbox

4 Preview image CDR.Brain.045Y,M.CT.14.000.dcm @ E% W= w [T ) 1/2/2016 2:58:24 PM
5 Icons to display ad- niklr1
ditional information

6 CDR object name COR.BrainXX.XX.0T.12.000.mhd € &% B i= o o Y 300016 2:58:24 PM
pel niklrl

Figure35: The webbased user interface main view of the clinical data repository

Since deliverable D8.3 a new functionality has been integrated to conduct sophisticated search
gueries. The query builder can be accessed bynhitthe button with the magnifier symbol in the
browse view (3).
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Source types Logical operators

Related Objects AnD R © o | Add/remove group

Type Source field v = Comparison operator v | Subject Input value [+ ]

Add/remove

oliI4cIll Related Objects OR o @ L.
condition

Anatomical Region v = ¥ || Kidney e

Type v| = v | RawImage e

Type v|| = ¥ || Clinical Study Data =]

Type vil = ¥ | Genomic Sample e

Figure36: The dynamic search query builder integrated in the wbhsed user interface

The search case coveredhigure 36has the purpose toiid patients for whomwe have imaging,
clinical and miRNA nephroblastoma dafn the top leftit is possible taselect if the objects or the
related objects should be searched. In this case, objects of type sudhjeatd be returnedNext to
the source selection are thewb supported logical operatord\ext to the logical operators it is
possible to add or remove group#side a group multiple conditionare allowed A condition
consists of a source field, a comparison operator and input \afitiee user

The query buildr itself makes use of AngularJS, Bootstrap, jQuery and Underscore. It has been
published as opeource on the GitHuplatform under the MIT licensgd 1].

5.8 RESTfuhpplication programming interfaces

The clinical data repository makes use of the REST (Representational State Transfer) architectural
principle to exchange data between applications in a loosely coupled way. Consumers of the REST
API only need to know theesource address and how to make a request to that resource. How the
resource actually gets its data is completely hidden from the consumer. This chapter describes the
HTTP methods used, the applied pagination concept, resource addresses, accepted paramete
possible requests, responses and errors.

5.8.1 HTTP method definitions

A method refers to HTTP methofi®metimes referred to as verbs) which indicate the desired action
to be performed on the identifiedesource.The clinical data repository interprets the received HTTP
methods as follows:

Table35: HTTP methods supported by the clinical data repository REST API

HTTP method Description

GET Getting a resource. (idempotent)
POST Creating aesource. (not idempotent)
PUT Updating a resource. (idempotent)
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DELETE Deleting a resource. (idempotent)

OPTIONS Getting information about the options available on the specific resource.

An idempotent HTTP method can be called many times witddtegrent outcomes.

Additionally, the REST Adthbraceghe Open Data mtocol (OData)3]. OData offers many different
query options but the current implementatioof the clinical data repository using ASP.NET Web API
makes use of $filter only. This query option is very powerful when it comes to filtering large result
sets based on multiple conditions.

Although ASP.NET Web API supports JavaScript Q¥ggation (J®N) and Extensibldarkup
Language (XML) by default, the implemented dested REST APl makes usdS®N only to send
and receive datg4]. Only the UTBB characer encoding is supported for both requests and
responses.

5.8.2 Pagination

Pagination is the process of dividing a document into discrete pagasler to keep the loading time
at a predictable levelRequests with large result sets may timeout or be truncathdrefore most
resourcegeturninga large result sesre paginated by default.

Table36: The pagination concept applied to large result sets returned by the clinical data repository

Parameter name | Value type | Default value | Description

rpp int 25 Defines the amount of included results g
page.
Allowed values: 10, 25, 50, 100, 250, 500

page int 0 Defines the current page index.

Allowed values: 0, 1, 2, ...

Example Request

GET https://  cdr.chic -vph.eu /api/ objects?rpp=25& page=3

ExampleResponse

{

"totalCount" : 99,

“pagination” R
"rpp" : 25,
"page" : 3

}1

“items" |

]

nextPageUrl" : " https:// cdr.chic - vph.eu/api/objects?rpp=25 &page=4"
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5.8.3 Include

Include is a special parameter supporteddeyweral resources. It enables the caller to define which
properties should be included in the response. This will reduce the amount of calls needed to get all
information. Includable properties are marked under additional information of the resource
resporse description. It is possible to include multiple properties at the same time by delimiting the

property names by a comma.

Table37: The includable attribute demonstrated on the basis of the groups resource implemented by the

clinical data repository

Name Description Type Additional information
Id The identifier of the group integer None.

Name The name of the group. string Filterable

Chief The chief of the group. BaseViewModel Includable

SelfUrl The URL to the resource. string None.

Example Requestithout include

GET https://  cdr.chic - vph.eu /api/ groups/l1

ExampleResponse without include

{

“id* 1,

"name" : "Testgroup ",

“chief" : {

"selfUrl" ;" https:// cdr.chic - vph.eu /api/users/2

h

"selfUrl" : " https:// cdr.chic - vph.eu/api/groups/1
}

Example Requeswith include

GET https://  cdr.chic -vph.eu /api/ groups/1?include=chief

ExampleResponse with include

{
“id" 1,
"name" . "Testgroup ",
“chief" : {
“idt 2,
"username" : "niklr1 ",
"selfUrl" : "https://  cdr.chic -vph.eu /apilusers/2
L
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"selfUrl" ;" https:// cdr.chic - vph.eu/api/groups/1

}

5.8.4 Requests, Responses and Errors

A successful completion of a request returns one of three possible states:

Table38: The possibleeturn states used by the clinical data repository to indicate a successful completion of
a request

HTTP status code Description

200 OK The default state. On GET requests, the response contains all the req
objects. On PUT and POST requests, theastgd updates have been dol
correctly on the persistence layer.

201 Created Returned on successful POST requests when one or more new object
been created. The response contains information on the newly crg
objects, e.g. identification values.

204 No Content Returned on successful DELETE requests.

An unsuccessful completion of a request returns onsixpossible states

Table 39: The possible return states used by the clinical data repository to indicate wrsuccessful
completion of a request

HTTP status code Description

400 Bad Request The format of the URL and/or of values in the parameter list is not vali
the URL indicates a neexisting action.

401 Unauthorized Either the request does not contanequired authentication information o
the authenticated used is not authorized to get a requested object or t
the request updated operation.

404 Not Found The URL is correct, but the requested object does not (or no longer) ex
405 Method Not Different action methods may be restricted to one or more of the H
Allowed methods (GET, PUT, or POST). The received request uses one tha

allowed with the action method specified in the URL. In this case,
parts of the URL are not validated

500 Internal Server | When a method causes an exception that has no adequate handling
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Error method itself. Developers of client systems are kindly requested to re
these response stateto the developing teanand to transmit informatior
about the respective request and the response objects.

501 Not Implemented| May occur during development. The requested action has been spe
and documented, but not yet implemented.

5.8.5 Resource Description Template

In order to describe the input and output tifie API endpoint resources the following template is
used.

Table40: The template used to describe the APl endpoint resources of the clinical data repository

HTTP Method Resource name Requires Authentication’.n Yes / ~ No
Description A short text describing the resource.
ContentType The ConterdType entityheader field indicates the media type of the entil

body sent to the recipient or, in the case of the HEAD method, the n
type that would have been sent had the request beerEa G

Parameters A list of all parameters accepted by the resource.

Example Request

An example request which can be sent to the resource.

ExampleResponse

An example response returned by the resource.

5.8.6 Dynamic Search

The sophisticated search queriedroduced in the wekbased user interface chapter are supported
by the API as well. For this purpose the API has been extended with two new endpoints listed
consecutively.

OPTIONS dynamic_search G

Description Returns the available options for thissource.

Example Request
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OPTIONS https://cdr .chic -vph.eu /api/ dynamic_search HTTP/1.1
ExampleResponse
{
"logicalOperators" S0
{
"name” : "And" ,
"displayName" : "AND",
"position” 1
h
{
"name" : "Or" ,
"displayName" : "OR",
"position"” 2
}
]1
"sourceTypes" : [
{
"name" : "Objects"
"displayName" : "Objects"
"position" 1,
"sourceFields" |
]
}1
{
"name" : "RelatedObjects" ,
"displayName" : "Related Objects" ,
"position” T2,
"sourceFields" 0
]
}
]
}
POST dynamic_search?include={include} ﬂ
Description Returns the result of the sophisticated search query.
ContentType application/json
Parameters include (string) Allowed properties to be included:
1 See GET objects (D8.3)
Example Request
{
"sourceType"
"name" : "Objects"
}1
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"logicalOperator" {
"name" : "And"
}1
“"conditions" 1
{
"sourceField" {
"name" : "ObjectType" ,
"displayName™ : "Type"
"’comparisonOperator" {
"name" : "Equals"
"displayName" : "="
"inputltem" {
"data" :"Subject"
"displayName" : "Subject"
"isTypeahead" : true
}
}
]!
"groups" [
{

"sourceType"
"name" : "RelatedObjects"

}
"logicalOperator" {
"name" : "And"
h
“conditions" 1
{
"sourceField" {
"name" : "AnatomicalRegion" ,
"displayName" : "Anatomical Region"
h
"comparisonOperator" {
"name" : "Equals"
"displayName" :"="
“inputltem" {
"data" : 7203,
"displayName" : "Kidney" ,
"isTypeahead" : true
}
b
{
"sourceField" {
"name” : "ObjectType" ,
"displayName" : "Type"
h
"comparisonOperator" {
"name" : "Equals" ,
"displayName™ :"="
}
“inputltem" {
"data" :"Rawlmage" ,
"displayName" :"Raw Image" ,
"isTypeahead"” : true
}
b
{
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"sourceField" {
"name" : "ObjectType"
"displayName™ : "Type"
I
"comparisonOperator" {
"name" : "Equals"
"displayName" : "="
Ji
“inputltem" {
"data" : "ClinicalStudyData"
"displayName" : "Clinical Study Data"
"isTypeahead" : true
}
h
{
"sourceField" {
"name" : "ObjectType" ,
"displayName" : "Type"
h
"comparisonOperator" {
"name" : "Equals"
"displayName" : "="
b
"inputltem” {
"data" :"GenomicSample" ,
"displayName" : "Genomic Sample" ,
"isTypeahead" : true
}
}
]
}
]
}
ExampleResponse
{
"totalCount" 7,
"pagination” |
"rpp" : 25,
"page" : O
I
“items" |
1,
"nextPageUrl" : null
}

5.9 Semantic Integration with RICORDO

The clinical data repositoryis one of the CHIC components that makes use of the higher level
services, which are provided by the CHIC semantic infrastructurean be accessed either by
website & by web service. The former is geared towards end users and the latter forpiuitg
applications but both use the same core. The common core relies on a relational database which
makes use of the Structured Query Language (SQL). Standard file foamatescribed in D8,1
supported by the clinical data repository include DICOM, Metalmage, Analyze and Nifti for medical
imaging data, CDISC ODM XML for clinical data and MINiIML XML for genetic / molecular data. One
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objective is to extract selected metadaft@mm the files during the upload process to the clinical data
repository automatically. Another objective is to let users such as clinicians, researchers and others
annotate the objects of the clinical data repository manually. Both objectives have imaorthat

the annotations will be exported to the semantics infrastructure provided by RICORDO within CHIC.

f pla ] f MHA st/
/_7/ Standards [ o Ju[ ]

Clinical Data Repository

Website o > Core »  Web service
MVC pattern 1 4 REST API

RICORDO

Rdfstore

SPARQL

Figure 37: A visual representation of interactions between clinical data repository and RICORDO
components.

RICORDO offethiree components called LOLS, Ribdte and OWLKB which are relevant within
CHIC. The intended purpose of Local Ontology Lookup Service (LOLS) is to translate between
standardized (but not human readable) identifier strings used for triplestores, and mumaaable

labels describing them foa given set of ontologies. RBEore is a metadata wrapper based on
templates serving as a messenger between SPARQL endpoint anemabviating the need to

learn complicated SPARQL syntax. OWLKB is a semantoaeasich enables to query semantic

data loaded from an ontology. Both components LOLS and OWLKB have the same set of ontologies in
common.

5.9.1 Interactions with the Local Ontology Lookup Service

Aconnection with LOLSriequiredto enable clinicians, reseghers and others to annotate objects of

the clinical data repository manually. An exemplary use case is the annotation of an object with
anatomical regions. As shownhigure 38the user starts to type the name of the anatomical region
and the autocommte function offered by LOLS returns a list of matching entries. The user selects
the correct entry from the list which completes this step of the annotation process. In this case, it
would not make sense to present matching entries other than those fteerFoundational Model of
Anatomy (FMA) ontology to the user. Therefore, the crucial functionality to filter the range of
ontologies to be searched by the autocomplete function is required.

Paged5of 195



g\}o[ﬁ]dp

Computational Horizons in Cancer

Grant Agreement nd500841

D8.4¢ Reporton the final system
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Raw Image
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1(~314.11 Kb)
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Abdominal aorta

Abdominal lymphatic plexus of dia

Abdominal part of esophagus
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Figure 38: User dialog to annotate an lgject with anatomical regions using the autocomplete function
offered by the Local Ontology Lookup Service (LOLS).

5.9.2

Interactions with the

RDFstore

Metadata can be extracted during the upload process by the clinical data repository automatically, if
standad file formats are used. However, in the majority of cases the extracted metadata is not in the
form to be stored directly in the RDdtore. Therefore, the metadata must be processed to triples
before being exported to the RBfore. This is one of the reans the clinical data repository stores

the extracted metadata in the relational database. Another reason is the export process itself which
requires a reliable retry logic. Last but not least, the clinical data repository needs to be able to
display theinformation associated with each objeuatithout fetching it from the RDF store every
time. The RDBtore itself already offers the functionality to add and delete triples in order to enable
interactions with the clinical data repository.

Adding andleleting triples to/from the RDBtore is merely a means to an end. The main objective is
to leverage the powerful search capabilities offered by its very nature of the semantindiecly.
For this purpose the RB¥ore offers an extensible template system whadn be used for querying.
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part of FMA Head" the RDs$tore relies on the semantic reasoner offered by OWLKB. A direct
interaction between the clinical data repository and the OWLKB is not intended.

Toenable interactions with the RDB¥ore, two libraries have been developed gouablished as open
sourceon the GitHubplatform under the MIT license. RdfMapperNé&®] is a .NET library to map

classedo RDF triples and RdfstoreN@B] is a .NET library for the Rdfstore API.

Paged6 of 195

GIAFHhEISEE O2 2 QU dsOA BIBR

~

a



g\}o[ﬁ]d[/

C H I C Grant Agreement nc600841

D8.4¢ Reporton the final system

5.10 Summary

The implementation of the clinical data repository has been made available to the CHIC users and is
running on the CHIC cloud infrastruot. The system includes all the features required to store the
different types of data produced during the clinical workflow, which not only includes patient and
treatment information, but also medical images, generic examination, histology. Due to its
architecture the system can handle virtually any kind of data, but the concept within CHIC was to rely

on standard formats.

¢tKS NBO2YYSYRSR ONR]TSNBR Fdzi KSy A Ol G A25curigS OK I y A
guidelines and initial version of secé&it G122t a¢ KlFa o6SSy TFdAZte AydsSat
repository to support Single Sigdn. A single point contrael the access to all the infrastructure,

including the CDR. Several interfaces have been developed to store, browse, search and ratieve da

from the CDR. First a complete website has been developed using modern web technologies. In
addition to the website access, a specific REST API has been developed to provide access to the CDR
content for integration with other software components. Theafures and functionalities are

identical between both interfaces.

Semantic annotation of the clinical data has been integrated within the RKTORD@amework.

The CDR automatically retriev¢he information from the files uploaded on the system and
gererates semantic triples. These triples are initially stored locally and a synchronization mechanism
has been developed to synchronize the local triples with remote storage locations (in our case,
RICORDOManual annotation of specific field is also poks#nd relies on praselected ontologies.

Finally, a system to track the activities by individual users on the system has put in place. This system
tracks the access to the system and to the data to build a chronological audit trail for eaclnuser.
this deliverable we have presented the data model used for audit records and the architecture of the
auditing within the clinical data repository which supports different and multiple audit systems at the
same time.

All components of the clinical datapository have been successfully deployed to the private cloud
infrastructure provided by FORTH allowing great flexibility in terms of compute, storage, and
networking resources. The deployed services can be accessed by the following URLS:

1 Production

o0 Webste: https://cdr.chicvph.eu

0 APIlhttps://cdr.chicvph.eu/api

T Development

o0 Website:https://cdr-dewchic.ics.forth.gr

0 APIl:https://cdr-devchic.ics.forth.gr/api
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6 In SilicoTrial Repository

6.1 Introduction

Since biological simulatiomgquire many computational resources, especially when the simulations
involve multiscale imaging data, the Silicolrial Repositorys a critical component. THa Silicorrial
Repository has been designed and developed in order to be able to pergistnte all the
simulation scenarios and the silicopredictions. The input data (the original state of the patient),
the simulation scenario (then silicotreatment) and the output data (the state of the patient after
the in silicotreatment) are storepersistently after the completion of the simulation scenario. The
aforementioned data are readily available for evaluation, comparison, and validation without the
need for executing the same simulation again. More specifically, Iith&ilicoTrial Reposiry
contains for eaclin silicotrial all the related information including:

1 model input (processed medical data that can be used as input to the specific model or
hypermodel used in the simulatipn

1 model or hypermodel (not the actual model/hypermodel eodsed in the simulation but
information about i).

1 model output

The content of theln SilicoTrial Repository is available tihe users (researchers, modellers,
clinicians) through the user interface that has been develoftdbs://istr.chic-vph.eu), and to the

other CHIC components through the corresponding web services. Consequently, the user is now able
either through the user interface of the Repository, or through other CHIC components, to easily
store and rérieve all the data concerning a compldtesilicotrial (i.e. a set of simulation runs) that

they or someone else has ruhhe two CHIC components that usually interact with lim&ilicoTrial
Repository are the Hypermodelling Execution Framework, wétimtes the outcome of a simulation
back to the Repository, and the CRAF which retrieves the results. Even if the current statugnof the
SilicoTrial Repository conforms to the user needs and requirements (WP2), to the legal and ethical
framework (WP4)to the IT Architecture (WP5) and to the integrated platform guidelines (WP10),
The Repository is expected to be constantly updated throughout the remaining period of the CHIC
project.

6.2 Architecture ofthe In Sllico Trial Repository

One of the main purposes of thén SilicoTrial Repository is to test the repeatability and
reproducibility of the experiments conducted in the contexirogilicocancer domain.

Repeatability is the ability for an individual to show that an experiment, repeated using the same
material and equipment, yields the same resultinnsilicomedicine this means that if we run the
same module multiple times on the same computer usingghme software the same result would

be yielded.

Reproducibility is the ability for different individuals to show that an experinrepeated using
different but similar material and different equipment yields the same statistical resuih #ilico
medicine this means that we are able to recreate a simulation without necessarily using the same
software or computer that was used in the original simulation. Reproducing an experiment is one
important approach that scientists use to gain confidence in tbefrclusiongl].

The In SilicoTrial Repository can serve perfectly the aforementioned initiatives. By storing in one
place the complete information concerning timgut data, the output data, and the modules which
participate in thein silicoexperimentsand the in silicotrials, the In SilicoTrial Repository can
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advancein silicomedicine in general, by facilitating the validation of the currensilicomedicire
discoveries.

Theln Silico Trial Repositoopnsists of three main entities, the subjects, the experiments and the
trials. The basic principles of tie SilicaTrial Repository are the following:

1 The subject entity represents an instance of a subjdet Jubject may be a person, healthy
or not, an animal, etc. The subject can be linked to another data repository, such as the CHIC
clinical data repository, a clinical trial management system (ObTiMA, OpenClinica, etc.), a
hospital record management systemtc. Every instance of a subject can be accompanied by
a set of files.

f TheinsilicoSELISNAYSy G Syidade Ozyarada 2 &dnkiich LI Sa 2
K LISNOY@RBYIEEt &G GS mBilicdtySer)niodedtRaSiOusEirtanitc K S
silicoexperiment is not stated in the experiment entity, but in tinesilicotrial entity in which
the experiment belongs.

1 Thein silicoexperiments are organized in silicotrials. Allin silicoexperiments that are part
of the samein silcotrial use the samén silico(hyper)model.

1 The (hyper)model that is being used (and the location where it is stored) is definedim the
silicotrial entity.

T ¢2 06S Ay FEtAlIYyOS 6AGK (GKS NBIt Of AyAdlt GNX
cancer disease the placebo model can be a free growth model.

1 Eachin silicoexperiment and eacin silicotrial may be linked to external references (journal
articles, conference proceedings, etc.)

1 Apart from the input or output files and the paraters that are patient specifi¢che In Silico
Trial Repository is able to also store the values that have been assigned to input
miscellaneouparameters of thecorrespondinghypermodel

Based on the aforementioned principldsgure 3%resents the Entit Relationship (ER) diagram of
the In Silicalrial Repository.
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] tr_trial v
id INT[11)
description MEDIUMTEXT
maodel_id VARGHAR|45)
maodel_url VARCHAR(100)
placebo_madel_id VARCHAR({45)
placebo_model_ur VARCHAR(100)
comment MEDIUMTEXT
created_on DATETIME
created by INT(11)
madified_on DATETIME

medified_by INT{11)

| tr_experiment_reference ¥

id INT(11)

experiment_id INT|

refarence_id INT(1

[
1

9

1

M
"] tr_experiment ¥
id INT{11)

uuid VARCHAR(100)
trial_id INT{11)
description MEDIUMTEXT
subject_id_in INT(11)
subject_id_out INT(11)
placebo TINY INT{1)
status VARCHAR(45)
comment MEDIUMTEXT
created_on DATETIME
created by INT(11)
modified_on DATETIME

modified_by INT{11)
>

"] te_trial_reference v

id INT{11)
f———————— g trial_id INT{11)
reference_id INT(11)

] tr_subject

id INT(11)

description MEDIUMTEXT
subject_extemal_id VARCHAR(45)

" tr_reference

extemal url VARCHAR(100)
comment MEDIUMTEXT
created_on DATETIME
created_by INT{11)
madified_on DATETIME

] tr_miscellaneous_parameter v

id INT{11)

» experiment_id INT{11)

hypomodel parameter id VARCHAR(45)
hypermadel_parameter_id VARCHAR(45)

walue WARCHAR(100)
created_on DATETIME
created_by INT{11)
madified_on DATETIME
madified_by DATETIME

modified_by INT(11)

Figure39: Entity Relationship (ER) diagram of the In Silico Trial Repository

As shown in Figure 39{i K S

GUNWPYSELISNRAYSYyéx

GUNWPTFAL SE

I Y R

YEAY

SydAaidarsSa

GONPNBEFSNBYy OS¢ =

their attributes (MySQL columns) is given below:

Entity tr_subject

T id: Primary key. Used to uniquely identify eaokw table row.

9 description: The (short) textual description of the state of the subject. The subject may be a

person (healthy or patient), an animal, etc.

1 subject_external_id: The external id of tlseibject. This field is used only in the case in which
2 NJ dibjedtIstdzedt imvan A &

KA &

1 external_url: The URL of the external repository mentioned above. Such externaitorjus
can be the CHIC clinical data repository, a clinical trial management system (ObTiMA,

adzo2S00Qa
external repository.

Ol as

ONBI

OpenClinica, etc.), a hospital record management system, etc.

= =4 4 -

comment: Any additional comment

created_by:The id of the creator of this subject

created_on: The date and tim&hen this subjechas been created.

dza SR .
GO NWPWSELJ
GONWYAEZOSE T yS2dza LI NI YS{GSNE

modified_on: The date and time when this subject has been modified

id INT(11)

title MEDIUMTEXT
type VARCHAR(100)
creator MEDIUMTEXT

issued VARCHAR(100)

bibliographic_citation VARCHAR(100)

is_part_of VARCHAR(200)
source MEDIUMTEXT

doi VARCHAR(100)

pmid VARCHAR(45)
created_on DATETIME
created by INT(11)
madified_on DATETIME
madified_by INT{11)

] tr_file v
id INT{11)
subject_id INT{11)
title VARCHAR(100)
dascription MEDIUMTEXT
kind VARCHAR(20)
source VARCHAR(250)
version VARCHAR(10)
license MEDIUMTEXT
shalsum VARCHAR|40)
comment MEDIUMTEXT
angine VARCHAR(40)
created_on DATETIME
created by INT(11)
madified_on DATETIME
madified_by INT(11)

>

Ay

w»
- <
w»
< @
Ny C !v_
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1 modified_by: The id of the modifier of this subject

Entity tr_trial
1 id: Primary key. Used to uniquely identify each row of the table
9 description: The (short) textual description of the trial
1 model_id: The id of thén silicomodel that is used in the trial
1

model_url: The URL where thie silicomodel is located. This URL may point to the CHIC
model/tool Repository or to an external moldepository (e.g. the biomodels repository)

=

placebo_model_id: Than silicomodel that is used as a placebo. Usually in cancer disease
this is a free growth model.

placebo_model_url: The URL where the placebsilicomodel is located.
comment: Any addibnal comment

created_on: The date and time when this trial has been created
created_by: The id of the creator of this trial

modified_on: The date and time when this trial has been modified

= 4 A4 A4 A -

modified_by: The id of the modifier of this trial

Entity tr_expeiment
T id: Primary key. Used to uniquely identégch row of the table

9 uuid: Universally unigue identifier of the experiment. (This attribute has been created after
request from WP7)

9 trial_id: The id of the trial to which this experiment belongs
descriptian: The (short) textual description of tlire silicoexperiment

subject_id_in: The id of (the state of) the subject that is used an input toirthsilico
experiment

9 subject_id_out: The id of (the state of) the subject that is produced after the execution of the
in silicoexperiment

placebo: True ifinthin silicoS ELISNA YSy i GKS aLX | 0S62¢é Y2RSt Y

status The status of thén silicoexperimentb L G Gil¢y {6¢S wet® 543X dahb t wt
GCLbL{195 {'//9{{C'[[.é FYR GCLbL{1 95 9wwhbot

comment: Any additional comment
created_on: The date and time when this experiment has been created
created_by: The id of the creator of this experiment

modified_on: The datand time when this experiment has been modified

= =4 4 4 -

modified_by: The id of the modifier of this experiment
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Entity tr_reference

1
1

= A4 4 4 a4 -a -

= =4 4 -2

id: Primary key. Used to uniquely identify each row of the table
title: The name given to the resource

type: The type of the reso@S® 9EI YLIX S @I f dzS&Y cdabridePeick ¢ = G 22
proceedin@ €

creator: The creator(s) of the resource (e.g. authors, etc.)

issued: The date of formal issuance (e.g. publication) of the resource
bibliographic_citation: The bibliographic citatiohtbe resource

is_part_of: The related resource that this resource is part of

source: The related resource from which the described resource is derived from

doi: The DOI (Digital Object Identifier) of the resource. This field is empty if the resource
doesQi KIF @S | 5hL®

pmid: The PubMed identifier. This field is empty if the resource is not included in the
PubMed database.

created_on: The date and time when this reference has been created
created_by: The id of the creator of this reference
modified_on: Thalate and time when this reference has been modified

modified_by: The id of the modifier of this reference

Entity tr_trial_reference

1

= =4 4 4 -a -

id: Primary key. Used to uniquely identify each row of the table

trial_id: The id of the trial. Linked to the tatded NIp G NR | f €

NEFSNBEYOSWARY ¢KS AR 2F (GKS NBFTSNBYOS® [ AYy]SH
created_on: The date and time when this record has been created

created_by: The id of the creator of this record

modified_on: The date and time when this record has bewnlified

modified_by: The id of the modifier of this record

Entity tr_experiment_reference

)l

= =4 A4 -4 A -

id: Primary key. Used to uniquely identify each row of the table

SELISNAYSYGYARY ¢KS AR 2F G(GKS SELISNAYSYyiGiod [AY]
reference_id: Theid® (G KS NBFSNBYyOS® [AY|1SR (2 GKS Gl of ¢
created_on: The date and time when this record has been created

created_by: The id of the creator of this record

modified_on: The date and time when this record has been modified

modified_by: The id of # modifier of this record
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Entity tr_file
T id: Primary key. Used to uniquely identify each table row.
subject_id: The id of the subject to which this file is linked.
title: The name of the file
description: The (short) textual description of what this fé@resents
kind: Defineswhati KA a FAf S Aa2O0ZESNIEB ST 06t 2B& X< RIRG £ T € N
source: The location where this file is internally stored

version: The version of the file

= =4 4 4 a4 -—a -

shalsum: The shal checksum of this file (data). It is imsexer to check the consistency of
the file

comment: Any additional comment
created_on: The date and time wh this record has been created
created_by: The id of the creator of this record

modified_on: The date and time when this record has been matlifie

= =4 4 -4 -2

modified_by: The id of the modifier of this record

Entity tr_miscellaneous_parameter
1 id: Primary key. Used to uniquely identify each table row

1 experiment_id: The id of the experiment to which the value of this miscellaneous parameter
is linked

1 hypomodel_parameter_id: The id of the hypomodel parameter to which the value of this
YAAO0StflyS2dza LI NI YSGSNI A& fAY{1SR® LG A& | N
Model Repository

1 hypermodel_parameter_id: The id of the hypermodel parametewttich the value of this
miscellaneous parameter is linked. It is a reference lingYidNdp LI NI for@ thé Mddel
Repository

i value: The value that has been assigned to this miscellaneous parameter during the
correspondingn silicoexperiment

created_on:The date and time when this record has been created
created_by: The id of the creator of this record

modified_on: The date and time when this record has been modified

= =4 4 =

modified_by: The id of the modifier of this record.

The entity Relationship diagram (Ekhich has been depicted Figure 39represents the design of

the relational database of thén Silicot NA £ wSLI2AA0I2NRd® ¢KAA RSaAdy K
5SaA3dy 2F GKS /1 L/ wSLRAAG2NAS&ET oOdzli Rodeed y3I G K
on the new requirements that came from the other work packages. For instance, the
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GONWSELISNAYSYy(Gé KFLa y26 GKS FGdNAo6dziS oiGlofS O
identifier for eachin silicoS ELISNA YSy (i @ a2 NB2 @gSPRI NIKYSS GaSiNEp YS\Wa oS &
used in order to hold the values that have been assigned tontbeel miscellaneous parameters

during the correspondingn silicoexperiment.

The schema of the relational database of theSilicoTrial Repository that has beensjureported in

this chapter, has been designed in order to be able to efficiently store within the CHIC platform all
the persistent data that are related to simulations. The input of the models, the identification of the
patient used in the experiment, thealues that have been assigned to the model parameters during
the simulation, the information of the (hyper)model used in thesilicotrial and the PDF report that

is generated by the CRAF component are all stored in the MySQL database Iof SiieoTrial
Repository. Apart from the MySQL database server which is responsible for the persistent storage of
the simulation data, thdn SilicoTrial Repository consists of many other components, such as the
Apache Application Sezv, the Django Web Framewqgrgome backend and frontend libraries and
dependencies and some security libraries. All the aforementioned components have been utilized in
order to build a fully integrated web application which not only stores the simulation data in a local
relationaldatabase, but also takes part in all the complex research and clinical workflows within the
CHIC platform through the web services that have been developed according to thardgsthical
framework of CHIC. Table 4Xepents all the components, externdibraries, applications and
dependencies that are being used in tmeSilicolrial Repository along with their licenses.

Table41: External components (dependencies, libraries, dipptions) of the In Silico Tridkepository

External Componen| License Usage

(Dependency ¢ Library ¢

Application)

Apache HTTP Server Apache license A secure, efficient, an

extensible server that providg
HTTP services in sync with
current HTTP standards.

MySQL community edition GPL license The relational database servs
responsible for persistentl
storing information related tg
models.

Django Rest Framework Copyright (c) 2022016, Tom A powerful and flexible toolk
Christie All rights reserved | for building web APIs

djangosaml2 Apache? liense A Django application tha
integrates the PySAML2 librg
into the Model Repositor
project in order to be able t
incorporate the SAML fron
end authenticatiory
mechanism.
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dm.xmlsec.binding BSD license XML security library used
authenticate  web service
requests.

XML security library MIT license A C library that supports XM

security  standards (XM
signature, XML encryptio
etc.). It is being used @
djangosami2 an
dm.xmisec.binding.

Django BSD license The Python Web Framewo
that has been sed for the
development of the Modg
Repository

jQuery library MIT license A javascript library which
being used by the Modé
Repository for event handlin
animation, and Ajax calls.

Bootstrap framework MIT license HTML, CSS and JS framew
for developing part of thg
front-end of the Mode
Repository.

As shown in Table 4hjne major externatomponents are used in thia Silicolrial Repository web
application. Some of these components are related to the security (djangosaml2, dm.xmlsec.binding,
XML security library), some are related to the bacdkl of the application (Apache HTTP Server,
MySQL Database Server, Django, Django Rasteiork and finally some are related to the front

end (jQuery library, Bootstrap framework).

Just like the Model Repository, the main component of theSilicoTrial Repository is the Django
web framework which has been utilized in order to develop th&or part of the aforementioned
Repository.The business logic, the presentation layer, the URL dispatching, the object relational
mapping and the web services are all handled by the Django framework. Mord¢beddjango web
framework has been properlyoafigured in order to integrate all the external libraries (security
dependencies, fronend tools, etc.), to analyze the URLs of the incoming requests, to perform the
business logic, to develop the web services, to handle the HTTP requests, and to torthedocal
relational database of thén Silicolrial RepositoryfFigure 40depictshow the Django web framework
accommodates thén Silicolrial Application.
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Figure40: The In Silico Trial Repository has been integrated ithe Django Web Framework

As shown irFigure 40:

1 The In SilicoTrial Application includes some combination of models, views, templates,
template tags, static files, URLs, middleware, etc.Ift&ilicorrial Repository application has
been wired into theDjango framework with the INSTALLED _APPS setting.

1 Theln SilicoTrial Application uses data models in Python, in order to create a virtual object
for the MySQL relational database of threSilicoTrial Repository.

1 The Python file urls.py analyzes the URIthe incoming HTTP request and decides which
Python function that resides inside the view.py file should be called. Then the
aforementioned Python function will either prepare the data to be presented in the HTML
template, or it will connect to the localySQL database to perform changes based on the
user requirements.

T ¢KS aRI{l Y2 RS inSiicovRidl Applitafiah cdd@ins imiérfy classeshich
describe in a more high level the schema of the Repository. It should be noted that the
SilicoTrial Repository data model needs to be always synchronized with the MpSKjlico
Trial Repository database.

Due to the configuration of the components of the most critical part of lth&ilicoTrial Repository
which is the Django web framework presed in Figure 40and due to the external libraries that
havebeen incorporated and presented in Table #iie contents of theln SilicoTrial Repository can

be exposed through web services to other CHIC components such as the CRAF andtite &PH
they @n be rendered through the browser directly to the user. Just like in the case of the Model
Repository, the protection of the privacy and integrity of the exchanged data (which may include
sensitive information) is ensured by a proxy server which makesfud@ TPS protocol for outbound
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connections. This is guaranteed by a SSL certificate that has been installed by partner CUSTODIX in
the virtual machine that accommodated the proxy.

Figure 4lpresents the integration of thén Silicolrial Repository intthe CHIC platform.

10. 4-D visualization of the prediction and get screenshot
\ 1. Select clinical question J/ |
to be answered
5. Run the hypermodel Visualization
11. Report and 4-d tOOI
Clinici visualization
Inician of the tumor are /
ready 9. Get results
2. Retrieve information| 8.5t re_ result§
ofthe models that are 4.Prepare in silico trial of the simulation
needed repository for the storage
of the results
Model Clinical data In silico trial [€
repository repository repository
7. Retrieve clinicl data of
chosen patient
6. Get model executables and metadata of models 1

Figure41: Integration of the In Sllico Trial Repository into the CHIC Platform

As shown irFigure 41the In SilicoTrial Repository communicates with the CRAF and the-NPH
components. More specifically, before the execution of the hypermodel, CRAF preparles3tieo
Trial Repository for the storage of the results (creation of subjects, creation of the new egperim
etc.), and then the Hypermodelling Framework stores the results of the simulation back ta the
Silico Trial Repository. Finally, CRAF component retrieves the results frominth®ilico Trial
Repository in order to visualize the results for the user.

6.3 The user interface of the In Silico Trial Repository

The In SilicoTrial Repository makes use of the principles of user interface design that have been
mentioned in section 4.3 so as to improve the experience of the user when interacting with the
Repositoy. Special emphasis has been given during the development d¢htB#icolrial Repository

to provide a user interface where the user will need to provide minimal input for inspecting and
evaluating the results of thim silicoexperiments.

After the aubhentication of the user (see chapter 3), the user is redirected to the main page bf the
SilicoTrial Repository which is depictedkigure 42As shown in the aforementioned figure, the user
is able to store a newn silicoexperiment through a wizardyr browse the content of the Repository
in order to view or even update the available simulations and their staths. workflows for the
storage of a newn silicoexperiment and the browsing of the content of the Repository are being
described in the ne chapters.
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Figure42: The main page of the In Silico Trial Repository

6.3.1 Wizard for storing a new experiment

A wizard has been created for the SilicoTrial Repository in order for the user to be able to store
the simulation scenarios and tha silicopredictions.Although the persistent storage of the input
and output simulation data can be performed by the other CHIC components (CRAF, Hypermodelling
framework) through the corresponding web services of theSilicoTrial Repository, this wizard
provides an alternative way for saving the results through the user interface of the Repository. More
specifically, the user is able through this wizard to stall the related informatiorof the newin
silicoexperiment,including:

1 Description of then silicotrial

1 Input and output files of the new silicoexperiment

9 Description of than silicoexperiment

1 References related to the new experiment and therespondingn silicotrial

1 Description related to the initial state of the patient and the final simulated state of the
patient

This wizard consists of seven steps, and in order for the information of thamsilcoexperiment
to be valid, the user has:

1 Provide a description of the silicotrial
1 Provide a description of the state of the input subject (initial state of the patient)

1 Provide a description of the state of the output subject (final, simulated state of the patient)
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Provide a descriptiorof the newin silicoexperiment

Provide at least one output file of the simulation. In case of many output files, the names of
the output files should be unique (both the actual file names and the metadata titles)

1 Provide input files of the simulation thdtave different names. The same applies for the
references related to the experiments and the trials (they should have unique titles).

It should be noted that the user is able to skip the three last steps of this wizard for later. More
specifically, the s may not provide any input files, or references related to the simulation.

The screenshots of the different steps regarding the aforementioned wizard are preserfegliies
43-50.

Wizard for storing a new experiment

Input Subject Output Subject Experiment Experiment output files Experiment input files

References related to the trial References related to the experiment

All in silico experiments (simulations) that are part of the same in silico trial use the same in silico (hyper) model. This wizard step is about

linking your simulation (experiment) with a trial and a (hyper) model.

Heads up! Please be aware that the selection of a model is obligatory. Furthermore, the description of the trial should not be empty
before you submit the data of the new experiment.

Choose the name of the in silico model that is “se(:r:::l:f Choose name of the in silico model that is used in the trial

Type short textual description of the trial.

Short textual description of the trial *:

Figure43: The first step otthe wizard. Theuser provides information related to the in silico trial to which the
new in silico experiment belongs
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References related to the trial  References related to the experiment

The input subject entity represents an instance of a subject. This subject may be a person, healthy or not, an animal, etc. The subject can

be linked to another data repository, such as the CHIC clinical data repository. Consider the input subject to represent the initial state of the
patient used in the experiment.

Heads up! Please be aware that the description of the state of the input subject should not be empty before you submit the data of
the new experiment.

Type short textual description of the state
of the input subject.

Short textual description of the state of the input subject *:

The id of the patient used in the experiment: Type the id of the patient used in the experiment

The url of the clinical data repository that accommodates the
patient's data:

Figure44: The secondstep of the wizad. The user provides information related to the initial state of the
patient

Type the url of the clinical data repository that accommodates the pal

Trial  Input Subject [MelliINEV:j[-ladl Experiment Experiment output files Experiment input files

References related to the trial References related to the experiment

The output subject entity represents an instance of a virtual patient. Consider the output subject to represent the final simulated state of

the patient.

Heads up! Please be aware that the description of the state of the output subject should not be empty before you submit the data of
the new experiment.

Type short textual description of the state
of the output subject

Short textual description of the state of the output subject *:

Type comments related to the state of the
output subject

Figure45: The thirdstep of the wizard. The user providesformation related to the final- simulated state of
the patient
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Trial Input Subject  Output Subject Experiment output files Experiment input files

References related to the trial References related to the experiment

The in silico experiment entity consists of triples of initial state of the subject, in silico (hyper)model and final state of the subject. Consider
the experiment to represent the simulation.

Heads up! Please be aware that the description of the In silico experiment should not be empty before you submit the data of the
new experiment.

Type textual description of the experiment.

Short textual description of the in silico experiment *:

Should the placebo model be used?
Status of the in silico experiment: |NOT STARTED |
I

Tirmm e A dBlmm ] ke o o Fam

Figure 46: The fourth step of the wizard. The user providesxformation related to the new in silico
experiment

Heads up! Please be aware that the title fields for all the output files of the in silico experiment should not be empty and should be
different from each other. Furthermore, the names of the actual files you are going to upload should have different names.

Title of the file *: Type the title of the file \

Type textual description of what this file
represents.

Description:

Type of file: raw ~

Version: Type the version of the file |

Comment: Type any comments for this file ‘
Browse for the file: Avaitnon... Aev eniAéxOnke apxeio.

© Add one more output file © Remove output file

4 Previous Next =

Figured7: The fifthstep of the wizard. The user uploads one or more output files related to the simulation
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In this step you have to provide all the input files of the experiment

= Skip this step

Title of the file *:

represents.

Description:

Heads up! You can skip this step if you want. But if you want to upload input files of the experiment, please be aware that the title
fields for all the input files of the in silico experiment should not be empty and should be different from each other. Furthermore, the
names of the actual files you are going to upload should have different names.

Type the title of the file
Type textual description of what this file

Type of file: raw ~

Version:

Type the version of the file |

Comment:
Browse for the file:

© Add one more input file

[Type any comments for this file |

Avalinon... Aev eNIAEXBNKe apxeio.

@ Remove input file

Figure48: The sixthstep of the wizard. Theiser uploadsone or more inputfiles related to the simulation

References related to the trial References related to the experiment

In this step you have to provide all the references which are related to this trial.

asTacTEcsEs.Cs .. Cs.Cs.Cs.T.CL.CL.LTLTLCRTDRS LRSS RSRRSR R R RSR WY
= Skip this step

Name given to the resource:

Type of the resource:

The creator(s)/author(s) of the resource:

Date of formal issuance:

The bibliographic citation of the resource:

The related resource that this resource is part of:

The related resource from which the described resource is
derived from:

Digital object identifier of the resource:
PubMed identifier:

Figure49: The seventhstep of the wizard. The user
trial

Heads up! You can skip this step if you want. But if you want to provide references which are related to this trial, please be aware
that the "Name given to the resource" fields should not be empty before you submit the data of the new experiment.

Type the name given to the resource.

journal article v

Type the creator(s)/author(s) of the resource

Type the bibliographic citation of the resource

Type the related resource that this resource is part of

Type the related resource from which the described resource is derive

Type the digital object identifier of the resource.
Type the PubMed identifier.

provides one or more references related to the in

silico
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References related to the trial

References related to the experiment

In this step you have to provide all the references which are related to this experiment.
» Skip this step

Heads up! You can skip this step if you want. But if you want to provide references which are related to this experiment, please be
aware that the "Name given to the resource" fields should not be empty before you submit the data of the new experiment.

Name given to the resource:

Type of the resource:

The creator(s)/author(s) of the resource:

Date of formal issuance:

The bibliographic citation of the resource:

The related resource that this resource is part of:

The related resource from which the described resource is
derived from:

Digital object identifier of the resource:
PubMed identifier:

Type the name given to the resource.

book 4

'Tyuu the creator(s)/author(s) of the resource

SR =

Type the bibliographic citation of the resource

Type the related resource that this resource is part of

Type the related resource from which the described resource is derive

Type the digital object identifier of the resource.

Type the PubMed identifier.

Figure50: The eighthstep of the wizard. The user provides one or more refereaaelated to the in silico

experiment

As shownin Figures 43%0, all the information regarding the newly creatéd silicoexperiment can
be provided through a single page which consists of diffetabs (one tab for each wizard step).

After the provision of all the data of the experiment, the corresponding information will be stored in

the MySQL database of the Silicolrial Repositoryit should be noted that the user is able to store
dynamicdly in the same page variable number of references, input and output files.

As illustrated in Figure 51n icase of invalidity conceing the data of the nevin silicoexperiment
the In SilicoTrial Repository notifies the user accordingly with error sages in the corresponding

tabs of the page.

Figure51: The wizard informs the user about the invalidity of the data when submitting the form
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